debian



Debian £2&F#

Debian £2ZF{#

Osamu Aoki (BAK1E)




Debian £2&F#

FR#E © 2013-2021 BHA(E

Debian £2&3Fft (55 2.109 hR ) (2023-12-18 14:53:01 UTC) BETEEET Debian ZAAMA IR LEINIES|. BEBIE
RHEEERIENY shell LI FRAS AR EIENHHEE,




Debian 2ZF

] COLLABORATORS
TITLE :
Debian £ZFf
ACTION NAME DATE SIGNATURE
WRITTEN BY Osamu Aoki (B December 18, 2023
1)
\ REVISION HISTORY \
NUMBER DATE DESCRIPTION NAME




Debian 2ZF iv

Contents

1 GNU/Linux {2 1
L1 OERRIEERE . . . 1
111 shell IBIRZFETT (PIOMPL) © o o v e e e e e e e e e e e e e e e 1

112 GUI FBIshell BRIRMF . . . . o 2

113 oot BRIE . . . . e 2
1.1.4 100t Shell BBIRTFTD . -« o v o e e e e e e e e 2

115 GUIRBREBEIETE . . . 3

L1.6 ERIEGIE . . . . 3
117 BREHGBLIIRIRTFIT - o o e 3
1.1.8 BREBRE . . . . . 3

119 MRE—EIEBREEIE . . . . e 4
1110 EBEFFAEBINRIEEL . . . . . 4
1111 BBAMEREDIRIE . . . . . . e 4
LL12 sudo #ABC . . . . o o o e 5
1.1.13 Playtime . . . . . . o o e e e e e 5

1.2 FUNXBBRERL . . . 6
121 Unix XEERE . . . . 6

122 BEREAREBUANBIT . . e 7
1.23 RBREBEBR . . . . . 7
1.2.4 IEHIFFEMERIVEFRAIME: umask . . . . . .. 9
125 —#EEREZEEFRIE () . . . . 10

126 BEEIEBL . . . . . 11
127 A 12
128 @RBEE (FELE) . . . . 13

129 BT . e 13
1210 RRIBESTHE . . o 13
1201 BFRIRRIESTHE . . . 14
1.2.12 procfs MU sysfs . . . o o o 15
1.2.13 tMPfs . . . . e e e e e e e e e e 15




Debian 2ZF v

1.4

1.5

1.6

131 BEBEMC . . o ot 16
132 BRENIMC . . . o 16
133 MCOXEFEIE . . . 16
134 MCIBLIUREIT . . . e 16
1.3.5 MCRBBAREESE . . . . . . . 17
1.3.6 MC AAEBIRRREE . . . . . o 17
1.3.7 BEIBMEIMC . . . . . 17
1.3.8 MCHBIEBIERZRE . . . . . 18
¥ Unix TERIBERE . . . 18
141 FBAshell . . . 18
142 TEEbash . . . . . e 18
143 BETRIREE . . 19
L44 BRIERIE . . . e 20
145 SHABTEE . . . o o o 20
146 XFEHREEES . . . . e 20
147 FREFEIRSTAMREESE . . . . . . 21
148 (BRI VI . . . . . e 21
149 FEERshell JBEN . . . . . . . 22
1410 BRI Unix 38 . . . . 22
BEE shell 3B . . . . . 24
151 BEOBMITIIRBEE . . . . . 24
152 “SLANG” BB . . . . . . 25
1.5.3  SPATH” BREN . . . . . 26
1.54 7SHOME” EEBI . . . . . . . . e 26
155 3BLTEIE . . . . 26
156 Shell BATETT . . . o o o e e 27
157 FOBIEMEE . . . . . 27
1.5.8 HEAMIEFIFESFIshell BEE . . . . .. . . 28
159 FBRAUR . . . 29
B Unix BISTAERIR . . . . . 29
1.6.1 Unix XARTE . . ... e 30
162 IEFRTREIN . . . . 31
1.6.3 BFBEN . . . . 31
1.6.4 IFRFJENSEMEIR . . e 32
1.65 MXFHERIIRIEPRIVER . . . . . 33
166 FREBIBSH/NREIESNE . . . . 34




Debian 2ZF Vi

2 Debian BRIEEIEE 36
2.1 Debian BRBEEIEIBAUBIIR . . . . . . . . 36
2.1.1 Debian EEEEIEEIE . . . . . ... 36

212 BREEEEAED . . . . . . 36

213 ERBGEEBEIE . . . . . 37

214 BEFARBVETE . . . . 38

2.1.5 Debian BEREEERE . . . . . ... 38

2.1.6 Debian 2 100% BIBEHEREE . . . . . . . . . 42

2.1.7 ERBEBUREBREER . . . . . . . 43

21.8 BEBEIIEMIR . . . . . 44

219 HESEEMEME—EERE . ... ... . 45
2.1.10 YNEIPKIE Debian BREEEL . . . . . . . 45
2111 BEMA—BMIERIBIE . . . . e 46

22 EREBEBEBIBIRIE . . . . 46
2.2.1 aptvs. apt-get/apt-cachevs. aptitude . ... ... ... ... . ... ..., 46
222 BLVBRMEBBMBEEEBEIRIRE . . . . 47

223 aptitude BIBEEBITVER . . . . . . . 47

224 aptitude BOFREEERAS . . . . . e 49

225 aptitude EREEEIIRIR . . . . . . e 49

226 aptitude ERATUEIE . . . . . . . 51

22.7 aptitude IEFRTRIEIV . . . . . . e 51

228 aptitude BUMREERREIR . . . . .. 53

229 ERBEELEEIEES . . . . . . . 53

2.3 aptitude BRYEEDMG . . . . . e 53
231 BHBEEAUEREEEL . . . . . 53

232 BREFRRENCHEHRECIMRIILEIEE ... ... . 53

233 FERERAFERNLIZE . . .. . 53

234 FEEMFEECMEREEEE . . . .. 53

235 HABBENVFEIRERE . . ... 54

236 REBIRRFA . . . . o 54

24 BFEEBEEEIRIRIE . . . . . 57
241 IBSTIRMEMEEEEEIRRIE . . . . . . 57
242 EREBETEMERBEEMER . . . . . 57

243 FEBAERBEEIENFE . . . . . . 57

244 EEEBEEITERN ... 58

25 Debian BREEEAREBEIE . . . . . . . 58
251 REREETTERL . . . . . 58

252 TEE “Release” HEREEBEM . . . . . . . 58

2.53 REEEREH “Release” TEIE . . . . . . . 59




Debian £2&F# vii

2.6

2.7

254 EH/ERERBEEMITER . . . . 60
255 APTHUBRREEARRE . . . . . . . 60
2.5.6 aptitude BUBRBEEIAREE . . . . . . . . 60
257 BEEHMEBEENAMEIZER ... .. 61
2.5.8 Debian BREEBHERTE . . . . . . .. 61
259 dpkg 3B . .. 61
2.5.10 update-alternatives F8 . . . . . .. L 62
2.5.11 dpkg-statoverride S . . . . . . ... 63
2.5.12 dpkg-divert IS . . . . L 63
MBIBIRERVRIE . . . . . 63
26,1 FROMREBEREIZELE . . . 63
262 ERBEEBERMREISEIR . . . . . 63
263 AHEFEMEREBHE . . . . . . . . 64
264 BBEMHEEERIIRBERIEE . . . . . 64
265 (BEBEMERIEEIESIE . . . . . 64
2.6.6 f{EF dpkg #ESL ﬁfﬁ&l}g .......................................... 65
267 MRIEEREEELEIZEEZ R . . . . 65
BRBBEEIRIRIT . . . 66
271 EEEBEEMIRIE? . . . 66
272 BRI APTBUTRESEE . . . . . . . 66
273 BEIFERAREEEE . . . . 66
274 BEHHEEBIE . . . . . . 66
275 HMERERBEEMMEZRIEE . . . . . . . . 67
2.7.6 NMEF apt-pinning FLESTRIEREEIEE. . . . . . . .. 67
2.7.7 {EF apt-pinning FHRIEBIRA . . .. ... 68
2.7.8 PRIEEBMIERBEEIMIREE . . . . . e 70
2,79 f{EATEE unstable BREEEAY testing hRAS . . . . . . ... ... 70
2.7.10 {ER%E experimental BEEEM unstable hRA . .. ... ... .. .. ... ... ... 71
2711 BEPBEAR . . . 72
2712 equivs BREEEL . . . . 72
2.7.13 BIE—EEEEER stable REE . . . . . . .. 73
2714 AR APTBIRIBEIARES . . . . . . 73

2.7.15 BEIRBREBEBEEIBAISIHE . . . . 74




Debian 2ZF viii
3 RV 75
3.1 BENREREHLR . .. e 75
311 BB—PBEER: UEFL. . . . . . . 75

3.1.2  FBIPEER: SIEIIEIER . . . . . . 76

3.1.3 EZB=PEER: MR Debian BREE . . . . . . ... 77

3.1.4 ZAPUPEER: B Debian BREE . . . . . . . . . 77

3.2 Systemd . . ... e e e e e e e e e 78
3.21 Systemd ¥ITAIK . . .. 78

3.2.2 Syatemd login . . . . ... e e e e e e e e 79

33 RDELE . . 79
34 BRI . . . 80
35 BREEIE . .. 80
3.6 HERREIE . . . e 82
3.7 System configuration . . . . . . . . . ... e e e e e e e e e e e e e e e 82
3.7.1 Eff%% .................................................... 82

3.7.2 BRI . e 82

3.7.3 HE;.; FEVIGRIE . . e 82

3.7.4 Cloud system initialization . . . . . . . . . . . . .. e e e e e e 83

3.7.5 Customization example to tweak sshd service . . . . . . . . .. .. L 83

3.8 udev BRER . . . . 83
3.8.1  RDBARFIIAIL . . . 84

4 FRIEFAREES 85
41 =B Unix BB . . 85
42 BIEMRSEFNZRREEEN . . . . . . . 87
43 TFEBEE . e 87
44 FRINZBBRIEERS . . . . 88
45 PAMTINSS . o o 88
451 PAMAINSS FEURIARREREZR . . . . . . . 89
452 BMARMERRRBBTIR . . . . . 89
453  “BEEGNUsu "B wheel 2”7 . . . . . . 90

454 BRISWIBREIRB . . . . 90

46 B 90
46.1 HRBRBEEEEELE . . . . . 91
462 TEShell . . . . 91

463 HBRBEREEINITEFIN . . 91
464 10Ot BREITE . . . . e 91

47 HERITEEUZE] . 92
471 sudo . . ... e e e e e e e e 92
472 PolicyKit . . . . oo 93
473 MREIFEELRFZEIRTE . . . . . 93
474 Linux BRI . . . 93




Debian 2ZF iX
5 HBKBERE 95
5.1 BAMBEEEE . . 95
5.1 FEMEBBRIT . . 95

512 MEAERBIE . . . . . 97

513 EIGEMEERMMILERE . . . . . ... 97

514 HARREEEIE 98

52 IRRMSEBIEII . . . . . e 98
521 BEFRMEREEREIRTE . . ... 98

53 BEEZNEMIBREREE .. ... . . . 99
5.4 The modern network configuration forcloud . . . . . . . . . . . .. . ... ... ... 99
5.4.1 The modern network configuration for cloud withDHCP . . . . . . .. .. ... ... ... ....... 100

5.4.2 The modern network configuration for cloud with staticIP . . . . ... ... ... .. ... ....... 100

5.4.3 The modern network configuration for cloud with Network Manger . . . ... ... ... ........ 100

55 TREBAEEEIAID . . . . . . 100
5.5.1 Iproute2 388 . . L e 100

552 TEBIRBMEIRIE . . . . . 102

5.6 MABRERIEML . . . . . 102
561 IRHEREMTU. . . . . 102

562 WANTCPERIEML . . . . . 103

57 Netfilter A& IBIBIESS . . . . . . . e 103
6 #ERER 105
6.1 B BIEERE . . . . 105
6.1.1 BEGBHERIETE . . . 105

6.1.2 BIBRIBAEM . . . . . 106

6.2 BREFRER . . . . 106
6.2.1 BFEMEFERE . . 106

6.2.2 FRMERERRFEPRSBI . . . . . 107

6.2.3 EBEREEFRFEIREIE . . . . . 107

6.2.4 BREHEEMNIE (MTA) . . . . 108
6.24.1 eximd BYFAED . . . . . . 108

6.2.42 BB SASLBIpostfix SAES . . . . . . . 110

6.2.43 ERFHIHEEREC . . . . . ... 110

6.2.44 BREEMTARRIE . . . . . . 111

6.3 fERSBRHEEFEFITE (SSH) . . . . . e e e 111
6.3.1 SSHEME . . . . 112

6.32 IRIREMEMERBERE . . . . . 113

633 BEEBIRIDEAR . . . . . . . 113

634 RIEBHESSHEFIR . . . . . o o 113




Debian 2ZF X

635 BB sshfXIE . . . . . 114

6.3.6 MORIREMEHEBRME . . . . .. 114
6.3.7 SMTP/POP3 FRERIIREEEE . . . . . . . . .. e 114

6.3.8 JEREIB SSHRABDRIRERLL . . . . . o 114
6.3.9 SSHEFEHES . . . . . . . 115

6.4 FUENARFEFITE . . . . . . 115
6.5 HEMIERRTE . . . . . . . e 115
6.6 HEMIBERZFIR . . . . . e 116
6.7 HRFBEESIED (daemon ) 52EL . . . . . . 116
7 GUI (BERENE ) 24 118
71 GUI (BRERENE) SEIEEE . . . . . 118
7.2 Gm(l%ﬁm%ﬂﬁ) BEIREE . . . . . . 119
73 GUI (BFREBENE) ZBE . . . . . 120
7.4 GUI (B EREN E)Fﬁ ........................................... 120
7S B 120
751 BEEFERL 122

752 FBRUMBARIL . . 123

20 D 124
77 BIRRE . . o o o e e 125
7.8 X BRFBURIEAR . . . . . o 125
7.8.1 X BRFEURAMELR . . . . 125
7.82 X BERFEURIRIFIEAR . . . . . e 126
7.8.3 X BRFEUR chroot AR . . . . . . 126

7.9 BUBNE e 126
8 I18N #1L10N 128
8.1 FEEIRIE . . . ., 128
8.1.1 UTF8EBEERIBIERERIE . . . . . . . . e 128
8.12 RESIRIEBHIEI . . . . . . . . 129

8.1.3 ABBARAE . . . . 129
8.1.4 ZAMMEEINFEIESTE . . . . . 130
8.1.5 BBEIRIEIIEIE . . . e 130

8.2 SBEBEAIN . . . .. 131
8.2.1 Linux IZHEIEM X \MERUEEEAN . . . . . . . 131
8.2.2 Wayland SEEBAI . . . . . . .. 131

823 IBus STEBMIBAGE . . . . . . 131

824 —EBRERIGITF . . . . 131

83 BEREAL . . . . . 132

84 HHMIBIETEEBHEITIIFETT . . . o o o e e 133




Debian 2ZF Xi

9

RIRFRIT 134
9.1 EHIEREIT . . . . 134
9.1.1 EMIRIEEER shell 5EEN . . . . . . . . . 134
9.1.2  screen FETN . . . . e 135
9.1.3 TEBSRREIMIE . . . . . 136
9.1.4 Readline TEE . . . . L L 136
9.1.5 BBHERIAEE . . . . . e 136
9.2 TR VIM . ..o 137
921 HAREEMTER vIM . . ... 137
922 FAIMEBEREEETER vIm . . . . . 137
93 BRIECHIIEBR . . . . e 138
931 HEBEESER (daemon) . . . . . . 138
932 HEEOM . . 138
933 TEEXFEMMIBETR . . . . . . 139
9.3.4 TERBSEFEERRIBETR . . . . . . . 139
9.3.5 shell Fecho BIBEEE . . . . . . . . . . 140
93.6 BEEREEMIIES . . . . e 140
9.3.7 CSRAREBSEMEIEMIEIIRIEENE . . . . . . . .. 140
938 EERXERIERNMIBAZ. . . . . . . . 141
9.3.9 REERAHRBIEZRMUET . . . . . . 141
9.4 EfER. BREIFIREENFEZUIEEN . . . . . . . 141
9.41 FERRRERF . . . . . 141
9.42 HEEMBEIER . . . . . . 143
9.43 PsIBE . . 143
9.4.4 OP IS . . e 143
9.45 FIH#M—EREFFRIER . . . . . 143
9.46 ERHEFEIVEED . . . . . . 143
9.4.7 HAMERRERMEETIRFE . . . . . e 144
9.48 FEABEBMREE—EIES . . . . . . 144
949 (FREREBREE—EIES ... ... . 144
9.4.10 R GUIRKEI—BEIFEZN . . . . . . . o 145
9.4.11 BEBMBREIMIEIN . . . . . . 146
9.412 FIE—EIERF . . . . . 147
9.4.13 BRMEFEBFRETHE . . . . 147
9.4.14 ERHMEFBTHE . . . . . 147
9.4.15 AIt-SysRQEE . . . . . .. 148
95 BRERMEREIRIT . . . . 149
95.1 RETE R 2 . . 149

95.2 BEETBA . 149




Debian £2&F# i

9.6

9.7

9.8

9.53 BEBEREA . . . .. 149
9.5.4 BEREIAMC . . . . . . . 151
9.55 REBFEFIREESEFR . . . . . e 151
9.5.6 ﬂiﬁ%ﬂﬂa ................................................... 151
9.5.7 BEMEERIE . . . . . e 152
9.5.8 E‘ﬁﬁﬁagﬁag ................................................ 152
959 RBABIEEMEEE . . . . . 153
9510 RBHBREMER . . . . 153
9511 RATEMMTEMBE . . . . . e 153
BRHRETEREIT . . 154
9.6.1 FEREZREEAIER . . . . o 154
9.6.2 REREDEIERES . . . . . . . . 154
963 fERUUID ZENSEIRE . . . . . . . e 155
9.6.4 LVM2 . . oottt e e 155
965 MEERMI . . . . . . . 156
9.6.6 RERAMEBIMATEMIBE . . . . . . . 157
9.6.7 BEEMENBIEEBAERZRAE . . . . . . . e 157
9.6.8 B@BAIR (superblock ) BILIERERL . . . . . . ... 157
9.6.9 FEREERIEIL . . . . . 158
9.6.10 ERERBREERIEL . . . . . . . 158
9.6.11 {EF SMART FEBIREREAAPE . . . . . . . . . 158
9.6.12 @@ STMPDIR IBRERGEFFREZEESR . . . . . . . . . 158
9.6.13 BB LVM BRI AESE . . . . . o 159
9.6.14 BBMEH S —ENEERBERITRRBESE . . . . . . 159
9.6.15 i®i@ “mount--bind” HE S —EBEFRIEAEGITARESE .. ... ... 159
9.6.16 Ei@ overlay &) (overlay-mounting ) Z—{EEH#ERIEAREGTBREEZ=™ . ... ... ... ... 159
9.6.17 FEAMEESBATRMBESE . . . . . 159
BRRBRIBR . . . 160
9.7.1 BYEREREBRIRIESR . . . . . 160
9.7.2 BEREBABERE . . 160
9.7.3 BMERREBRIER . . . . 161
9.7.4 GBEEBEREBMBIESR . . . . . 162
9.7.5 BUETHORGREBRRIERR . . . . . . 162
9.7.6 BETISO9660 BRERIEZR . . . . . . . . 163
9.7.7 BEEBEBAEREICD/DVD-RRW . . . . oot e e e e e e e e e e 163
9.7.8 HMEIISO9660 BRERIEZR . . . . . . . . . 164
THERIHIER . . 164
9.8.1 BB TEMBIER . . ... 164
9.8.2 AHMIRIRRIRIEIER . . . . 164




Debian £2&F# i

9.83 BRITUER . . . . . 165
9.8.4 BRHERWEMBEINON . . . . . 165
9.85 IBRERSMSMEIMER . . . . . 165
9.8.6 BEIERME . . o 166
9.8.7 BRI . . . 166
9.8.8 BERREEIRIERE . . . . . . e 166
9.8.9 EMREERE LROKRMERIIEE . .. . ... 167
9.8.10 VRIETEMBREMMARMBIBEIER . . . . . . . . 167
9.8.11 BRI . . . . . . e 167
9.8.12 AREIBMIBETRIERE . . . . . . . 168

9.9 BRNEIRIR . . . . 168
9.9.1 f#H dm-crypt/LUKS IIZBBENMARE . . . . . . . . . 169
9.9.2 {FH dm-crypt/LUKS BMEINZBRORARE . . . . . . . . . 169
900 BZIDN « . 169
9.10.1 FZIDBEL . . . 169
9.10.2 FZIDMETEREZR . . . . . 170
9.10.3 #WEBIMZOFIMERENRAR . . . . . . . 170
9.10.4 #WEMZUERIAES: Debian ZDOEBRERE . .. .. ... ... 171
9.10.5 FEEEERENFNEIEE . . . . . . . . 171
911 BEHMERLE . . . . . e 172
9.11.1 EEMEARREIES TR . . . . . . 172
9.11.2 BEHMEIIER . . . 174
9.11.3 EMEIEBMEERRBIES . . . . . 174
9.11.4 Chroot BREE . . . o o o 175
9.11.5 BRMEERIE . . . o o 176

10 EXNEIE 177
10.1 HE, #BERTFE . . . . 177
1011 FERBAE TR . . . . . 178
10.1.2 BEFEISTE . . . . 179
10.1.3 BRIBREIE . . . . . 179
10.1.4 FBRIEEIE . . . o e 179
10.1.5 BFERBIEEE . . . . 180
10.1.6 BRIBIREE . . . . . 181
10.1.7 BIBEMRETFEEE . . . . . . 182
10.1.8 BERARDZEERMERZRI . . . . . . . 183
10.1.9 B BBV R E . 184
102 BIRFIVRIE . . . . 185

10.2.1 BHFIVRIETERE . . . . e, 185




Debian 2ZF Xiv

1022 BRBIEG . . . . 186
1023 BAB . . . 187
103 BRIEEEIE . . 187
103.1 GnuPG BEBEIR . . . . . . 187
1032 FEEREMBAGIUPG . . . . . 189
1033 ZEMutt FEA GNUPG . . . . . . . 189
103.4 FEvim HFER GOUPG . . . . . . . 190
10.3.5 MDSEERFN . . . . . . 190
103.6 BEEEIIR . . . . . . 190
104 R EHITE . . . 190
10.4.1 REWBIBERELZER . . . . . . e 192
1042 RIARSIERBIEEI . . . . . . 192
1043 BEITXBIE . . . . . . 192
10.5 Git . oo oo e e 192
1051 FAE GItBEFUR . . . o oo 193
1052 EERBI GBS . . o o o 193
1053 GitFIT . . . 194
10.5.4 Git8F . . 194
1055 HEMREBEGIZRLL . . . . . e 196

1 EREk 197
111 XFERERTE ... 197
11.1.1 Ficonv IBLREIBNTFREIR . . . . . 197
11.1.2 Ficonv BERBARRBUTF-SHRES . . . . . . . . 198
11.1.3 fERiconv EIRIER . . . . . . . e 199
1L.1.4 BITRFER . . 199
11.1.5 TABEEIR . . . o o 200
11.1.6 SHEEBERINEENMREESS . . . . . . 200
117 RBEVAESIT . o o e 200
11.1.8 BRI STFER . . 200
11.2 XML BH . 202
1121 XML BIBEARIRR . . . . 202
1122 XML BEIE . . . . o e 203
1123 XML BRHREL. . . . . . e 203
1124 XML BRHRE . . . . . o 204
113 HERR . . o 204
1131 roff HERR . . o o o 204
1132 TeX/LATeX . . o v oo e e e e e e e e e 205

11.3.3 GERBIGUENFEME . . . . 205




Debian 2ZF XV

114

11.5

11.6
11.7

12 4R72
12.1

12.2

12.3

12.4
12.5

11.3.4 BIMFME . . . . 206
ATENRIBTE R . . 206
11.4.1 GRhoOStSCIIPt . . v v o e e e e e e e e e e e e e e e e e e e e e e e e e e e 206
1142 BHME PSTLPDEIER . . . . . . . 206
11.43 BIEAEIRIERBITE . . . . 207
11.44 BACUPSTUEN . . . . . 207
BUMEEREEIR . . . 207
1150 BMEFERERE . . . . e 208
BERTE . .. 208
AEFEEMERERTE . . . .. . 210

211
Shell IS . . . . L 211
12.1.1 POSIXshell FAME . . . . . o 212
1212 Shell 281 . . . . . 212
12.1.3 Shell HFEBED . . . . o o o 213
12.1.4 shell IR . . . . . . .. e 214
1215 Shell BRIBEEEL . . . . . . . 214
12.1.6 shell IBLIIBIBIBIER . . . . . . . . . 215
12.1.7 FARR shell IBLRBMIMERATETN . . . . . . . o 216
BREMEESHIIESEE . . . . 216
1221 BREERBIEMEESTIERAE . . . . . . 217
12.2.2 fEMA shell IESRBHI GUIEETN . . . . . . 217
1223 ERGUI (BIERENE) BREESRNITA ... . .« 218
12.2.4 Perl BIBSRBHIEIT . . . . . . e 218
R B S TR . . . . 219
1231 C oo 219
1232 BRI CTETN (8C) . 219
12.3.3 Flex ——{EEIFAILex . . . . . . o e 220
12.3.4 Bison ——fEIEBIFAI Yacc . . . . . . .. 220
BREIERBOM IR . . . . 222
DR EE . . 222
1251 BARM gdb FRIES . . . . . 222
1252 BREE Debian EREEEL . . . . . . . . 224
1253 BEIEEEME . . . . . 224
1254 BB gdbIBS . . . . 225
1255 BEEBEMRIEM . . . . . 225
1256 BEIREMFAUSRBE TR . . . . . . . 226

12.5.7 BREEEA X MRRARVEEER . . . . . . 226




Debian 2ZF XVi

1258 RRERHRIGEITE . . . . . 226
1259 REH EMBITEN . . . . . 226
126 BREE LR . . . 226
12.6.1 make . . . . e e e e e e e e e e e e 226
12.6.2 Autotools (BEIMETR ) . . . . . e 227
12.6.2.1 #RIEBILEIZI . . . . . 228

12.6.2.2 BRBREHEIEIN . . . 228

12.6.3 MESON . . . . o v ot e e e e e e e e e e e 228
127 Web . o o 228
12.8 RIAR IR . . 229
129 BAEDebian B . . . . . . 229
A [ftek 230
Al Debian EE . . . . . 230
A2 RREEFBEE . . . 230
A3 BREHIIEIRE . . . . 231

A4 STREIETN . . o 232




Debian £2&F# Wi

List of Tables

1.1
1.2
1.3
1.4
1.5
1.6
1.7
1.8
1.9
1.10
1.11
1.12
1.13
1.14
1.15
1.16
1.17
1.18
1.19
1.20
1.21
1.22
1.23
1.24
1.25
1.26
1.27

2.1
2.2

BEMOXAERIZFEETIIR . . . 4
EMBBEBMSUETIR . . . . 4
BEEFIARTIR . . . . . 7

“Is -1" BHMIE—EFETTIR . . . . . 8
chmod(1) B XHEMRIEIFEIEIN . . . . . . 9
umask BERG] . . . 10
BAREREFINNEHAGERENZRATIR . . . . 10
EBNHAGREARBEESTITIATIR . . . . . . . 11
BEREBEEERITUTR . . . . . . 11
BRIERIESTIETITR . . . . 14
MCBREBSBARTE . . . . . 16
MC 8 Enter SBEUEEME . . . . . . . 17
shell FRTNTUTR . . . . o 18
bash FUIREBATIETITR . . . . . . 19
R RIRE R AERATREIRIETIRA Debian . . . . . . . ... 20
BRI VImIRRBIUZR . . . 22
BRI Unix FBLTUR . . . . . 23
EBERIBEMSEEED . . . . 25
locale HEBEBITUTR . . . . . . . e 25
"SHOME” BEEIMETUTR . . . . . . o 26
Shell glob BT, . . . . . . . 27
BEMIBREIEE . . . 28
Shell S REIE . . . . 28
FEE BAUSUEFIEIRAT (file descriptors) . . . . . v v v i e e e 29
BREFIERE FIBUTETETT o o v o v e e e e e e e e e e e e e 31
BIRIET . . . 32
BBIBSH/NEERIESMETIR . . . . . 34
Debian BREERIBEIE T EHIIZR . . . . . . o 37

Debian BEEREINEETUTR . . . . . . 40




Debian 2ZF Xviii

2.3
24
2.5
2.6
2.7
2.8
2.9
2.10
211
2.12
2.13
2.14
2.15
2.16
2.17
2.18
2.19

3.1
3.2
3.3
3.4
3.5
3.6
3.7

4.1
42
43
4.4
45
4.6
4.7
4.8

5.1
5.2
5.3
5.4
5.5

Debian BERETUTR . . . . . . 41
EEFRIERIRRGER . . . . 41
MRISTERMBEEAENEEMEIL . . . . . 45
{FF apt(8), aptitude(8) ¥l apt-get(8)/apt-cache(8) MAmLIERERAEIEIRME ... ... .. 48
aptitude®) FEZEAESDIFBIE . . . . . . . e 48
aptitude BUFREBERAE . . . . . . e 49
aptitude FEFR . . . L L e 50
BEERRREERIRNINEE . . . 50
aptitude IEFRZRIZETN . . . . . . 52
BBBELREIEEEIEIR . . . . 53
BREERRREEIRIRIE . . . . 56
Debian BERETTERIIINT . . . . o o 58
Debian BB R RIBAERE . . . . . . . 61
Debian RSB BBHE—EITETAERIFIT . . . . . . . 61
dpkg BIIHIEERETR . . . . . . 62
FA12 apt-pinning ¥ #TRYESEERY Pin-Priority BFIR, . . . . . .. ... 69
Debian H@EBEMNEANRIBTE . . . . . . . 74
BIEMEIERTUTR . . . . . o o 76
/boot/grub/grub.cfg B EEIBBMBEIRBERE . . . . . 77
Debian REABEITETUTR . . . . . . . 78
BDSERRARBUZR . . 80
BRI journalct LERSHERTITR . . . . . . . 80
HAR) systemct LA RERTUR . . . . . . . 81
systemd FEHEZTEBIRGEOTIR . . . . . e 82
pam_unix(8) M 3EEBAHREIE . . . . . . . . 85

“Vetc/passwd” BITIEHIRIT . . . o o ot e 86
BIEIRSEEIIIES . . . . 87
EREBRBIITE . . . . 88
PAM FINSS RAEFREZRIEREEE . . . . . o 88
PAM FINSS fFERBUAHREAERR . . . . . . . 89
ZEMALTEMRISIBIIR . . . . 91
RBEZENZT2ARNITEIIR . . . 91
MR TE—ER . . . . . 96
MERHBLEEERTUZR . . . . . 98
EM net-tools IELEIIFM iproute2 ISEEMER . . . . ... L L 101
REBAABEIESTIZR . . . o 101
MERERAEMTRIBE . . . . . 102




Debian 2ZF XiX

5.6
5.7

6.1
6.2
6.3
6.4
6.5
6.6
6.7
6.8
6.9
6.10
6.11
6.12
6.13
6.14

7.1
7.2
7.3
7.4
7.5
7.6
7.7
7.8
7.9

8.1

9.1
9.2
9.3
9.4
9.5
9.6
9.7
9.8
9.9
9.10

RIEMTUBMERIESITIE . . . . 103
1 = = 104
MEBIEERETUIR . . . . 105
BMEERERIBTIR (MUA) . . o e 107
BB E@RIEERRNEEEETIR . . . . 108
EEM postfix FMETUR . . . . . . 110
ERENFHBHEABRARVARRERETRTUR . . . . . 110
B MTAIRIETUTR . . 112
FEREHEWMAEBATETIITR . . . . . 112
SSHAREEREZRTUTR . . . . . . o e 113
SSHEFURRREIFIFIUTR . . . . . o 113
HEFELERBESSHEFRMIITR . . . . o 114
BUENBRFEFNTETUZR . . . . o 115
HEMABERARTETIR . . . . . 116
WERERABEFEIRTUTR . . . . 117
BRI RFCTUTR . . . o 117
SEIRIBIIR . . 118
BB GUIZEBERIEEIIR . . . . 120
ERNMGUI (BRERENE ) BATIER . . . . . 121
E RN TrueType # OpenType FRIFUTR . . . . . . . .. 122
ERMNFRBBIMEBEEIEETIR . . . . 123
ERMOERIBAMERERIEETIR . . . 124
ERMBRWIAERISIRIIR . . . . 125
BRI X ERSEMAT . . . 125
BEFTEESEMERBIIERTUR . . . 127
IBus FIERISIZEREEEITUTR . . . . . . 132
SEEREREEEIIERNTIR . . . e 134
screen SBERAETITR . . . . L 136
vimBIRIIREEER . . . 138
REBFEDMERBEIIR . . . . 139
M BEREENEN s -1 GSNESEFBEMERGTF . . . ... 139
BREREBIETEIIR . . . 141
RHEEREMEIBEEIIR . . . . 141
BUSFSHIRETVEBI T ETIR . . . . 142
HREBERIBFETIR . . . . o 142
ps IR ATUTR . . . 143




Debian 2ZF XX

9.11 kil L EANSETIR . . . . . e 147
9.12 BRBISAKGRLIBIUR . . . . 148
913 MERERIBITETUZR . . . . . . . 150
9.14 EEEFAEE T EIUZR . . . . . . . 150
915 BEEREEEL . . . . . . 152
9.16 BARRBBEMREEBIEDTIER . . . . . 152
9.17 BREBIEEIERE RN « . 153
9.18 ARRKZEMMTEMMENTE . . . . . . 154
9.19 FERESERBEIBEREEEL . . . . . . 155
920 REMKBEIBEIITR . . . . 156
9.21 MIBAMEN T EMBIERMIEBEEIIR . . . . . . 164
9.22 ANEIEMIERIEEEMEIEGTUR . . . . e 164
9.23 EMERIMBERTTBRIITERTIR . . . . . e 165
9.24 BFERMEMBEIDTEBEETIR . . . . . . . 165
9.25 BRINBTEIUTR . . . . . . 168
9.26 Debian AAIZIDRZEEELREMEZTEIZEINR . . . . . . . 170
9.27 BEMETETUIZR . . . . 173
101 FEFMBAGETETIR . . . . 178
102 #BEFEISTEIIR . . . 179
10.3 HEFERISS TR BERBERETEENERAMIITR . ... . . 184
10.4 BARUERISSR Fal@IBIARAARTETIR . . . . . 185
105 BRABMIERNEMTIR . . . e 187
106 BREZEEBTEIIR . . . . 188
10.7 GNU BRI LT EEEEIBIESHITUR . . . . . e 188
108 BEBEEIIZR . . . . 188
109 EEREFERPGNUBIAELTIIESTIR. . . . . 189
00RIBREEHIEIIR . . . . 191
10.11git ERABIFIIBSTUIR . . . . e 192
10.12FE BRI GIt BB . o o e e e e e 194
10.3GIt FEIT . . o 195
W0AEERAZEFIRAIEIIR . . . . 196
1.1 XFEREHRTERIIR . . . 197
11.2 #RESEFBGERITUR . . . 198
11.3 REFEEMRITHERIIZR . . . . 199
11.4 bsdmainutils # coreutils BFMAREIR TABRIESYIR . ... ... .. ... ... . ...... 200
11.5 AREBEGSXFERTETIR . . . . . 201

11.6 BRANFEERITEIIR . . . 201




Debian 2ZF XXi

1.7 XML FEEEBRETIIR . . . . . 202
11.8 XML TETUTR . . . . 203
11.9 DSSSL TEFUTR . . . . . 203
1LIOXML BREHRELTETIIZR . . . . . 204
ILIIXML EHFIENTEIIZR . . . . . 204
ILR2HERRTEBITUZR . . . e 204
ILBEMFMERTEIIR . . . 206
11.14Ghostscript PostScript ELREBETUTR . . . . . . 206
ILISEERIENRIE RO TEIIZR . . . . 207
116 EMREGERERNERIEETIR . . . . . 208
IA7EFERTERIIR . . . . . 209
ILISAREREMEMERER T EIIR . . . . . e 210
12.1 A bashism ZBIETUTR . . . . o o e 212
122 shell BBITUTR . . . . . 212
123 shell 2EIBRHTITR . . . . . . . o e 213
124 BEM shell BEUBIRTUR . . . . . . 213
125 ERERARNIEITERIEE . . . . 214
126 FERERRINIEITFERIEE . . . . 214
12.7 BIE AR shell IESMBRVNRIERIERNIEREE . . . . . . . . 216
12.8 EEBMEBEEEEITIR . . . . e 216
12,9 #5E (dialog ) FBINTUTR . . . . . . . e 217
RI04RBMBAEREEEITUTR . . . . . . 219
1211487 Yacc B LALR fRATESAERIESTUTR . . . . . . . o 220
RBERENIBEAITITERTIR . . . . 223
RABBREBEREEIUIR . . . . 223
121480 gdb FESTUTR . . . . o e 225
RASREEIERRBMAITERITIZR . . . . 226
1A6HRZBTRERIZETUR . . . 227
RATEBENEEBITUIR . . . . e 227
RASEEIERIITUTR . . . . . o 227

2ARBIEEIR T EIUTR . . . 229




Abstract

EAZEEEMARER; (RrICATEE Debian BHEFESI B8 (DFSG ) REMEEIRAR GNU BA L HFFAIERN
IEF T ERERT/SUEIEE,



Debian 2ZF XXiii

FF

Debian 2&F M (55 2.109 kR ) (2023-12-18 14:53:01 UTC) STEEETT Debian RAERERH IR LEMIEE,

FENBIZEE: BERE shel (AR, EETERE TIEMR GNU/Linux R EZWNEFNMBEEERME C E5FEA
BRI,

AR, 55
+ Debian GNU/Linux EFIIEE R AL EEIERT
+ Debian GNU/Linux & BB R A &L EEFERT

X3

===
®RE

FBEEREREERENI. MERRNEESEREMEENTE,

Debian RAA S B —EELHNEY)., SERENMHNRAFERI BIEMHE, AR Debian RAAE BN BIEXIRER
BIFZXFER, EERFEEARHER, S5 ABNARTEEZIR,

BEAXIBERFE_2E, AXENEARBEAEHEEFH, XEFENXEEMEHEAXIETNER. ER
Bk, NTRESEEERR.

BH

T2 Debian
Debian 512 2HEAEMEE, IEAIZBERHMNEERRIEEHRBIBIE, Debian FIZEHEE T I4HEL

- AAGEERREE M Debian f18¥3249F0 Debian B HEXFE5| B 758t ( DFSG )
« ERAERR4EEE L EmM S5 R0EREZAVERK : hitps://www.debian.org

- RETERENSREHES

- EIEREEMNLeY, ARSRESRLEM

« BORME testing RIFEERWEE B LETIEARERNRA

- ZIBRKSFEIERE

Debian £ %t FP 89 B FEX 88 2R EGNU, Linux, BSD, X, ISC, Apache, Ghostscript, Common Unix Printing System , Samba,
GNOME, KDE, Mozilla, LibreOffice, Vim, TeX, LaTeX, DocBook, Perl, Python, Tcl, Java, Ruby, PHP, Berkeley DB, MariaDB,
PostgreSQL, SQLite, Exim, Postfix, Mutt, FreeBSD, OpenBSD, Plan 9 LA 5F 2 EINIEII A E HEXREIEH, Debian A% LA
SXEZHENEHNEENE —BERAER,



https://www.debian.org/doc/manuals/debian-reference/
https://zh.wikipedia.org/wiki/GNU
https://zh.wikipedia.org/wiki/Linux
https://www.debian.org/releases/stable/installmanual
https://www.debian.org/releases/testing/installmanual
https://www.debian.org
https://www.debian.org/social_contract
https://www.debian.org
https://zh.wikipedia.org/wiki/GNU
https://zh.wikipedia.org/wiki/Linux
https://zh.wikipedia.org/wiki/Berkeley_Software_Distribution
https://zh.wikipedia.org/zh-tw/X_Window系統
https://zh.wikipedia.org/wiki/Internet_Systems_Consortium
https://zh.wikipedia.org/wiki/Apache軟體基金會
https://zh.wikipedia.org/wiki/Ghostscript
https://zh.wikipedia.org/wiki/Common_Unix_Printing_System
https://zh.wikipedia.org/wiki/Samba_(software)
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/KDE
https://zh.wikipedia.org/zh-tw/Mozilla
https://zh.wikipedia.org/wiki/LibreOffice
https://zh.wikipedia.org/wiki/Vim_(text_editor)
https://zh.wikipedia.org/wiki/TeX
https://zh.wikipedia.org/wiki/LaTeX
https://zh.wikipedia.org/wiki/DocBook
https://zh.wikipedia.org/wiki/Perl
https://zh.wikipedia.org/wiki/Python_(programming_language)
https://zh.wikipedia.org/wiki/Tcl
https://zh.wikipedia.org/zh-tw/Java
https://zh.wikipedia.org/wiki/Ruby_(programming_language)
https://zh.wikipedia.org/wiki/PHP
https://zh.wikipedia.org/wiki/Berkeley_DB
https://zh.wikipedia.org/wiki/MariaDB
https://zh.wikipedia.org/wiki/PostgreSQL
https://zh.wikipedia.org/wiki/Sqlite
https://zh.wikipedia.org/wiki/Exim
https://zh.wikipedia.org/wiki/Postfix_(software)
https://zh.wikipedia.org/zh-tw/Mutt
https://zh.wikipedia.org/wiki/FreeBSD
https://zh.wikipedia.org/wiki/OpenBSD
https://zh.wikipedia.org/wiki/Plan_9_from_Bell_Labs

Debian 2ZF XXiv

BAR A A

51 EJRAY
BIFASUER, BIETIEEREL

- EIRAHEE, MZRSMEIRIER. (Big Picture RAI)

- REFXFREZR, (KISS [FA)

- FEHERT. (EREEEOEE2E)

- EiERERIEERMN TEFEEIE, (EF shell §IF)
- RISEH, (fEH popcon FE, )

TN
Bl BRERFRARRENEERANSHENE,

et A0S

5 A
®a

BEANIE, (EDEANCHBNEEHATEKRRIMIESR, ATMEEREENRES,

RAEE RN TR BRI R,

+ Debian #8if; ( https://www.debian.org ) @B E

« ”/usr/share/doc/package_name” B$% FHINIE

+ Unix J& %889 manpage: “dpkg -L package_name |grep ’/man/man.*/’”
« GNU [E&HY info page: ”dpkg -L package_name |grep '/info/’”
 The bug report: https://bugs.debian.org/package_name

« Debian Wiki ( https://wiki.debian.org/ ) FAFRE (L FN4ETRAVRRE

* The Single UNIX Specification from the Open Group’s The UNIX System Home Page
- RENERSE: H#EBR (hups:/www.wikipedia.org/ )

+ Debian E12 &5

» The HOWTOs from The Linux Documentation Project (TLDP)

£
FRSBIRVEFAIER AN, MBEBERKNEERA"-doc” (FREKRMMEEXHE,



https://popcon.debian.org/
https://www.debian.org
https://bugs.debian.org/
https://wiki.debian.org/
https://unix.org/
https://www.wikipedia.org/
https://www.debian.org/doc/manuals/debian-handbook/
https://tldp.org/

Debian 2ZF XXV

HERRAIE

A3E BN T ER bash(1) shell FELFIFRIBES NREMRE .

# command-in-root-account
$ command-in-user-account

ELE shell RRFITES) T FIERIIRE. B T wT:E1E, AFME shell R FTAMNRIRRBEER"PS1="\s"”
M “ps2=" ', SRERLZENRMRFTERL shell RRFTRETEERE,

FTBETE <& I ENE TEREBESIRIE T "LANG=en_US . UTF8”. 55N FIHA1H placeholder F&: 5L root ERAEF
BN —IRERBEWEENESHEN. ERA T EREH—

iE
Rr$ps1” E"$PS2” IRIBE B bash(l) WHVREEE.

ERZAMEESHITHVIRE, ARFEDRER, W “7E shell FEAIESFHE, WA Enter .7

BRSNS NAEREE —(EREE, RESRRVELEHE, ELIEETERIEMNEAY a” f7the”, E
Pt B &S —EAENIBREFREAERE, ERRENNERSHRNEREAT 0", BEATEREBRFEELERSE
IR, ERMERBERABER TEETERETERNEE, EERAEETERSHANERIASRAR
FEARHAG.

=
BREFRANBLRMNRMRE, REARXFERNNERE,

EXAEERS | AR ENESHE S| SRIBERNITFHFIRETIRL, MK aptitude safe-upgrade”,
EXARESEPS| AR B ARSI X A SR H E 5 [ SRIEERNITFHFI8ETIZR, F& deb-src”,

ESMERERNERRANFMERER (&), AITFRFIEETIRE, ME bash(l), RMISEBISEREH
WA TIESRESE,

$ man 1 bash

manpage E7E}T FHFIREEIEIRPHE/R manpage BEEEi5%, %0 sources. list(5), EREMERBMAUTHLRIE
SEER,

$ man 5 sources.list

info page E 2 HE5|55 2BV T FRERIZEE, W0 info make, BEMERB A THIESRESEMEH,

$ info make

N BiGHES | SRR RINITFE FISEITIZER, %7 /etc/passwd”, EHRFARNE, RJLAEATIMaE<SRIE
BENEH,

$ sensible-pager "/etc/passwd”

Bf 25 H 5| SEIERRIITFHFIEEITIER, W”/etc/apt/”, {REAIAEATIIMIES RABERIFRNINE,
$ mc "/etc/apt/”

HREEBBARITFRFEETIEG, M& vin, RETUBEA TIIMNESRESENE.

$ dpkg -L vim
$ apt-cache show vim
$ aptitude show vim
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—EXIEFT BB X B RRRENME, XHFBiGHE 5 SRIERE R T FIEITIRG , #1907 /usr/share/doc/base
#0” /usr/share/doc/base-passwd/users-and-groups.html”, @B ER URL &R, ¥ https://www.debian.org,
{Re] LAFE A T 135S 2REHE SR,

$ zcat "/usr/share/doc/base-passwd/users-and-groups.txt.gz” | sensible-pager
$ sensible-browser "/usr/share/doc/base-passwd/users-and-groups.html”
$ sensible-browser "https://www.debian.org”

RIGEEGEME S RIFERNITFRFIETRG, LHFE"S” BIK, MESTERM”, {RE]UBEATIESRERSE
KERIE,

$ echo "$TERM”

popcon iR1TE

popconENB R R EZEHitHE BEEMRITE. BRI TEIFEE 2023-12-17 04:43:58 UTC, B8 T 818 194462 A _ &
AIERES BLFN 27 {EERMBRI2ER 231791 R3S,

)ES
IR amd64 NEEM archive B8R84 71141 (@, popcon BB S S ER AT EIRE,

X “V:” BHZERR “votes” B4 popcon BEFTEHNE “1000 * ( EHNEITIE PC EAIERY popeon 1232 ) / ( 42HY popcon
B,

M “I.” BHEERR “TEE” B popcon BEFTEANE “1000 * ( EFIEEAE PC EAEHR popeon 183Z ) / (42K
popcon &3 ),

£

ITEETLE popcon BBAEEBHENEEZMMNEREE, BSERITUEERTTE. HlI, SERTET
EEMRELRAETEERR “/usr/bin” BB, HEMEHMET “noatime” BIARAZRMIERE, BERNARREN
MZERT “8&RE (vote )’ IHEE,

BRI/

BHRTEEREREBHSERNEHEGE. ©EMN “apt-cache show” =% “aptitude show” 3% (BRITE
amd64 ABERHMEEE ) HEN “REXN, HEMWRTHENMMR KiB ( Kibibyte= 7R 1024 Bytes 8] ),

£
BRME—ENBENETRERTERE ‘“TEE BUNER—EERE, c8a8BRNRBRAGRNEENT,
ERRHMNE, EREEETEAENSE—EE,

£
BR/NERERE" (") REBEEREVENEERSTHRRANERER T ERMERAFHREBR/NREN,

#RAXTEHS Bug

BRI MEER, BHRE debian-reference EAFMIEEER, M reportbug(l), @B diff -u” RHAEX
FERIBHIE IEBIRE.
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- REBBNLLEH
« KISS [RE
- NEBERFTENRR
- BIREEM BN
- B IRERENIRREEN
* RTFM ( BHREFMEIEE )
- FERRERT, L LMBHEN
- REFER-MERE, RIERSEE
- NERELITIRRBEOEERGR
- BIEAMGAENES
- FERIERER, RIEMEIAERS
- FERIEBIRAT AV IE I 2 BT AN ZERARA root shell
- RSB —EZENIRENRE (USB BIHER, CD, =)

—LEFERERSIE

{i€ Debian B RRE—LBE5IX, RAETURENTEREHE,

« “iER Unix, BAMREMNMLZERBIEIRECS,  --- Miquel van Smoorenburg <miquels at cistron.nl>

. “Unix 2ERERFN-- CEEEREHLZL TR, " - Tollef Fog Heen <tollef at add.no>

HEBRXE Unix H2” 5|H T —EHBHEE,
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Chapter 1

GNU/Linux (2

B, 2MEE—EEMAK, MEREBB-FIMINE BARNSNEREENYN, BRUEABCHRE. BTER
RIBRIEIBEYE, FEFMRE—LEAEE,,

Debian GNU Linux P ERIEKAERETRBUnMEE R, —BESASTHMEERG, MNBEZ2ET RIS AR Unix
#1 GNU/Linux B948{0 14,

RIEBE T Unix FIXHE, RERZMRIEI GNU/Linux X1, EXRMEREMEMETZHEHANEN.

QD%TIJTEH*E UnixRAPERB—ERIENGESII TR, RAEEKERE TENMXIETHIANE. IFEEEM—
[EEBRERTER,

1.1 ITHISER

1.1.1 shell {2/RF T (prompt)
ENR#E 1%, MRIFEERE GUI (FISIGNOME 57 KDE ), BEMGEEINFTEANT. BRIV EREE
foo, BIEFEARREFARUN TR,

WMBRLHE T —(@ GUI IBIE, BBERINABELAR Cul-Al-F3 EAERFETHEANE RS, BERESER Cul-Al-F2 [E
B GUIIRIE ( E S BR2 R TXE 1.16),

foo login:

EEHETFE, REARKNERER, 190 penguin, A1&1% Enter #, 1 TR (RRIZRS L FBIXIZ Enter §#,

S
1B1& Unix {84, Debian 24 FTHIERASBMEBEXN/NEHEL, FHRERABREH/NEFZEM. F—EFEAS
IRSEE E E LR EEEITAIRE, 2B/ MIEREIRSER root (EFEF adduser(8) A,

REGLUMRIFTE”/etc/motd” FAYERDE N ( Message Of The Day ) KEH1R, EISEER—(EIESIRIRFETT.
Debian GNU/Linux 11 foo tty1l
foo login: penguin

Password:
Linux foo 5.10.0-6-amd64 #1 SMP Debian 5.10.28-1 (2021-04-09) x86_64
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The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

Last login: Thu May 13 08:47:13 JST 2021 on ttyl

foo:~$

IRTE, {RFATE shell T, shell @BHTIRAVFES,

1.1.2 GUI T shell 127RFF

WNR(RAEZL I Debian KIBIER, LRT —f@ GUI RIE, BEGEMEIRAREREBELEANE, BARRERE
BEMZETUE AR ISEEREIRSR, £/ Tab # (PSR ) PTUEERERENZBZERE, o] AERB
BEERME,

ZEAGUI(BFRERENTE ) IRIE TES shel IR7RFF, R ERNEN—E x #RIntEHEEsEFE0, 190 gnome-terminal(l).
rxvt(1) Bf xterm(1), £ GNOME £EIRIE T, {ReIUAILBARHE (Windows ), FiESR/REH A\ terminal” 3R
RRAZ IR,

EEE—LSmALG (4 fluxbox ) FilEl, FIE2EMENMEEEAN, MESEREER, A THRSHELELE
BREE LR,

1.1.3 root IEZE

root IRSELMIBIERBERERIHEERE, FASERE, REEHET TENERSEERE,

« iE. BHMERRZ LBEAXHE, TEEFIRSFER
- RERG LEMXXEHRMMBEENER

- REARS LEMIEREREEN

- RIEEREZBERI(ERS

root IRSEHEB ESE LHEN, HERENESENERA,

==
25

(ERAFIE ML AHZE root ZHE,

£

—EX 4 (BIEEEEEE, W CD-ROM &, EL#f Debian RARAE R —(EXH ) FIREPRETAEE BEIE root
EREREEASFINE, HATSEERT, £ root IREE—ERENTE, EIEENERGEZEZRHGE
ERMEREANMEETTEENRE (2R 1.23),

1.1.4 root shell I RFT
EBEEE—LEARNGEFTLERIEH A root Z15121E15 root 19 shell I2RF T,

- BEFTEAREER root FREAEZWEA,



https://zh.wikipedia.org/wiki/Shell_(computing)
https://zh.wikipedia.org/wiki/Graphical_user_interface
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- EEBERER shell RAFITTEA “su -17,
- EAEREFERERENIRIRERE.
- EEEFEREN shell IBRFIT @A “su”,
- EERFENEAEN—LIRITRE,

1.1.5 GUI R#%EIETH

MR REEEZEERBEETIENE GUI (B ERENE ) NEEMLEETR, (ReUELIRRESE (HI1W0
gnome-terminal(l)., rxvt(1) gk xterm(l)) A root Y shell IR FEITE. 2 B8 1.1.4F080 7.8,

=5

@ KIERNEARREIERE (9] gdm3(1)) BIRRAF FE#IA root R{EA root BRERIE) GUI BER/EFEEE
%E
KIEANEERERERRE NI X Window FETAREEMIETE GUI 127, RRETRES RN X &5,

1.1.6 EREHIE

7EF8:%HY Debian R4, B 6 ERItNIRAVEE VT100FTIEHIIE, PJLABEIETE Linux F44 _E 58] shell, BRIEIREEI GUI
IRIET, BAFTCARRSIE A Alt 8#8F0 F1—F6 z—HREERIZHIERR, BE—EFTiEtEEarBirEs
NIRRT IR E S FERAEIRE, EESFERAEBREREKRD Unix 94514, BES LB,

NRIRER GUI IRIEF, {RRIBAEIR Ctr1-Alt-F3 BRIEFEITIEGIE 3, LFRRIFR L ctrl $#. &£ Alt
M F3 8, REJLART Alt-F2 2 GUI IRIE, E—IREITEERIZHIE 2,

Rt R] AE R AR < TItNIRE 5 —EEEZHIE, FIEItNIREI=HIE 3,
# chvt 3

1.1.7 EEEREGSIIRRETT

EmLTEWA Cctr1-D, BIEIRHE FAR-Ctr1-#F d-$2, BNeJEART shell /&), WIRMRIEERNFITIZHIE, A%
SEEREHRRRT. BEBELEGFT “control D” EATABFE, MRUARFERE shift-i#, Ctrl-D thaJARS
BEAD, &, fREFTAEAN" exit” RH&HSI,

MBARAIF x #EImAREERE (1) 1, (REJCAERIS(ERARE x AAIntRERIRE.,

1.1.8 EXRBEERRL

BRI EMIIRAFR AR —R, Debian ZBBIBIEPIVIRINEIRETXHRMFLARSMHE, AULESRKERE
R R R E E RIAIE, BB ERE PSRRI S AR RAER AT BM, MRREBNERZESIA,
BEFEIEPEEEERARER. (BH, FoEESEMBBEZERRERREDE, )

TEEZSERERIRIAT, PJMERRSIIRAR.

# shutdown -h now

EEERAERNT, rIAERGLIFERRR.

# poweroff -i -f

286 6338,
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119 RE—EERNEHIE

BT LBEMNE (FIE0 “cat TEMUNMK") &, SRS, FAIMESSTEA “reset”, (REJREEEES

R LEBRFWANES., MEEIBEA “clear” RFEMRHE,

1.1.10 EZEFFRIERINREEE

ABEFIREIRIE, FEEHIT Debian WR/NEZEALRN, B
=ERN,

# apt-get update

2l

HEe

# apt-get install mc vim sudo aptitude

A mc 0 vim A apt -get(8), ¥¥2EMS, N

MREFREKLTRTELHEE, BEASEHNREERTE,
RER RITE KV | FREA
mc V:50, 1:213 1542 | XAEBXNE2EREXGETER
sudo V:681, [:837 | 6540 BT EFERER TR root EEFRFITER
. . Unix X &% i BICOERR, —fEfEDVERE
vim V:95, 1:373 3742 (R )
. . o Unix X &4
vim-tiny V:57,1:.974 1730 (*%F.SH&)
emacs-nox V3, 1:16 35109 | GNU IEEHRY Emacs, &h? Lisp HIIBR X A Amis 25
w3m V:15, 1:187 2828 | XAERINE) www SIE 28
gpm V:10, I:12 521 XAIEEIE Unix VR EEE (£8)
Table 1.1: BB A EXIZF IR
FE—LEANXE, tR—EFNEE.,
£ ] ITE X/ | ERER
doc-debian 1:865 187 Debian I8 H X 15, ( Debian & R5E ) MHEXiE
debian-policy I:15 4379 | Debian ZRH NHEREE TS
developers-referepee 2604 | Debian BISEE 3| M ASHFIGEN
debmake-doc I:0 11701 | Debian ZE:E=& FH
debian-history | I.0 4692 Debian IHHESE
debian-faq 1:862 790 Debian & BRRE

Table 1.2: BEREE BB HETIR

fRRI AR FEE S RRELEL,

# apt-get install package_name

1.1.11 ZEBIMEREIRIE

MRMEANERMRECHEERERBIET TEIMREREFE, ReIUERTENSNAE—EREERERSE, Ll

i, BIBE—(EFERERE fish HIERSK,

# adduser fish



http://packages.debian.org/sid/mc
http://qa.debian.org/popcon-graph.php?packages=mc
http://packages.qa.debian.org/m/mc.html
http://packages.debian.org/sid/sudo
http://qa.debian.org/popcon-graph.php?packages=sudo
http://packages.qa.debian.org/s/sudo.html
http://packages.debian.org/sid/vim
http://qa.debian.org/popcon-graph.php?packages=vim
http://packages.qa.debian.org/v/vim.html
http://packages.debian.org/sid/vim-tiny
http://qa.debian.org/popcon-graph.php?packages=vim-tiny
http://packages.qa.debian.org/v/vim-tiny.html
http://packages.debian.org/sid/emacs-nox
http://qa.debian.org/popcon-graph.php?packages=emacs-nox
http://packages.qa.debian.org/e/emacs-nox.html
http://packages.debian.org/sid/w3m
http://qa.debian.org/popcon-graph.php?packages=w3m
http://packages.qa.debian.org/w/w3m.html
http://packages.debian.org/sid/gpm
http://qa.debian.org/popcon-graph.php?packages=gpm
http://packages.qa.debian.org/g/gpm.html
http://packages.debian.org/sid/doc-debian
http://qa.debian.org/popcon-graph.php?packages=doc-debian
http://packages.qa.debian.org/d/doc-debian.html
http://packages.debian.org/sid/debian-policy
http://qa.debian.org/popcon-graph.php?packages=debian-policy
http://packages.qa.debian.org/d/debian-policy.html
http://packages.debian.org/sid/developers-reference
http://qa.debian.org/popcon-graph.php?packages=developers-reference
http://packages.qa.debian.org/d/developers-reference.html
http://packages.debian.org/sid/debmake-doc
http://qa.debian.org/popcon-graph.php?packages=debmake-doc
http://packages.qa.debian.org/d/debmake-doc.html
http://packages.debian.org/sid/debian-history
http://qa.debian.org/popcon-graph.php?packages=debian-history
http://packages.qa.debian.org/d/debian-history.html
http://packages.debian.org/sid/debian-faq
http://qa.debian.org/popcon-graph.php?packages=debian-faq
http://packages.qa.debian.org/d/debian-faq.html
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[B1Z R A e

ERRIZ—ERE fish BUIRIR. EIRRE MR, ReICAMERTENESRREREERERRNENEREER

# deluser --remove-home fish

1.1.12 sudo B

HIRMBMEFERE T, FIUNETESLAEM LARME Debian R4, BEBEMHRL sudo(8) RIERBIEHHE
ERE (FIANERE penguin) RFBAEREZBMIE root ZWEMERSEESER.

# echo ”"penguin ALL=(ALL) ALL” >> /etc/sudoers

7Y, FIERTIESEIEEEERE (FIAFERE penguin) BEFZBEHNIESFEIESER,
# echo ”"penguin ALL=(ALL) NOPASSWD:ALL"” >> /etc/sudoers

BERIHREHFERNEERE TFLPREE—NEREER.

4

==
=]

AZERE ST ASRIENSEEAERY, ISCeEREERENRARSHE.

[

=1

ELREFH, EHAE penguin BRI RIRSEEEF root IRSEZRISE%R S FIIREE,

EEEERT, EEEERRE FIRLEEEE TFNETRASEERMA, KELERMNATITHER
PSR ERETEIR (HIUN4AF IR ), FRIEMPIES TIZEL B EHREES.,

O
O

E

BTHRBEMNREINXEHRHEFIER, MEZERER BEARMIVEARBMARER root #EFR, RE
sudo(8),

FEE R HAN S E AR, sudo(8) PR F—ARZERKE LNHEHEEREBRINEIEERMAHLE root i,
ERUEHIHEZEEEENERETELER, MOIUBRIIZHMAE, S—HHE, FrIERNEERAATER
HIHERR,

1.1.13 Play time

IREIREEERIFER Debian R T, RABFEAISEERAERSKMATEEER,

IERER Debian 24t (EMERTEREER ) EEBEE N SUHERRDILIFSREREH R MEMKIR, B4, TN
RE-LRERICARIA, BRALELEENATNEZEEE 1, MEZEBE Debian T2 F.

BIFIERATEMNA, IE Debian REAEIE—E 48 Unix RAREE,
- B 1.2 EXEE)

- B 13 (&EFAN)

- 81 1.4 EEXABR)

« Efi 1.5 (shell #0)

- 8 1.6 (XAEEAN)



https://www.debian.org/doc/manuals/securing-debian-manual/
https://zh.wikipedia.org/wiki/Unix-like

Debian 2= F 6/232

1.2 ¥ Unix IEXZ4%

£ GNU/Linux FIE 8 Unix{FERAR, XHRAME Bz, MEMNXGMBERHIREN “/" BROEXHHE.
WERRRRMRGELERASR, SBERMNE—RE, A2 CIEREBRE,

BLEXHB AT U EAE S EREP, mount(8) AMIERERE LIEINERARMEREXXMAHE £, Bk
#9, umount(8) IBEEX DB, EERIA Linux #D0LE mount(8) HRLLSE, sTBEXXHREI—IAHER H I
75, HEVUEERARBIABHEN. BN, KRAE. IATHEN, HEEERARSTENHBEEIER A

#£/usr/share/doc/linux-doc-*/Documentation/filesystems/#%Zl,

Unix R4 LB %, FLHMARE LIUMXHAHR, REKES, EEF Unix R L, REMNERENZEMME, F
‘A, BERE—MEIERASR, LEMERAHESEN. EHEEI Windows RiTR—(EEXKEE,

1.2.1 Unix X4ER#
THEE L Unix STEE,

- XHRR BAKNEE, HEEsE, "MYFILE” FI"MyFile” RANEKIXH,
- REBFEREERRRR, BENBE “/", FZIETIR oot FAZEMNREHE “/root” BET.

- BEBHBE—(EEF, ERINESEEFEEMRT /" UMK, REFZERHF. EMNEBFE /7 (BF “#
8" = REERT) LHETERERR.

- BENMASEFHREE —ELREXHR, BHRXHR, NBE, RIEFAL0AEZBNEIREMmEEEEE ix.

E={E#FER R &,

- IEMLBREXXHEL “/7 BiffEre, LTEESEBRRIXEHBZEE—E “/". £—# /" ERIEEBHK, H
fthey “/” ARARIRENTER. ERAEREMAL, NERXHNERE., BEETEESAER. ATHEE
2REXUZIEEBF: “/usr/share/keytables/us.map.gz”’, 7@, AFHIEEMNESE “us.map.gz” &
BEENXHE,

- REFBERSHX, HlI0 “/etc/” M “/usr/”, BEFEHMKIANHESHFBEE, FII0 “/etc/init.d/” F
“/usr/local/”, ZEEEMM “"BEE", FRIME—BEBHXHERBRMMK “/" ERENENEES X (—EX
) MERH—IRIRE, FHEIAFMREEE, MIFREE—EESAEERENAN "KE" #I—EE, &
EEUHRE (“/7): AtFEHEREHK, It H—RREERT —EXHTENEL, HERHNRSHE M
g?gg%ﬁﬁ'ﬂ;%?ﬁ’fﬁﬁﬁio FEZIERLEER “. . /" EAXKB#E, ESEFAEREAREMEURRNGE, N5

cHR—EEERE BRE - ERENBEREBERRBEIEMSED. EARRFRT-11, CP/M,OpenVMS,MS-
DOS,AmigaOS, LA K EXEY Windows, ELRMJEFE—EBREEE T —ERERF, tLwrc:\”, (EEWILL, #
RIFEMEFES R TYERBEREENERRRN—H7. 286 122, )

X

AR UEXGRPEREISNFRERENR, EREERBFEATERME—EREE KRIFERER LS

SHRESHERABEENT T, LN, BRA, RITF MEENSHFT (Y () [ 17 "\ /7 >< |

;L #A Y % 0 S IRMEE-ERSERFNGR, LLBRFMWEERTN ARG, EF T TR ftia]UE

g%ﬁﬂgﬁ%?k%, B ARBEZERRE, LEWER LikeThis”. LEBEEERM Linux FRAESBRANREXHEFR
AZ=18.

£
EfE"root” FIREERRR” BARERE root” N&RR" IRE K (root) . ERZIRIR L T XHEENAE.



https://zh.wikipedia.org/wiki/Unix-like
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=
E:d path MERTES2RENM R, LAIERRESERMEE BERRTCEENSERFTEER L T URAR.

BRIERMBENREFMEREER LA MKMEEIZE (*/usr/share/doc/debian-policy/fhs/fhs-2.3.txt.gz”
M hier (7). fREEZRCIENU T —LAZEEEHBREZNSE.

k3 BixFiE

/ REER

/etc/ R E BRI X F
/var/log/ REEHRE X

/home/ e EFRHENEHEER

Table 1.3: EEH FRAVAIEYIR

1.2.2 EERGEFNEN

R82 UNIX RERYEHE, Debian GNU / Linux B fF R AR LR EURRTTIE, HUERSEMNFETRBL, &
EREMEE), IIIERIEFIRIEFICIHEBRUA—NARNERE “/ dev /7 TH.

BEER. Bif. 888 (—EWERABHLZENATE) 5 Debian GNU/Linux R4 _LRIIRE EEHHE —{E ]
inodeRVE MRS, A T HAERE, AIIBBENERE (A% ), EBRNEHE, RE—XEFIEE, FF5 €
PTERABRRRERERZATPBERRIREI Unix, IRAH Linux 2 O0RASEBERET T ER. RE, BEEEME
S EIFAERITHREFIE AR AEER R B PRI,

EEHYIEEERMASTIENR—NMRIZIFEEERYN, AREAFAFIRERERNESHITZ e NENREETE
BREVIRIF, BEEFNEREERIETITENSR TR ABIBRIEZOIETAT.
AN

INRIRFBEHR A HFIYIEE IR 2 BRI HERA(R, TH280EIT mount(8),

1.2.3 1ERAGKER
8 Unix RIS R A MIERR S E SN = B ENERE,

- BRERENXGERE (u)
- EEXMAFTEAENEMERE (g)
- FPEEBHNERE (o), BEEE “HR" 7 “MEAN"

HISHRES, SEBERERE TIIEIF.

« 75 (r) ERAAEEREXMHNAE.
- AR (w) ERAFAMBEEIXXAFRSE,
« AT (x) BRAFFBEEXMHEM—(EESET.

HRB RS, SEHEERRETIEE,
- 7 (r) ERAFABEEIILBRANASE,



https://zh.wikipedia.org/wiki/File_system
https://zh.wikipedia.org/wiki/Inode
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https://zh.wikipedia.org/wiki/File_system_permissions

Debian 2= F 8/232

- AR (w) ERAFATEERINEMERE s REAISIH,

« AJEIT (x) ERAFABEEFNE IR,

FER, —AEHFNTRITERERENMEAFEERENXMG, BAERMANENE, FIaXNFIERESRE,
Ls(1) ARBERXAFBIRIEREN (B2 ), BETRSEE “- 1 BlE, ERRETEIEFER TIIEH,
- XHERE (F—EFH)

- XEHRFEHER (9 BF T, =EFTEM—ERBERE. A, HtHIEFRT)

- HEREEIN A RIREHEREEY

- XHFIBENERESR

- EEXHFERAER

« UFT (FHl ) BEMIXXERN

« X9 H HAFNRERE (mtime )

- XHHBRF

JT :5BH
EBXHF
Bix
TroRaERE
FILREN
REEES
e =P

EEF

$f

0T ITIO|— Q!

Table 1.4: “1s -1" EHEMNE—EFTIR
chown(1) B2 root IRIRIEAXHBIFTEZE, chgrp(l) BRRXERIFIB A root TRIFIE X AFRBRYZE, chmod(1) B
BRAXERIET B & X root MRIFIE LS FIN 4RV FENERR, 1RE—{E foo XHMIEAFEEWT,

# chown newowner foo

# chgrp newgroup foo

# chmod [ugoa][+-=][rwxXst][,...] foo

fign, RETARBTEE—EBSFERERE foo ATE, LHZFLRMAE bar,

# cd /some/location/
# chown -R foo:bar .
# chmod -R ug+rwX,o=rX .

B = BB ISR RERR AL

« Set_User_ID {if (s 3} S BEAEMI x)
+ Set_Group_ID fiI (s 3} S Bz x)
o MBI (¢ TEREMERENX)

BE “ls -1 HELUMNEHEREN, MRELHHRER 7eI#iT, MEXRRE.

S —ERT AT ERE Set-User-ID A3 R —EEAE Ath B C/Y ID EITEE AT MITXHE (FI40 root ), FE{ARY,
A—{ERTEITSUTERE T Set-Group-ID % SR 5T —{EE A& BASHRYAR 1D iB1 T3, (140 root 4H ), HAFUIELERR
ErgeslieR = RbE, EREMNEFEERIMNER,
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E—EB# LRE “Set-Group-ID” 7§$TRFIE BSD WX AIZSEI, FTEEE HREERAIZM 4SBT ERYAE.

MBR—EBSFRE "W BREZEFRAERTREMEE ZM—EEAEMR, 2 TRE—EESK “/tmp”
ERMBARNRHEHENTBSHNE R TMERATNRS, MEEXRRISIE, ERMEMERRREMTM. TR,
ZIERA UREE B EME B AR eI N EAE MR ZEY —ER R HESR.

ERRLVEFBIXHERDIF,
$ 1s -1 /etc/passwd /etc/shadow /dev/ppp /usr/sbin/exim4

Crw------ T 1 root root 108, @ Oct 16 20:57 /dev/ppp
-rw-r--r-- 1 root root 2761 Aug 30 10:38 /etc/passwd
-rW-r----- 1 root shadow 1695 Aug 30 10:38 /etc/shadow

-rwsr-xr-x 1 root root 973824 Sep 23 20:04 /usr/sbin/exim4
$ ls -1d /tmp /var/tmp /usr/local /var/mail /usr/src
drwxrwxrwt 14 root root 20480 Oct 16 21:25 /tmp

drwxrwsr-x 10 root staff 4096 Sep 29 22:50 /usr/local
drwxr-xr-x 10 root root 4096 Oct 11 00:28 /usr/src
drwxrwsr-x 2 root mail 4096 Oct 15 21:40 /var/mail
drwxrwxrwt 3 root root 4096 Oct 16 21:20 /var/tmp

chmod(1) B » —EHERIUREDMERTAIHE, SERHFHRNER 3 2 4 01/ \EAUH (KB 8) 8.

I ES Bz

B —EERF set user ID (=4), set group ID (=2) F0 sticky bit (=1) ZF[
F_(EHF read (=4), write (=2), ¥ execute (=1) #EfR ZF, user FHE
E=EFF [ E, group

- ENEEFAL [ E, other

Table 1.5: chmod(1) ¥§< X4 ERAIEF IRV

IR RRIEHER SR, MRIFE “1s -V BOBHIELT (2-10), BAN AN (K5 2) RRER
HORFATIE (“7 BALO, “rwx” AL 1), (FERATURRANTENENRE 3 IHFHERITRN) MR,

B FAEF

$ touch foo bar

$ chmod u=rw, go=r foo

$ chmod 644 bar

$ ls -1 foo bar

-rw-r--r-- 1 penguin penguin 0 Oct 16 21:39 bar
-rw-r--r-- 1 penguin penguin 0 Oct 16 21:35 foo

RBR
MRIRFERE shell HELHBREFN “Is -1 BRWEM, RESEHERAES, W test(l), stat(d)
readlink(l), shell RS, 0 “[” =% “test”, "JREHEFAZ,

1.2.4 EHIFEEZRFFEIE: umask

T eI S B A I T EBIE R 2 shell WSS umask RIBREI, 27 dash(1), bash(1), MARE&HL (7).

(file permissions) = (requested file permissions) & ~(umask value)

Debian FEERERFERAEFAAL (UPG), BE —EHERABMLER A FIFEE Z RN —E UPG, UPG MBRFFNE
VENFERERR, SEFERAERERE UPG ME—MRE, BREEFEREHEESHFAANEZE, 1 umask 3REM
0002 EF3FLL T, (EEL Unix 2887, IEFEL@EFERERERE —EI users MARIEEZTERMMEL, EER:E
BRT, EREL2ZEIE umask 3858 0022 E—@FE=E)



https://zh.wikipedia.org/wiki/Berkeley_Software_Distribution
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umask 1B [ERVE I CE EITRE BRI Bi%
0022 rW-r--r-- STWXT -XT-X EfMBEERETS
0002 “rW-rw-r-- S rWXTWXT - X EfBHEE

Table 1.6: umask {E2/5

BR
EIBIE “umask 002" BA ~/.bashrc EER UPG,

1.2.5 —!AFEREEFEIRE (4H)

O

In order to make group permissions to be applied to a particular user, that user needs to be made a member of the group using

”sudo vigr” for /etc/group and ’sudo vigr -s”for/etc/gshadow. You need to login after reboot (or run ki1l
-TERM -1”)1 to enable the new group configuration.

==
[=]

[

Please make sure to save unsaved changes before doing reboot or similar actions.

E
o E, RPJLABE@HE—1T “auth optional pam_group.so” 2| “/etc/pam.d/common-auth” UAK AR
“/etc/security/group.conf”, EEESMHEZAREEESERETE, (2RE 4,)

£ Debian REEH, WEEER S —EER. NRME—EEAERREFRELRELIRMEE, fI30 CD-ROM 1 USB
e, MEEEEEEAENREMANMNE,

—EZRNHARRRENERTEMERFEE root FFAIEFHELSEMERIEE,

4 A FEERFIEEN R

dialout T2 REENFEEIIRIE ("/dev/ttyS[0-3]7)

dip ERRBEFEEIIE, ENIETIEMNESE P &R

cdrom CD-ROM, DVD+/-RW BR&/1Z%

audio ERIE

video AEE

scanner FiEes

adm ARBEREE

staff —ERRYREETLEMNBES: “/usr/local”’, “/home”

Table 1.7: BIIERTFENMIHRFIRHMAIZ BETIR

BR

REEZEBI dialout FESTUEFASMEAE, BREINETEHS, FF, BUR root FHEE
“/etc/ppp/peers/” BREEIEN TEEHBEIERNIGE, MATEBR dip 4, FATLAEBER pppd(8).
pon(1), BAK poff(l) 5 EIBESE IP B4R ELEZE{ERIEL,

RLZE ZMHARRHERTTEMIMERT root FFAERITRENES.

1Use of logout via GUI menu for here may not work well under the modern environment.
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| B[FEES
sudo AFEMRZEHIT sudo
Tpadmin z &H . B, BRRENRME

Table 1.8: ZEBMHAGRREARISTERESHITHVAETIR
HAMRENEREFBENTESIR, 2B Hbase-passwd BIRHH"“/usr/share/doc/base-passwd/users-and-gt

H, ERIRAR “EREMA",
FEREFBERANEREES,28 passwd(5),group(s),shadow(5),newgrp(l),vipw(8),vigr(8), Ak pam_group(8).

1.2.6 BFREEL

GNU/Linux X475 = fE38 R p9ASRE &,

Rl 2% (FLEL Unix ERE)
mtime XEERESE (1s-1)

ctime NXEFTRREIECREFRE (s - lo)
atime X HFEERFIIEE (Is - lu)

Table 1.9: RS E{FERIGIZR

=
ctime N2 A RIZERSRE,

JE S
atime 7£ GNU/Linux 4 LR EBETREFIESE £ Unix EEBFRIREL

- BEEXM, WENEZXXEHFTER mtime, ctime, F[ atime E14,
« NENXAIFMBEENERER, A& XAH ctime 1 atime 1%,
« EESE L/ Unix RGEH, EE—EERAGNEER atime B,

- FE{ERER, HNEER atime BM; £ GNU/Linux R4 L, EEBEEEEBRAMRER “strictatime” 5|8
BEBER T,

« Y18 GNU/Linux RAEMIERZRAFER " relatime” BIBHE, FIREBEER, BB ERBER, BRE
atime B, (€ Linux 2.6.30 BB AYTERR1TH)

* MR GNU/Linux RRRMERRZRER noatime” #E, AE—(EER, FTENEEEIERL atime B4,

ang

RES:)

:
B TEEENERSRPEMRFERAMIEIVGE, FET noatine A'relatine” EMEBARIE, 2
AT strictatine’ B8, AEMBHEREREMEMEEL atime BILSEFRMNERIE B2 atime Bt
1T mbox(5) RLAIMAIEL FIEL, $#1E5EE mount(8),

£ touch(l) IS ENEFERERMSEE,
e, EIERERE (“fr_FR.UTF-8"), ls ;d#tiAMtTH,
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$ LANG=C 1s -1 foo

-rw-rw-r-- 1 penguin penguin 0 Oct 16 21:35 foo
$ LANG=en_US.UTF-8 1s -1 foo

-rw-rw-r-- 1 penguin penguin 0 Oct 16 21:35 foo
$ LANG=fr_FR.UTF-8 1s -1 foo

-rw-rw-r-- 1 penguin penguin 0 oct. 16 21:35 foo

=R
2EH 934 BHER “Is -1" #iltl,

1.2.7 E4E
EMESEE—(EER “foo” E&Z—ERRMNES “bar’,

- BER
- HIRBEREERE

- “1n foo bar”
. FT5EELEEE symlink

- BBRFIEE S —EERMSFRIESR
- *“ln -s foo bar”

2R TEIIRA, rm ESERPELGHIIECERMEIZER,

$ umask 002

$ echo ”"0Original Content” > foo

$ 1ls -1i foo

1449840 -rw-rw-r-- 1 penguin penguin 17 Oct 16 21:42 foo

$ 1ln foo bar # hard link

$ ln -s foo baz # symlink

$ 1ls -1i foo bar baz

1449840 -rw-rw-r-- 2 penguin penguin 17 Oct 16 21:42 bar
1450180 lrwxrwxrwx 1 penguin penguin 3 Oct 16 21:47 baz -> foo
1449840 -rw-rw-r-- 2 penguin penguin 17 Oct 16 21:42 foo

$ rm foo

$ echo ”"New Content” > foo

$ 1ls -1i foo bar baz

1449840 -rw-rw-r-- 1 penguin penguin 17 Oct 16 21:42 bar
1450180 lrwxrwxrwx 1 penguin penguin 3 Oct 16 21:47 baz -> foo
1450183 -rw-rw-r-- 1 penguin penguin 12 Oct 16 21:48 foo

$ cat bar

Original Content

$ cat baz

New Content

BELF R —EERARNE, WHAE—{E inode 58, B 1s() & “-1" EIERER,

FPEREAMARRELRE “rwxrwxrwx” FIERFEGTEE, M EEGIFAR, BROEXFNRTTEREMEDN
TERETE.

( ) ER
BRIFMGEIEEFVIER, SAAEET —ERENSREFSEEZEEREIF R, MREFNEBEES
AJREERERARESRIVERTE,



https://zh.wikipedia.org/wiki/Hard_link
https://zh.wikipedia.org/wiki/Symbolic_link
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=
BEERTREGILEREEEESE, RIHFE—(EFEHREREEE,

“7 BEREARNTHRENB R, EIHEMTEBRMESARK 2KE, .7 BRELIIR B, FRILBRIESE
h&= 0¥ B skeZILmiE M,

INRARAIHE Windows B E Linux, {RERIGER Unix BIIERELBEN Windows RAFIAN “RIEFHR" BRSENE
DERETEY, HREREERARPEIERN, BREFEINEGERRFERERZENER, EEEFSERL, ER
MmREEZEH,

1.2.8 #BEE (FELL)

mREEE—EREE—RNER, MICRBTKETER, S5 —RER, FHit, EWBER FIFO, BILESLL: /R
HEEERCHEEZNRASES —IRmTHR,

MR —(EFmREEETEAERE, BAMBREASREL, BESANSMREETRENGLR, BEBERESH
B2 BEMTMENRL. EENXKNMNARET, ENREFEN, ERRERMEIRTE, & shell RER” 1] 27 5F
BINEE— R, M, —BEERTRE, EMEREFMAIUALER—EESY, EEHE—EFERENT. EER
UNIX B —{EIFE R ENHIRIF.

EATI6F

$ cd; mkfifo mypipe

$ echo "hello” >mypipe & # put into background

[1] 8022

$ ls -1 mypipe

prw-rw-r-- 1 penguin penguin @ Oct 16 21:49 mypipe
$ cat mypipe

hello

[1]+ Done echo "hello” >mypipe
$ 1s mypipe

mypipe

$ rm mypipe

1.2.9 EEF

ERFHEZEARFEMNEARERET, ENETEEARKEAS, THRIMNGREE (FIF0O) TEAFREFZEBE
ELEFEMZEETEMRIR, HNERT, BEEFASEER—BEHT, tAEERR—EREFNTFIER.
EEFEEM (IPC) H—EEiE, ERNKIRFEESRRMARZELEEIARATIHZE, RERNWMER BRRAERKRE
= fl UNIX I§EE=F,

R
Bi@'netstat -an” L AIURAENBRARELI TR T HRLEERET,

1.2.10 &
NENHEERANYIRRETERSE, MER. BE BRE BE ERLGeEN—EfTRE5E, B

“/dev/console” iR,

I EmIEEL,

. FITERE
- BREH—EZFT



https://zh.wikipedia.org/wiki/Named_pipe
https://zh.wikipedia.org/wiki/Inter-process_communication
https://zh.wikipedia.org/wiki/Internet_socket
https://zh.wikipedia.org/wiki/Internet_socket
https://zh.wikipedia.org/wiki/Unix_domain_socket
https://zh.wikipedia.org/wiki/Device_file
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- —EFTER—EFE
- WNsgRg. &0
. IRE81E
- BIBEARMETT-1R, EITEEH
- — &R > —(EFE
— YFEARE...
REJLARBR IR E XM, BERXUrIEE TEMSER, BIRETROELIERMELE, OXFSARIE, ﬁﬁj_l
AEENEMFERSEIRME, thal, RIS XA HENITFHEELE “/dev/1p0”, NEASARBERAIESBIXIEHE
RO “/dev/ttyse”, B2, MRIEBLIRIEER/IDTER, BRITREEEN—IBKKH#, FIUERERID.
E
ERERITEH, FR 1p@).
FRBRIENESEIFTLUBIBEIT 1s(1) 53, WITFATR.
$ 1ls -1 /dev/sda /dev/sr@ /dev/ttyS@ /dev/zero
brw-rw---T 1 root disk 8, 0O Oct 16 20:57 /dev/sda
brw-rw---T+ 1 root cdrom 11, © Oct 16 21:53 /dev/sr0
crw-rw---T 1 root dialout 4, 64 Oct 16 20:57 /dev/ttyS0
crw-rw-rw- 1 root root 1, 5 Oct 16 20:57 /dev/zero
- 7/dev/sda” FIELETER 8, KEREFRZ 0. EFJUME disk BAHANEREER.
- 7/dev/sr0” FERETER 11, REHETRR 0, EFIUM cdrom BAHNEREER.
« 7/dev/ttySe” BIEIRESER 4, RERETER 64, ERFJLAME dailout EHENEREES,
« ”/dev/zero” FIERETRR 1, Ri&EFER 5. CRIUHTEEREES,
IR Linux R4, BE”/dev’ Z THIERZAKSEENH udev() HHEBER,
1.2.11 45RIEREH
BEE 4SRRI
B 1BRIE it
/dev/null sEBX O "XH#%EFT (EOF) ©
/dev/null BA EEE (—EERBEETRM)
/dev/zero B @@“O??ﬁ (E ASCII FRIE=F 0 AN[E] )
/dev/random B REREBEEELEREETF T, REER (ZEE)
/dev/urandom SEEN ?ﬁﬁﬁgﬁﬁﬁﬂﬂﬁ‘; ViERE =L mEREFT
/dev/full BA E{E#EBEm (ENOSPC) Eix

Table 1.10: 3% RIFR B4R

IELERFRIRRIB XA AZE T shell BIREB QB SER (£%E 1.58),
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1.2.12 procfs Fl sysfs
procfsFlsysfsmBEIRIER R, 2 RIEENR"/proc” #17/sys” 2 t, BOFPNEIBEBRELERESME, &S,
BEERERERN, MPRTHR T RANBRIEELRARETHAEZF,

B#x”/proc” BEEIEEETWITERHET —EFBiR, BERMNZAFMIITIEN PID, FREEITIEENNRALE,
9 ps(), PIBAEIE(E R SREBEEEN.

”/proc/sys” ZTHB#R, B8 T TUBERELMETLEMED, (RIETUEREM sysctl() EIHEX,
SEEREFENSE/ AKX 4 /etc/sysctl.conf”, )

EANMEREEFRIRIIX M /proc/kecore” B, BREERRAE, EEXHRMFIUNERTEEANNMEERS, E
WRARRERAZD, ER—EERXH, BRARRTIERE, FMURNBIELERXRI,

?/sys” W FHBHE S TOBHNERERE, EfNEE, UREMzBNERE. ERREEs TRERLERZD
BITRZ BRI E.

2% proc.txt(.g9z)”,”sysfs.txt(.9z)”, AR E AR Linux #2100 324& (”/usr/share/doc/ linux-doc- */Doc
B R linux-doc-* EXEEEIRH,

1.2.13 tmpfs
tmpfs @ —BERISIER R 4R, ENXGERIFEEERTIERET. VES, (NECIEIEE R mpfs BHEF] fEHRTIRE
ERRPRIRIR D E,

RIREENFHARGER, »/run” BERINEE mpfs, ERENE"/” HERERE, SHEFIMEBAN, ERBEEXMGE
HTHBTFREZA, ERGtE T Filesystem Hierarchy Standar2.3 iR R BREY B #R M E :

« ”/var/run” - ”/run”
« ”/var/lock” = ”/run/lock”

« ”/dev/shm” = ”/run/shm”

22 tmpfs. txt(.g9z)”, XENMH Linux #I0OXHE (?/usr/share/doc/linux-doc-*/Documentation/filesyster
Bifz~, BHEEER linux-doc-* 2,

1.3 Midnight Commander (MC)

Midnight Commander (MC) &—1Bl Linux 2R EELIRIRE T GNU R’ ImE 7). EAMFMREMET —EEEX
RRVALIRERRESS, EESNEZERZFERN Unix 152,

{REJBE R BB T EAVIE S RELIEIZES” mc ” #Y Midnight Commander &.

$ sudo apt-get install mc
£/ mc(1) 8L BRERBIEE Debian R4, ERFEIFNBEHA N, FIEAFAZEA Enter #REIE —LREBIINE,

- 7/etc” REFBk
- ” /var/log” REFH%
«” /usr/share/doc ” REFB%

« ” Jusr/sbin” #1” /usr/bin?”



https://zh.wikipedia.org/wiki/Procfs
https://zh.wikipedia.org/wiki/Sysfs
https://zh.wikipedia.org/wiki/Tmpfs#Linux
https://zh.wikipedia.org/wiki/Virtual_memory
https://zh.wikipedia.org/wiki/Page_cache
https://zh.wikipedia.org/wiki/Paging
https://zh.wikipedia.org/wiki/Filesystem_Hierarchy_Standard
https://zh.wikipedia.org/wiki/Midnight_Commander
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1.3.1 BEEMC

A THEERH MC MBEHRENB &L cd MIHEHR, HEZEENR~/.bashrc” 88 —{EH mc BIZHEMNTIESEE,
. /usr/1lib/mc/mc.sh

1R mc(1) (F£7-P7 BIEE) MREE. QIRMFAEEEMIEERTEN, (RAIUHEREESS)

1.3.2 R4E)MC

MC =] BAIERRRRENE 2R,

$ mc

MC E@EEEE T BEMEREREE, ALtMREREETEL0E], RAFER F1 eI AERENNE. FREER
IR INRER A P AER MC,

£
RLALUREEYN gnome - terminal(l), TORESEMIIREMGIEAN B A e T WAL IRTZIEEN, £ gnome-terminal ¥,
AJBAEE” ERIE - @A > RER REREREAELEEE,

MRIFEEFITARIBEIE, BERLREZENS, BE@HIE-a” 5 MC 5L 7IsFT B BIIE Rt X8R,
NREREERR MC RRIBERREIRE, AJA2EER 9.5.6.

1.3.3 MC XHE&EIE

FRRRMME R S EREE S TIERIIR, Z—EAERANEARREGERER” Eill” REDERFERTTEEM, %
FTRE-LLHZHRER, ERIEN gpm(8) MITHIEHER, (Rtie]AEFTESIERBRRESF. (& MC BETE
HlIAIBE_EIRAFRIRFIR — E B IZLE shift &, )

TRIEHE BEEINEE

F1 EEE

F3 RESEEIRTEES

F4 R

F9 A THOEE

F10 1Bt Midnight Commander

Tab EmEREEEE

Insert s, Ctri-T AR ZERRIFiZicia s, aIA

Del MRIER (E2—3RE MC AR EMFRER)
TR BEFEE

Table 1.11: MC REESRLITE

1.3.4 MC iES YIS

- cd IBYEBRFHNEBEPREB %,

« Ctrl-Enter orAlt-Enter #EEREIEST, A cp(l) # mv(1) MIERE S RETERIE,
« Alt-Tab BERIEBEBH2RER.

- BIBHIE MC IS 2HFI AIEEMKBEK; FM, "mc /etc /root”,
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« Esc +n-key - Fn(ie.,,Esc+1 - F1,etc.; ESC+0 - F10)

« $ci% Esc RFIEIRSIR ALt 2—#%; 5130, 8 Esc + c FIERE Alt-C B—HM, Esc #EA meta i, GIHEDLTE
ZE"M-",

1.3.5 MC NZP4REE2S

BENERERE-EEERNBLEAR. # F3 MAREEEREY, BE F3 BEEKBISREER, 2IRATC
BENMRIVIAR, £/ 6 IZEBIMZIERNHT F, S ARERERIEMFZ . F2 #FFER, Flo Bh. 2
B RE A EE AN LIF,

MC ##¥8 33 7] BAEL 2 A R HEIAYIE S 73 TURRED,

$ mc -e filename_to_edit
$ mcedit filename_to_edit

BEAE—ESHERERR, EREEAEMAKKRKEINERINR, EMEREEER, FEMET AlLF <n> Ri]#H
KE ¥ 4% Ui It 35 A3 File — Insert file” 5%%”File - Copy to file” RBENF,
M BN AR EE 28 7] CATR M R R EE 2R B X,

Bk, FSENERIRIZEEE SEDITOR 5k $VISUAL RRTEMRIESIAVER, WMRMERFEMER vim(1) F nano(l)
REFA, MREFEZS TEIIEXIBIIA~/ . bashrc” K mcedit EITIRE,

export EDITOR=mcedit

export VISUAL=mcedit

AR FTRERIREFIEB A vim”,

MRIRER vim() LARIEF, (REIUEREBSRAEPEEER mcedit(1) RETIE,

1.3.6 MC AZRHR1RES

MC B2—EIFEEENRRR, ER—EEXMTFHREXFNF IR, HEEEMAERE/usr/share/doc BixH &3
ER, ERBEXRE Linux BFfMRRAG N, EEEFEER] SR T 58 < HREF —(ER ERERED.

$ mc -v path/to/filename_to_view

$ mcview path/to/filename_to_view

1.3.7 BEIREI MC

EERTWMANE, AEENEAREEERNAET (BREH 94.11), ER MC —BIFEHENAE.

EES) ¥] Enter $EAVE[E
CATEITIEER niTiES
EEXH BlEASIGf s ek

html fE§ BEANSHEIERS

"% tar.gz” #1”* . deb” X PEEANTHERRFER &

Table 1.12: MC H ¥t Enter $RAYZE

DRELRE RN ERERTBEN, TRRMNERTEAWRERTNIT. £A chmod(1) EiEd MC EREEN
EthFIRIARRE,
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1.3.8 MC PR ERIERZA

C BEs0 P RS AREAEIIE R AR FO, "Enter” F1”h” 3REY A Shell ‘R AR 557sh: //[user@]machine[ :options]/|
RIFZZVES A URL, SLEBERGAMER ssh —RGERRIR B 8%,

1.4 #8 Unix T{EIRIEER

A MC ZARS ] BRGIERIEE, EE2ZH shell IR R TNERAESH TEHMRIEEEEN, PJEGREESHTLE
Unix T{FIRiE,

1.41 ZE A shell

EZE A shell BJ AR —LERBHNIREIEER, FEBIVEE A shell (RFE5% bash(1) , MWBRIECERE chsh(l),

MNRIRAEERRERY shell EENRRFT, € GUI (BRZERENE ) LR IRIEEESERERTE; EM ~/ . bashrc RaEf,
tbun:s, EEmME exec /usr/bin/zsh -i -1” ‘E”exec /usr/bln/fish -i -1~

IR ATE K/v | POSIX shell | 3388

bash V:836,1:999 | 7175 | Yes Bash: GNU Bourne Again SHell (38 ERIIEHE)

bash-completion | y.os 1935 | 1454 | n/A bash shell 2Tt EET S

dash V:886,1:996 | 191 Yes Debian Almquist Shell, 8 shell I§ 55

zsh V:40, 1:73 2462 Yes Z shell: BFF S EERIFEE shell

tcsh V:6, 1:21 1355 | No TENEX C Shell: —{& Berkeley csh B9IZ58kR 2

mksh V4, 1:12 1566 | Yes Korn shell BJ—{ERRZ

csh V:1,1:6 339 No OpenBSD C Shell, Berkeley csh BJ—{E[RR 7
0T BREFESHT Stand-alone shell (E RN ERIREIZZE

sash V0, I:5 1157 | Yes #9°/usr /bin/sh”)

ksh Vi1, I:11 61 Yes Korn shell D E 1FFJ AT&T FR7

rc V0, I:1 178 No AT&T Plan 9 rc shell FJ—{E &R

Policy-compliant Ordinary SHell ZREEFERIEE
shell(pdksh T4 EI])

posh V:0, I.0 190 Yes

Table 1.13: shell 27T

=R
BEREE POSIX HEEAGEL, (BfLFITE shell 80F0 glob BRFEAFE L, 1TAFIUARE, METEERMBFIRY
X,

EAHBHR, FEIZURY shell #8235 bash.

1.4.2 ZEH bash

&I EZE R bash(1) 174, ER”~/.bashrc”,
ERXTAEF,

# enable bash-completion
if ! shopt -oq posix; then
if [ -f /usr/share/bash-completion/bash_completion ]; then
. /usr/share/bash-completion/bash_completion



http://packages.debian.org/sid/bash
http://qa.debian.org/popcon-graph.php?packages=bash
http://packages.qa.debian.org/b/bash.html
https://zh.wikipedia.org/zh-tw/Bash
http://packages.debian.org/sid/bash-completion
http://qa.debian.org/popcon-graph.php?packages=bash-completion
http://packages.qa.debian.org/b/bash-completion.html
https://zh.wikipedia.org/zh-tw/Bash
http://packages.debian.org/sid/dash
http://qa.debian.org/popcon-graph.php?packages=dash
http://packages.qa.debian.org/d/dash.html
https://zh.wikipedia.org/wiki/Almquist_shell
http://packages.debian.org/sid/zsh
http://qa.debian.org/popcon-graph.php?packages=zsh
http://packages.qa.debian.org/z/zsh.html
https://zh.wikipedia.org/wiki/Z_shell
http://packages.debian.org/sid/tcsh
http://qa.debian.org/popcon-graph.php?packages=tcsh
http://packages.qa.debian.org/t/tcsh.html
https://zh.wikipedia.org/wiki/Tcsh
https://zh.wikipedia.org/wiki/C_shell
http://packages.debian.org/sid/mksh
http://qa.debian.org/popcon-graph.php?packages=mksh
http://packages.qa.debian.org/m/mksh.html
https://zh.wikipedia.org/wiki/Korn_shell
http://packages.debian.org/sid/csh
http://qa.debian.org/popcon-graph.php?packages=csh
http://packages.qa.debian.org/c/csh.html
https://zh.wikipedia.org/wiki/OpenBSD
https://zh.wikipedia.org/wiki/C_shell
http://packages.debian.org/sid/sash
http://qa.debian.org/popcon-graph.php?packages=sash
http://packages.qa.debian.org/s/sash.html
https://zh.wikipedia.org/wiki/Stand-alone_shell
http://packages.debian.org/sid/ksh
http://qa.debian.org/popcon-graph.php?packages=ksh
http://packages.qa.debian.org/k/ksh.html
https://zh.wikipedia.org/wiki/Korn_shell
http://packages.debian.org/sid/rc
http://qa.debian.org/popcon-graph.php?packages=rc
http://packages.qa.debian.org/r/rc.html
https://zh.wikipedia.org/wiki/Plan_9_from_Bell_Labs
https://zh.wikipedia.org/wiki/Rc
http://packages.debian.org/sid/posh
http://qa.debian.org/popcon-graph.php?packages=posh
http://packages.qa.debian.org/p/posh.html

Debian 2= F

19/232

elif [ -f /etc/bash_completion ]; then
. /etc/bash_completion
fi
fi

# CD upon exiting MC
. /usr/1lib/mc/mc.sh

# set CDPATH to a good one
CDPATH=. :/usr/share/doc:~:~/Desktop:~
export CDPATH

PATH="${PATH+$PATH: }/usr/sbin:/sbin”
# set PATH so it includes user’s private bin if it exists
if [ -d ~/bin ] ; then
PATH="~/bin${PATH+:$PATH}”
fi
export PATH

EDITOR=vim
export EDITOR

PN
P]PAFKEIEfth bash BRI, #EWMEN 9.3.6, £E 9ZN.

VN
bash-completion ¥X§2E1EESH:R bash EITHESHZE.

1.4.3 50Kk

18 UnixiRtR, B—LABRRI BN, FIEE, TER Linux FTEH

MIEREF, HPBLEESFLTENRRE,

PAN
m!/D\

BAFEN Cctr1 ] Alt 9]

RIZHE }8A key binding

Ctrl-u MR EZEFZE TENF T

Ctrl-H fER A E IR — BT

Ctr1l-D 2 IFFN (AR {RTETEH shell, BIIEH shell )
Ctril-C BIF—EEEHRTHER

Ctri-z BREEFEEHIEEREEEF

Ctrl-S FIEERE T

Ctri-Q EREER D

Ctrl-Alt-Del

EX/FRARA, 2R inittab(5)

Left-Alt-key (8t Windows-key)

Emacs F1FE{ UI B95T#E ( meta-key )

Up-arrow FAIA7E bash FRUFESEEER

Ctri-R FHIRTE bash FMIEEFRSREEER

Tab 7 bash 2P EEXHER

Ctri-VTab 7£ bash G2 9F & T Tab MARETHE
Table 1.14: bash By E TR

BR

Ctrl-S RI4IRINBERIBEME stty(1) A,



https://zh.wikipedia.org/wiki/Unix-like
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80

1.4.4 BRIRE
Debian ZA#SHEI N FHIERIRIEES 2 A, JMN—LeFagsA:

- B4/ Unix /BRIRIEAI:

— fEF3 3 {El+%s0 (EE28)
- EFREER
- FEHBERCERRERBE xterm F text EFAFEINL Linux console

- B GUI (B ERENE ) BRERFEL:

- ERIELEE
— {#F PRIMARY FNEI85E
- EAREN GUI EREN&E gnome-terminal

BE [E] &
EELE FERNEFAEESGERRE
BELE (/A FERNUEFAEETENERE
EELRE GARAR) IBE X BB EE (cut/copy/paste)
TEHERPESE Shift-Ins RS RAATERINERE
Ctri-X BN EEEEERBALE
Ctrl-C (E®Rif= Shift-Ctrl-C) BRI EENEEIHERE
Ctri-v B EB T IREI A B ENhF R

Table 1.15: iR SR E M ABRAIR SR IR{FFIZRAL Debian

FRLE, 7E terminal PEZRRNRAXFHER™, £A shift-ctrl-c ZEHR, UBEHRIEEERTHRER

ERNRWBR LWPRRR, RARESTERE, LAIMKEMPERER. 72 RBERARWERT, BFRREZRE
MERMEENREPRERE,

DT Linux FriEhl & PERBIR, MYZERE gpm(8) EERIT,

145 NHENBEE

less(l) <R —EEERMNPEREN (IEXEANTIHIRE ). EREE EE’anv%l%ﬂlﬂ’%%ﬁﬁHﬂi%‘fHﬂ B, A
less MLBRAIHENMREZHITUR “h”, EMINEELE more(l) ML EEE, BEBEIESIBIIFIEINIT eval
$(lesspipe)”sk”eval $(lessfile)” EMINEEEEELEENMAFFMALE"/usr/share/doc/ less/LESSOPEN”,
-R” RIER] U BIRIFWRIF ol HE T AR ANSI BEEREEFT, #H:E2%E less(l),

B
In the Tess command, type "h” to see the help screen, type "/” or "?” to search a string, and type "- i” to the change
case sensitivity.

1.4.6 Y%nﬂ‘]in e

TEfEFE Unix REBIEF, SREENVIm X EmacstI TR, {REZFEEEFTEI—(E.

HRBBENRER Vim 35<SRE —ERERERE, F% Linux/Unix %%%E RRERFI 7 Vi #mEEER. (EFRL&JRYIEY vi
MEERE nvi BETEREXNRER, ERE vin B8MH%7T F1EHEE, ERETAETENINEEEEK, FUIGERE
Vim MAREEHHMN—LTH, )



https://specifications.freedesktop.org/clipboards-spec/clipboards-latest.txt
https://zh.wikipedia.org/wiki/Vim_(text_editor)
https://zh.wikipedia.org/wiki/Emacs
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SRR R R Emacs SEMXEmacs (EAMNGISE, HEEEEFORE, AHEERTREHNBE, Enac B
RS EMMOEE, DEHFEE, BEESE, BEEFHEE, SRRECBNRINESE, CEaImERIENT
(R FFE AR, MEREER, — A EZRHERA Linx FAEREERBNHE Emacs, £+5 @RS
2 Emacs FTAAR AN TR T B285M, EILRZIEMSEER Emacs BEEEEA GNU Emacs 2EFH,

AEREATEELRERATE—ERE, HAvin” 1 F1 B TUURE) Vim, BB (rRIFEE—TaI®EM 35 1T,
RENHFIZERN” | tutor |” WL Ctrl-] FARILAB R4 L2 2,

£

IFRYAREERE, 6 Vim Fl Emacs, RILARRIE UTF-8 REEARERMBHBINNT, BEREMERE GU (BRER
ENE) RIETEA UTF-8 wis, MREERMWIEXNINFE, REERETNEREIN GUI (BRERENE) IR
IRV ARISIE TN, BN S MITEXFrIUERSE X,

1.4.7 RETRRXAHREERS

Debian BFF 2T EMIMRERE, RMEZZE LEREZIN vim FEE,

Debian #BIB#< “/usr/bin/editor” Rt T HRHTBRARIEBIG— 77, ELRERF (HII reportbug(l))
ATAEAE. FATNER TIES R,

$ sudo update-alternatives --config editor

HREF, HEHEGBEA “/usr/bin/vim.basic” K& “/usr/bin/vim.tiny” , BB EXZEFEARE (syntax
highlighting),
N

HZENFEHRIBEEE “SEDITOR” = “$SVISUAL” RREFEHBIMEMmREEE (2 RE 1.3.588 9.4.11), HR
Debian ZAN—HMHEEE, EFI#HIEES “/usr/bin/editor”, (EE¥ L, “SEDITOR” £ “ed”, “$VISUAL”

ZEE “Vi”o )

1.4.8 {FF vim

BIEM vim(1) A2/ nocompatible” ;BIEENIE T, EAZ LEER, 2
HEAvimtutor” BRXRERE vim, FiB—EEEIRMIEERIE,

vim FZ2RENR RV ARRERLE CHTR, £ BA-RI EX-RAT, BANRBREEATETE, BE
ERREBNE EE-R 5T, BENEEAR pIE- RN T M. EHE RN TEA” ", HETr RIUEAZR] Ex-1E

Eﬁo EX_;%%‘%/V‘\O

RBR
Vim #1 Netrw EREEE ] LA —{2EF, Netrw ERFZIEEAMFIARESIESR, FEBK, BA'vin " (—EES
B8 RE:R Netrw, 7£7:help netrw’ FBENEMIX A,

vim EPEEEE, 288 9.2,
2BMEER vim HAESIREN T2 nocompatible” 5, FEi@AER”-N” RIGRKED,



https://zh.wikipedia.org/wiki/Emacs
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5N i 1R=1E
EE thelp|only BER help file
Pt :e filename.ext TR E 2B &= 2R 4mEE T1 lename. ext
E3E W ERREEESREAER
FE3T] 'w filename.ext BAERIAEEE] filename.ext
ep] i IR vim
FEBE] iq! BFENEE vim
EE ronly R EEE D EIRRPRE
ol ddioi i
il .set nocompatible? ;;; vim EEEREM nocompatible
EiE :set nocompatible FRE vim F5E £/ nocompatible 5
FEBE] i EAN BARR
EE R EA BERXER
EE v EAN PRI
3t Y EAN FJRITIER
FEBE] Ctrl-V EN T RIRRELR
FAT TERMINAL-JOB JF ESC-i& EA TEREN
FEBE] iterm EA TERMINAL-JOB &R,
TERMINAL -NORMAL i EA TERMINAL-JOB &%,
TERMINAL-JOB Ctrl-W N (3¢& Cul-\ Cul-N) A TERMINAL -NORMAL 12T\
TERMINAL-JOB Ctrl-W : & TERMINAL'NORMALKEIEEﬂE;;
Ex-18T

1.4.9 :Ci% shell ;EE)

Table 1.16: AR Vim %§E7|FR

shell IE SR BRIREREIE T &R, WrIRRERIREEZBERIE, i3 shell ;R HREIX 4P HBREBFERER

HHWER, SRITERRREIREEEG, SECHEVAFI DM,

N

FARASHY Vim (version>=8.2) BESH K FASR/EMTRUGCER shell ;&EEN, A TERMINAL-JOB-iRX, £REl 1.4.8,

08K shell ;JEBNRIEATSIERTE script(l) TE(T shell,

Ei B+
$ script

Script started, file is typescript

£ script F{ERET shell 3L,
& ctrl-D KB script,
$ vim typescript

286 9.1.1,

1.4.10 EAXK Unix i85

ERFIREBBEARR Unix 352, HER, HENR—MES LA “UNIX", ] UNIX BRFAITTENRRESH SR
HEERIIES, Debian RE AL, MRE-LEESANRGFBIBREFA, FAEED. MR shell PEATH
7, EHENESCHEEARRE, ELFFIEARNEREZISEIRFRNIT,

BN ERIFEERERSRRERTIINES.
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8% Bz

pwd BErREf/ILFEEEFRNERE

whoami BrEnlERER

id BRErERENSEM (B, uid, gid FIEEEZH )
file foo BER “foo” NHERIXXHFFEET

type -p commandname

A~ “commandname” IBESHINXEFIBRAE

which commandname

[EE

type commandname

BER “commandname” IESEIMERAEN

apropos key-word

BN “key-word” BRAFIIES

man -k key-word

L

whatis commandname

B—1TfE%E “commandname” 3%

man -a commandname

BER “commandname” FESHIBETE (Unix IR )

info commandname

BB~ “commandname” IESHE RIMRE (GNU EHIE)

Ts BEREHFAT (AESU. BEMENXEFNER)

Ts -a HRERANT (BEFMEXHER)

s -A BrREFRT (BSLZFmeXEFMESE, KRy “..7 M ".7)
Ts -1la HERBNERAT, FESHFENE:

Ts -lai DR VEHEZEAS, S inode F5¥4 5

Ts -d HEREREHR TGRSR

tree FEARERER REEFEAD

Tsof foo I B RGARERITE SR "fo0”

Tsof -p pid SRR FREREIESR: "pid”

mkdir foo EERIBERPEILFESK “foo”

rmdir foo MEREr1E 8 FHY “foo” HEx

cd foo B[S RIHR FevZE  $SCDPATH” HHY "foo” Hix
cd / IHREIR B 8%

cd BRI EfFEAENRE R

cd /foo B AEHREE “/foo” HIEER

cd .. IR E E—2 H %

cd ~foo IRZIERE “foo” FIZKER

cd - I PATEFIEE:

</etc/motd pager

ERER S BERRIZRER /etc/motd” AR

touch junkfile

By —E=XH “junkfile”

cp foo bar

B —EIREXHE “foo” BEF—EHXXH "bar”

rm junkfile

MBRSXIE “junkfile”

mv foo bar

m—EIREXMH “foo” Ea&hl bar” (“bar” WEANFIE)

mv foo bar

—EBREXHE “foo” BENFIFAIMUE "bar/foo” (WEFHE
ubar” Eﬁi)

mv foo bar/baz

BE)—EREXHE “foo” FFNUELEHRBE “bar/baz” (W
AFE “bar” Bk, BARFEE “bar>/baz” Bi%)

chmod 600 foo

FEMABZIESHEXHF “foo” (LEMBABEERITENX
)

chmod 644 foo

FEMAHREXHE “foo” FIEEARIER (LHMBEARBEE
BITSUT)

chmod 755 foo

EEMAE “foo” FIEMARIR (HEMBAEERITZIHE)

find . -name pattern

fEEM shell “pattern” ERLEHXHFR (RERIE)

locate -d . pattern

fEF shell “pattern” ERMENXHEE (EERR, FERAEH
ERVEIRE )

grep -e "pattern” *.html

TERIEHE A “.htmU” EEMABEXEFR, BXLE
“pattern” BIS{FIFER

top

2ERBETRITEEN, BA "9 BH

ps aux | pager

BN EIEAETRITTIZRVERN (BSD Eig)

ps -ef | pager

B RFTBIEEETHITIERIE N (Unix system-V E#E )

ps aux | grep -e "[e]xim4*”

FERFTBIEEEIT “exim” 1 “exim4” BI1TFE

ps axf | pager

RERPTA LEEETTRI{TIZRVE RN (ASCII ElA% )

kill 1234 EERERNPIESEZE ID B “12347 BITTIE
gzip foo {EH Lempel-Ziv 4&#8 (LZ77 ) 7% “foo” BRAEES “foo.gz”

gunzip foo.gz

;"I% “fOO.gZ" ﬁg@% ufoon

bzip2 foo

{83 Burrows-Wheeter IR HFFF B4R &;%F0 Huffman 4wA515 “foo”

BR4EE “foo . bz2” (BRUEERLE gzip BIF)

bunzip2 foo.bz2

% “foo.bz2” BEEE “foo”

xz foo

fF Lempel-Ziv-Markov 88,1 “foo” BEEE “foo.xz” (B
MESREE bzip2 BIF)




Debian 2= F 241232

=S

Unix B—EI1EH1, LA “.” BEEERISXHSHER. SM—NREES TR EMMEREE BIEN XM,

#HR cdES, 2R bu11t1ns(7)°

EZAM Debian REEMITEE D EHEERIERNE more(l), EEEEOZRE), @i@ES “apt-get install less” &
5 less #EE%E, less(l) EMETERNHNBRERIER, ©aINBB @ #EEEIRE,

"[7F0"] EIERRENps aux | grep -e "[e]xim4*”” {ESH, FILE SR grep HEARTHIREBZR, IE
BREXARI 4 BERTHFIT'A”, EEFILAE grep BEH R exim” hikE"eximd”, B5R"* aJLARRIES
BLREMERARERNP, EREMNESERA—KEN, SRFEFMEBBIERRIZENTULE grep(l).

ERAISR, HERLANESRERBFILRRAR, MRGEEEAERMENERESNEE, FHYBITREFM,
ERTI6F

man man
man bash

man builtins
man grep

man 1ls

&P BH BB P

FMOOESTRERAGHBEUBE, AREMNHMEEGER, LEREEREE,. FEFRNPLFMH. B2, —BIRE
BTE, MEMETCMNNEER,

AR, FFZ Unix $8% (B1E2RE GNU M BSD B9 ) #P]ABEREEMNENEN, ReJAERTINEP—ET
AREBE (BEANFEASE AT ),

$ commandname --help
$ commandname -h

1.5 f4E shell 55

IRTE, (REUNFIER Debian RARELBE—LREBT, BHFIERABM Debian RHEWIFSHITHS, EER, Fl¥
BIFM—ARER, FRENBEZ2R bash(l),

—RRAVFE S B FRVE AR,
1. MBI 2 RIS HE (R)
B
2 (IE)
BiEE (MR >, >>, <, <<EE
5. BEIEEF (E: &&, ||, HITHE ;. &, (,))

N

1.5.1 BIMITHIREEE

— RIS HESTNESRS Unix FESHTTR.
RIGEHATRIRER PAM RN AL, EF-LERFLRAEAENRE.

« PAM ( AR BN BGREIRAE ) R 4RIAEAE, tEUl pam_env #R4H, R]LAIE® /etc/pam. conf”.”/etc/environment”
F17/etc/default/locale” ;R EIRIEEE],

- BEREETEEE (fIE0 gdm3) SJLAEIR”~/ .profile” 45 GUI (BAERENTE ) EEEF R TRIEEE,

- ERABEEENIERVIALEE, STUENREARE"~/ . .profile”, ”~/.bash_profile” #1”~/.bashrc” F:REHNIE
sy
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1.5.2 “$SLANG" #E

FRRRAGESIRIBRE " SLANG” IRIREHAER, EALTRINFHRECEZR”LANG=XX_YY.UTF-8”, & TR GUI
(BRERENE ) PEE, FIM7E GNOME F2, " RE” - " BE&FES” - "5/ B

£
BRIZERTFAZHSLANG” REEERARIRZEY, REEENSENERTAA sLC_*" FRNEH.

“SLANG” EBMTBIGESIRIEEMR 3 8874 “xx_YY.Zz227",

ESRIBE Bz

XX 1SO 639 EB= XS (/N ) BN “en”
YY I1SO 3166 BIZXEE ( K& ) a0 “US”
272727 intE, MEREE "UTF-8”

Table 1.18: S IRIEEM 3 EEE5

locale #E/& RS (=)
en_US.UTE-8 )
en_GB.UTF-8 B ( AATIER)
fr_FR.UTF-8 %es (GEE)
de_DE.UTF-8 =% (B )

it _IT.UTF-8 BAREE (BXFD)
es_ES.UTF-8 PIIcFRE (BRIEET )
ca_ES.UTF-8 INZ&MEE (FEIT )
sv_SE.UTF-8 InBEEE (ImER )
pt_BR.UTF-8 BETE (BA)
ru_RU.UTF-8 &5 (R
zh_CN.UTF-8 Zra (PEARHEANEE )
zh_TW.UTF-8 Em (PEEE
ja_JP.UTF-8 HzE (HAE)
ko_KR.UTF-8 FEa (EEE)
vi_VN.UTF-8 WEEEE (R )

Table 1.19: locale #EERITI R

{53 shell S L FIZIEFIIT FIIEBIES,

$ echo $LANG

en_US.UTF-8

$ date -u

Wed 19 May 2021 03:18:43 PM UTC
$ LANG=fr_FR.UTF-8 date -u

mer. 19 mai 2021 15:19:02 UTC

B, date(l) BRNHITRHER T ARMESRIRE,

- F—(EIES, “SLANG” :REARGKMFERESIEIEE “en_US.UTF-8",
o ET{EIES, “SLANG” :REE;AEER UTF-8locale & “fr_FR.UTF-8",

ASHWESENTRIVZ RS ERRTEH, R EENOF, REATEZRMTHAL,



https://zh.wikipedia.org/wiki/ISO_639
https://zh.wikipedia.org/wiki/ISO_3166-3
https://zh.wikipedia.org/wiki/Codeset
https://zh.wikipedia.org/wiki/Locale
https://zh.wikipedia.org/wiki/Locale
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$ LANG=fr_FR.UTF-8
$ date -u
mer. 19 mai 2021 15:19:24 UTC

RBR
R —{E BUG $HRiSHIBHE, MNREMNIIEREIRIT, E£'LANG=en_US.UTF-8”
THBETET — L&,

=111

EERIBIRIE T HGEITH

HIESRIRAENAET, 288 8.1,

1.5.3 "$PATH” &2

& {R7E Shell BH AIESHIBFE, Shell E7E”SPATH” EHFTE S B IRTIREEITIES, "SPATH” BV EHIE
Shell AY% £ FR1Z,

7EFE:8HY Debian REBIEH, FH{ERNEHRESIRIEN " SPATH” IRIEE BRI REAEI$E”/usr/sbin” ¥1”/usr/sbin”
Hi%, B30, ifconfig I8 TEBIEETRBMIRE”/usr/sbin/ifconfig”, (AU, ip $§SRE”/usr/bin”
HixT)

BJBATE Bash 1§ S H5HEZ"~/ .bash_profile” 8"~/ .bashrc” F & $PATH” IRIEEENVE,

1.5.4 ”"$HOME” £E{

REESHEFEREBFRIPEENTEREEENAR, ARBBARNATRIETCTHHITAHAR, FRAEEHIFES
FA”$HOME” EEURIETE,

”$SHOME” E8I& EXHITIRIR

/ VIBETERNHTHER (BE=TE10 daemon )

/root root (EAEF o] 12 Shell FHITAUFELN
/home/normal_user EEFEHRZEFT TR Shell BIITRUFER
/home/normal_user EEFHE GUI R ERENTHRER
/home/normal_user FA root EFE T el 2R TFE=V"sudo program”
/root Fi root ERE T AT REH{TIZN"sudo -H program”

Table 1.20: "$HOME” EEY(ETIZE

=R
Shell g7~/ BB ANERERENEB &%, tLEMRE"SHOME/”, Shell {&7E"~foo/” & foo KB &%, tLil

&"/home/foo0/",

R $HOME RN AT, 2RE 12.1.5,

1.5.5 IES7IEIR

—LEESHESEH, BLESHN -7 % - -7 MR, BEEZREE, ARERNESHNITAEN,

$ date

Thu 20 May 2021 01:08:08 AM JST
$ date -R

Thu, 20 May 2021 01:08:12 +0900

EEIIES L8 -R” & date(l) 55 HH A RFC2822 1ZEMHEIFE TR,



https://datatracker.ietf.org/doc/rfc2822/
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1.5.6 Shell ERZET

RERERELGHEESHEBBDITMAZTEREBA, HERERS glob, (BRHRWER BAFIT), BAER

imEEAEIIER.

shell glob £z,
*

TLACHHE BN 22 f

L. FEERER ()

*

B, FHsERIE R ()

? —fE=T
[.] BEERRTNEEF AT IUEA—EFT
[a-Z] "a” 27z ZBNEE—EF eI A —EFT
[A.] RTBEEEREFFHNERFT (7 17027 R, EEFEeINU
E&—EFT
Table 1.21: Shell glob &=
N
$ mkdir junk; cd junk; touch 1.txt 2.txt 3.c 4.h .5.txt ..6.txt
$ echo *.txt
1.txt 2.txt
$ echo *
1.txt 2.txt 3.c 4.h
$ echo *.[hc]
3.c 4.h
$ echo .*

o oo o0PolBXE - .B.EXE
$ echo .*[A.]*
.5.txt ..6.txt

$ echo [A1-3]*

4.h

$cd ..; rm -rf junk

28 glob(7),

JE S

£ shel BAMERLEARNAE, EA” -name "&EIEH find (1), H shell 8" * », LEL” . " BAK

18, (¥POSIX R%FHE)

E

BASH ] AR M2/ shopt BIEN

" dotglob ", ” noglob ”,” nocaseglob ",” nullglob ",” extglob ”

ERDHMITR, EA bash (1) SRFMRRA,

1.5.7 (I ESHEEE

BEFESHELECERLRE (28
ER TIAF,

$[1=11]; echo $?
0
$[1=21]; echo $?
1

1 “$?7) FREIEME,



https://zh.wikipedia.org/wiki/POSIX
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5P HE EHAARE HFOEE EEOE(E
success zero, 0 TRUE
error non-zero, -1 FALSE

Table 1.22: IS AR S

E
25, success 2&#§ TRUE, 0 (zero) BIREME, EELEREE, =

i

ol
o
—I_T:I.
{ai
[
ﬁlﬁ
7

1.5.8 BAI|EFIESF] shell EE [

R ZCE T E Shell IHHSEMDIELTIAMERMIESEE.

ESERRAE a5 BH
command & 7EF shell B9 E F#F1T command
command1 | command2 EBEIER command1 PR HFR command2 KR
(MATEIT )
BIBEER commandl IR ER HAIEEE=F& command2 BY
commandl 2>&1 | command2 BEag \ ( LITHT )
commandl ; command2 7T commandl £ command2 fEFIEETT

17T commandl; &I, BIZEFIT command2 EFHET (&
commandl &2 command2 &BR%LN, BIiXEIRLINAIFNE)
7T commandl; BEARLD, EEHIT command2 fEFH (B

commandl && command?2

commandl || command2 commandi 8% command2 F§I, BIiXERINAIFIE)
command > foo 7% command PR EHHEE QXK foo (BE)
command 2> foo 7% command B EEREE QR foo (BE )
command >> foo 7% command FEEER T EE @S HE foo (FIMM)
command 2>> foo 1% command PR EEREE @ EXH foo (FTM)
command > foo 2>&1 7% command FIFREH H AR ERFREE QR foo
command < foo 7% command FEEB AEE @R HF foo

1% command FIfEEM AEE@E] FENGSY, EFEZ]
“delimiter” ( here document )

1% command FIfEEBM AEE@ ] NENGSI, BEEZ
“delimiter” (here document, # <7 FRHENRRETZRZIE)

command << delimiter

command <<- delimiter

Table 1.23: Shell 858 B A%

Debian RAR— B2 TRFE£Z R, BREETRREAEEHE—E shell PIMITZEREN, BETENEIEL K shell
eSS : jobs, fg. bg #1 kill, F5BH:E bash(1) FAYEET: “SIGNALS”, “JOB CONTROL” 1 “builtins(1)”,

ERTEF
$ </etc/motd pager

$ pager </etc/motd
$ pager /etc/motd
$ cat /etc/motd | pager

BE 4 B shell EEEMNFI FEEMTHERNGR, ERE—(EFFEEEHRMET 5N cat HSRETER.
shell SEEHRER exec BB — (B HIRFFRITRAX 4.
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$ echo Hello >foo

$ exec 3<foo 4>bar # open files

$ cat <&3 >&4 # redirect stdin to 3, stdout to 4
$ exec 3<&- 4>&- # close files

$ cat bar

Hello

FEEZ ( Predefined ) BISZEHERTF 0-2,

B ZRER XFERRF
stdin RN 0
stdout EERH 1
stderr R 2

Table 1.24: FHE ZRIXEHIARFT (file descriptors)

1.5.9 ESHIZ

Re] AR AE B RIS E— BRI 2.
ERTI6F

$ alias la='1ls -1la’

WAE, “1la”  “Is -al” WEBEREN, TREEURIIREAIIHABEHXGE.
{RETLAfER alias RIIHEABEAIE (2R bash(l) 949 “SHELL BUILTIN COMMANDS” ),

$ alias

alias la='1s -la’

fREJLAER type REERIESHIEERIRITHIER (2R bash(l) A9 “SHELL BUILTIN COMMANDS” ),
ERTIEF

$ type 1s

1s is hashed (/bin/1s)
$ type la

la is aliased to ls -la
$ type echo

echo is a shell builtin
$ type file

file is /usr/bin/file

Ls ARITHEAIB, M “file” 8K, EIt “1s” 1R5E% “hashed” (KIAMIRR ), BN shell H—EREBAICIRA
RREFEL “1s” FRERRIGIE,

BR
286 9.3.6,

1.6 %8 Unix BIXAERIE

£ Unix WITFRIER, XARERBRERAEEHEMMIMTEXARIET BH#ESTHME, ERH —EEEH Unix AIH

ARETES).
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1.6.1 Unix XATEH
BEE L Unix RAT RS ERIIMEETARETE,

- BEFERERTER:
- cat(l) BEXG#HHSHBINE.
- tac(l) EEX M R [EE T,
- cut(l) BEITH— o iLEmL.,
- head(1) i X {4FHIBEEE,
- tail(l) MEXHHIRE.
- sort(1) XA HRITETHER,
- uniq(1) & EHEFRIXXE P EIRERNTT,
- tr(1) BismibRF T,

diff(1) BXHRITTIEITEILL,

- FERR(ERAERIERIRRN (BRE )

ed(1) 2 —{BRE1T4REE S,

sed(1) B —{Ei i 4mEE 23,

grep(1) ILECim & pattern KIS F,

vim(l) B —E&ER4RIEE,

emacs(l) B —(E&=4wigsE, (HLERI BRE )

- ERBRMEHRTEDN (ERE )

- awk(1) EITREEMNXAEIE,

egrep(1) [LEC;H 2 2 (@ pattern BIXF,

tc1(3tcl) FTLAEITEFMRE BRI AREIE: 28 re_syntax(3), #&LFEE tk3k) —EEMH,

per (1) AIBUEITERMFEFANXAEE, 287 perlre(l),

pcregrep EXEEELHHY pcregrep(l) FIBALESRE Perl A IEFRTEIN (PCRE) HAMINXFE,

python(1) #H re E4ELARIE FETEHIRNHEE, B”/usr/share/doc/python/html/index.html”,

MRGAEEELIESAREMTHE, BEA “man command” REZIEERERIE,

E
HFEMIEFNRAANEBEBURNESEE, IRGEBES—EGSSNERTS, PJUER “LANG=C"
C.UTF-8 EESIRIENREERM UTF-8 :ESIRIE (2R 8.1),

iE
Perl IEFRIZE (perlre(l) ). Perl ®FAFIEAIREI (PCRE) 0 Python #Y re HHARMHMIERRENHE MR
) ERE MHLL 2 TEF S BRNIER,



https://zh.wikipedia.org/wiki/Perl_Compatible_Regular_Expressions
https://zh.wikipedia.org/wiki/Perl
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BRE ERE ERFTENNEAR
N . [ T~ASF N[ TASF BRAPTFT
RVYAYESEYEYRY BRE BEM “\” BRT=T

+2 () {7 | ERE BENAEE “\” BENTFT
c c EeIETF T BIXFFmT) ¢
\c \c pgﬂ—flﬁlﬁ%tﬂ’ﬁﬁ 7, HfE

¢’ ABRTTFTT
MEREEEFrT, BFERTA

A A FEMFBRME

$ $ FEREMERMUE

\< \< BB ME

\> \> B4R E

[abc..] [abc..] LEE “abc...” FHERFET
[Aabc..] [Aabc..] LEFRT “abc...” FHEEFT
r* r* MEEEERSE “r”

r\+ r+ i —EZSE “r”

r\? r? MEEES—E “r”

ri\|r2 rifrz CEE—@ “r1” 3% “r2”
\(ri\|r2\) (ri|r2) %%ggg%l = “r2 7, AAFRREIRR

Table 1.25: BRE # ERE HHIITFITT

1.6.2 FHRFRER

FRBEAHERESSXFRIET AP, ©FI%EM shell WBRFIT, (EFEMEMFIER,
FRBEXNFERELRMER, ERANFEFITHITFIT (metacharacters) #L Y,
TTFTEERFENEKRSENFT. EMEMETEMRIN, BRE fl ERE , ERWMEEURR LAY AT E,

E R emacs RIRAEAR BRE BIE7E %7+ Bd”?” % metacharacters E5{ ERE, Ft, AEZLA\” EIERR
R~ emacs RNPHZPELF T,

grep(l) FJLAMEAERFENREITXAEE,

Em TAGF

$ egrep 'GNU.*LICENSE|Yoyodyne’ /usr/share/common-1licenses/GPL

GNU GENERAL PUBLIC LICENSE

GNU GENERAL PUBLIC LICENSE
Yoyodyne, Inc., hereby disclaims all copyright interest in the program

/AN
28E 9.3.6,

1.6.3 BifRER

HitEBRER, —EFTARKNSE,
1B perl BIRT R, EEMA “s&” Mk “a”, EEMA “sn” Tk “n”,
EHTHMT

$ echo zzzlabc2efg3hij4 | \
sed -e 's/\(1[a-z]*\)[0-9]*\(.*\)$/=&=/"
zzz=labc2efg3hij4=



https://zh.wikipedia.org/wiki/Regular_expression
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BRRED BERRENERIXE
& ERFTELNAEERAE (£ emacs FEA\& )
\n Al n EFERHNERREXNLENAR (" BEF)

Table 1.26: BiaRiEDR

$ echo zzzilabc2efg3hij4 | \

sed -e 's/\(1[a-z]*\)[0-9]1*\(.*\)$/\2===\1/"
zzzefg3hij4===1abc

$ echo zzzilabc2efg3hij4 | \

perl -pe ’'s/(1[a-z]*)[0-9]*(.*)$/$2===%1/"
zzzefg3hij4===1abc

$ echo zzzilabc2efg3hij4 | \

perl -pe ’'s/(1[a-z]*)[0-9]*(.*)$/=%&=/"
zzz=1labc2efg3hij4=

#’—?EJ IRELERERRENMNERN, URELERLENXANFHRERINENFEET B,
SLERRENE— LRI T ] A RBENFN B F,

7E shell L FIUTRIIRFHE “\" SRR —ERITFT (FRAZEFR), LHHEBEHET—1THTE,
B AREFMREEELRES,

r» ﬂﬁ

1.6.4 ERVEANEEMEER

ed(1) I§LPIUATE “file” FAEFAERY “FROM_REGEX” #iapy “TO_TEXT”,

$ ed file <<EOF
, S/FROM_REGEX/TO_TEXT/g
w

q
EOF

sed(1) I8SEIUE “file” HHGFTER “FROM_REGEX” Ei#tpL “TO_TEXT”,
$ sed -i -e ’'s/FROM_REGEX/TO_TEXT/g’ file

vim(1) 8L RILABEIBER ex(1) I8 “file” HigFFER “FROM_REGEX” &ip{ “TO_TEXT”,
$ vim "+%s/FROM_REGEX/TO_TEXT/gc’ '+w’ ’'+q’ file

B
FmEH “c” ZE] ABRE SR BIRSEETE B MER,

ZEER (“filel”, “file2” #0 “file3”) ®JLAMER vim(1) 3¢ per 1(1) BBIERRIEXEITIEINIEIE,

$ vim '+argdo %s/FROM_REGEX/TO_TEXT/ge|update’ ’'+q’ filel file2 file3

"R
FERM “e” ZERA/THHLL “Nomatch” SR HEIEHR,

$ perl -i -p -e "s/FROM_REGEX/TO_TEXT/g;’ filel file2 file3




Debian 2= F 33/232

£ perl(1) BIFH, -1 RES— BB RERNRERE, "-p” ERTEEMBAENESR.

BN
EFA28 “-i.bak” KF “-1", FJUEEREINIG “. bak” BT, HIERNER, SEEHRERPIRELE

E
ed(1) # vim(1) f£F BRE ; per1(1) £/ ERE,

1.6.5 WXFERNREPRINEN

TEE—EXFER “DPL", EEEHE 2004 FLAFT Debian ERAEEEZFNEMAE, LUATIESRE.

Ian Murdock  August 1993
Bruce Perens April 1996
Ian Jackson January 1998
wichert Akkerman January 1999
Ben Collins April 2001

Bdale Garbee April 2002
Martin Michlmayr March 2003

B
28 “Debian %" ESHEHI Debian 4EEEERESE,

Awk S E ARG EERAIFIERTRINER,

ERTIEF

$ awk '"{ print $3 }’ <DPL # month started
August

April

January

January

April

April

March

$ awk ' ($1=="Ian”) { print }’ <DPL # DPL called Ian
Ian Murdock  August 1993

Ian Jackson  January 1998

$ awk ' ($2=="Perens”) { print $3,%$4 }’ <DPL # When Perens started
April 1996

Shell ( f51%0 Bash ) 2 E]LAFR DT EFEIESR,
ER TIF

$ while read first last month year; do
echo $month
done <DPL
. same output as the first Awk example

WEIES read A “$IFS” (IBBIEAIRR ) RHIFITRAFITH IR S BB,
INRIRAG “SIFS” a&%A “:7, {REIUARIFHEGER shell RDHT “/etc/passwd”,



https://www.debian.org/doc/manuals/project-history/
https://www.debian.org/doc/manuals/project-history/leaders
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$ oldIFS="$IFS” # save old value

$ IFS=":’

$ while read user password uid gid rest_of_1line; do

if [ "$user” = "bozo” ]; then

echo "$user’s ID is $uid”
fi
done < /etc/passwd
bozo’s ID is 1000

$ IFS="$01dIFS” # restore old value

(SIREFA Awk HEIHEEINE, EA “Fs=':"" REEFHRBFIT. )
IFS thif shell AR DBV SHIER. BLBRNENBEAEHNER. EFTHIRELS|SRNES|SKH. 1FS MFRRE

7 =&, tab FIHITFTT,

fRaz [BfEF shell BY IFS #%15, & shell IG5 BRI — 2N WREAHECHBMARE, SHE-LEFENE,

$ IFS=":,"

$ echo IFS=$IFS, IFS="$IFS"”
IFS= , IFS=:,

$ date -R

Sat, 23 Aug 2003 08:30:15 +0200
$ echo $(date -R)

Sat 23 Aug 2003 08 30 36 +0200
$ unset IFS

$ echo $(date -R)

Sat, 23 Aug 2003 08:30:50 +0200

1.6.6 RAREERESHNREES

# use ”:” and ”,” as IFS
# echo is a Bash builtin

# just a command output

# sub shell --> input to main shell

# reset IFS to the default

15

THHESHBEREEN—E85, JMM—EEHBNES.

BB (E—1TA8A)

HLIWR

find /usr -print

BE”/usr” THIFEESR

seq 1 100

BB/~ 1 E 100

| xargs -n 1 command

xargs -n 1 echo

EREERRNE—IRFASH, EEHITES

CREERARE, AEEERMNE, 5RAS5]

xargs echo

EREEBRMMEIIEHA T

grep -e regex_pattern

REEBIBR, BEE regex_pattern B9, REXEHRK

grep -v -e regex_pattern

EBREERR, ~NEBEE regex_pattern 951, REVEHK

cut -d: -f3 -

awk "{ print $3 }’

EREERAR, F”:” PRIAE=1TIRIER (passwd FERZF, )

CAZRERNE = {TRIER

awk -F’\t’ ’{ print $3 }’

col -bx

expand -

FEFT tab FBFREIAVEE = 1TIRENE K

Il‘:\iE aiE, AE tab B2/

IER tab SEAZIRE

A MPREES]

tr 'A-Z2" "a-z'’

BANFEHERAIEFE

|
|
|
|
|
|
|
|
I
| sort| unig
|
|
|
I
|
|
|
|

tr -d '\n’ 192 SERA— (BRIRITFT)
tr -d '\r’ HFRIRTT CR FT

sed "s/N/# /7 EEITEEIN—Er# &F

sed "s/\.ext//g’ R . ext”

sed -n -e 2p N |

head -n 2 - RE/NE< B0 E MY

tail -n 2 - HrREMY

Table 1.27: EBIRLH/NFERIELIBIIR
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%E find(1) # xargs(1), E1T shell I8 MEEEMES EER LIBBER, "IUMITHEEMNETE. 2RE 1015
BN 9.4.9.

Z{EF shell EEMRN S AERRHE, FEER—E shell WA (2RE 12.1).
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Chapter 2

Debian EXFE 1 EIE

E

E—ERERMVEERNNIES: bookworm,

EAXMHER APT RN ENREFEHEMEA IR R, B E/etc/apt/sources. list” & .
"/etc/apt/sources.list.d/*.list” #8353, /etc/apt/sources. list.d/*.source” {ERHE I T
EE,

2.1 Debian BXEEEEIEIRFIRE

2.1.1 Debian X2 E&IE

Debian & —EEFEEAS, ©EY —MWEREENTERmE _EUF T RERER P ZEEM.
FHSIRIHMKRUNIRMH T HTTP 1 FTP Y75 =X R 7B Debian 83 E, tBe]A{FEA CD-ROM/DVD ,
B &l Debian HNEIEEEIRR AR SIEEIEE TR (APT), THEAFERMEELER,

Debian SXEEEEIRER %, EFEREER, JLRERBEMERETER SREN EMHNRESEAGKT, BE, 5
71141 {E R AL amd64 ZREEHVEREEEL,

Debian BB ERARBEENESE, FASAIHEENMREAEEANRIRERAN. BE, BRMAEETIINE
lJ:—lflo
- apt(8) AIRFTBMEENGLIRE, E3RBENRER. BRMRAT4R,

 apt-get(8) FRIIESIERIFN Debian EXREZBEIE R, T apt Ae]BEBM{EA—EESEEIE (BERNRE
#J Debian R %% ),

- aptitude(8) ERA—EEEBIANNFNEREECTRNRESTIESTAHIEIZE,

2.1.2 HEERARC
TR Debian 2 4L E BN —LLER,

* Debian EERREEEMFENREK., ROFES, KESHALRRRCE R T HEMEENILRE,
- BEZREEHATEECHNARIESHE, SERFEERENE debconf(7) REBNEEEVIMLLEBIZ,
* Debian FREE B BIFEERECIE SN, BNEMER —ETEMFRIZER,



https://www.debian.org
https://www.debian.org/mirror/
http://deb.debian.org/debian/
https://www.debian.org/CD/
https://en.wikipedia.org/wiki/APT_(software)
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EREEE AT NI L:

dpkg V:915,1:999 | 6447 | FAKY Debian FIRIBRIECEIER A (EREXN)

apt V:872,1:999 | 4311 FEHAGSIEIEFREEEIRY APT Rilm:
apt/apt-get/apt-cache

aptitude V:49,1:264 | 4268 | ERAEFEEFIEEENEIEFEEEHY APT Biin: aptitude(d)

tasksel V36, 1:980 | 347 BRZTERZEMEIFEN APT siim: tasksel(8)

unattended-upg rad%$194 1301 | 301

V:152,1:260 | 3032

FiR APT RUIEEEREEE, EENLTREZEEN
GNOME EREEF /L (BFZ1ERT APT Bijim)

gnhome-software

synaptic V46,1372 | 7627 | BICCHEEEEIE THE (GTK #J APT il )
= o=, _
apt-utils V:377,1:998 | 1062 APT ER#EL\: apt-extracttemplates(l).

apt-ftparchive(1) #l apt-sortpkgs(1)
NRECERERREETR

apt-listchanges V:351,1:869 | 398

apt- listbugs V:6, 1.9 477 FEEX APT ZEFISEHEER bug
apt-file V:17,1:69 89 APT REREETE—ESIINE
apt-rdepends V:0, I'5 39 BT EREE B AKER

Table 2.1: Debian $3EBIEIE T HYIFER

« ZRREEEUEAREE TRNSIINE. EAEERNZXETERANLEER AR,
- MRMRFEHET —LEERLRBHRTE, FEEEED R,
- SANEEFUBHAREESFIMA. ErEEHARAREENBERARTENENERTE.

2.1.3 EAXWFEEIE
B
REREIMMESEATRENER, TrASITRREaN—XYE, SEEGRERENRASEME, 7l

90 ABI #wiE3s. ERAMEERHEES,

Debian RAEIE S P FEZRIFERETLRLEH stable kA, HEIR+5 T/ Debian R&RHI, (RIEEE
&~ FURITERAHE .

- £ RBEFRPARERS testing 5% unstable,
« £ [RGB AN EEAZEER Debian FESEAHE EIF Debian AI4ESE, 140 Ubuntu,
« REY “/etc/apt/preferences”,
- NERSERN2TTE, ITMEBRERERNEREEEETANFERITA,.
« R"EfER “dpkg -i random_package” TE(ERIEEER,
- BAMEA “dpkg --force-all -i random_package” THEAEEIEREES,
- REMIFREIER “/var/lib/dpkg/” FEIESR,
- AERRFRRBEETENEANBERRIER,
- MNRFEMEE, HEMKEE “/usr/local” % “/opt” H,

¥f Debian EXEERIEE A, EE LENTENEE, SERIEETRE, TREEMFNAREEER,
S EEMRITEMFEREIEREN Debian RRRREIRE, BAEREIINITENIENE.



http://packages.debian.org/sid/dpkg
http://qa.debian.org/popcon-graph.php?packages=dpkg
http://packages.qa.debian.org/d/dpkg.html
http://packages.debian.org/sid/apt
http://qa.debian.org/popcon-graph.php?packages=apt
http://packages.qa.debian.org/a/apt.html
http://packages.debian.org/sid/aptitude
http://qa.debian.org/popcon-graph.php?packages=aptitude
http://packages.qa.debian.org/a/aptitude.html
http://packages.debian.org/sid/tasksel
http://qa.debian.org/popcon-graph.php?packages=tasksel
http://packages.qa.debian.org/t/tasksel.html
http://packages.debian.org/sid/unattended-upgrades
http://qa.debian.org/popcon-graph.php?packages=unattended-upgrades
http://packages.qa.debian.org/u/unattended-upgrades.html
http://packages.debian.org/sid/gnome-software
http://qa.debian.org/popcon-graph.php?packages=gnome-software
http://packages.qa.debian.org/g/gnome-software.html
http://packages.debian.org/sid/synaptic
http://qa.debian.org/popcon-graph.php?packages=synaptic
http://packages.qa.debian.org/s/synaptic.html
http://packages.debian.org/sid/apt-utils
http://qa.debian.org/popcon-graph.php?packages=apt-utils
http://packages.qa.debian.org/a/apt-utils.html
http://packages.debian.org/sid/apt-listchanges
http://qa.debian.org/popcon-graph.php?packages=apt-listchanges
http://packages.qa.debian.org/a/apt-listchanges.html
http://packages.debian.org/sid/apt-listbugs
http://qa.debian.org/popcon-graph.php?packages=apt-listbugs
http://packages.qa.debian.org/a/apt-listbugs.html
http://packages.debian.org/sid/apt-file
http://qa.debian.org/popcon-graph.php?packages=apt-file
http://packages.qa.debian.org/a/apt-file.html
http://packages.debian.org/sid/apt-rdepends
http://qa.debian.org/popcon-graph.php?packages=apt-rdepends
http://packages.qa.debian.org/a/apt-rdepends.html
https://zh.wikipedia.org/wiki/應用二進位接口
https://zh.wikipedia.org/wiki/Library_(computing)
https://zh.wikipedia.org/wiki/Newbie
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« RBEERENRG M ERMFEENREEETERIBAG, MAZEN Debian ZREMEEER (BSLEEH ).

- (RMEAZRGEEEREHINAKE TR,
— Debian R RARIEE LI HEAREBAEE,

2.1.4 IFEHMWIESE

JEF=
@ HIMRWEERREE, ERERATELTLEITH stable Eff, HNERETEREENEE PC LRERK
AN,

BERELMET TEE, BNEBANGFNEZSEESFETUMITEH testing =k unstable hi,

EEFERTEMABTEE—EA, EhRIFILRFEARIHNERREFRE, I :EMEE Debian BFIBLEEH 57,

EEYREE BCERNSERE,

- {F/ testing kR, B L, EEEHENRENEHN, B Debian FEEREN QA BEZEHEREIE, LE0: Debian 5B
A, R LEFEAREEE M EEREH, 7F testing RPMEERKE IS ELHIEERIZHSIHFIANIFLE,

- EFEYIREERE testing RABBMFEIEBREHNR (7 bookworm-fE&-stable WRAVFE L IBHEARS, & trixie”

- KEBEERAEH—ER%, EFEEMBCTMETHRRE, AFHEH RIGEENESEEBREFIMmAIE,
FRIEMEEH, Debian EREFIFZEE AT RBRTFIIENRIE,

£ unstable lRZAHER, unstable IR¥IFAESE RENEESE, EHEZBNREERAMS, EREMRRE
EAREMRERIIEGD, RS Debian RAHY unstable IREXZSHAFHREERIESEE, EEFLREEM
&2, LREMPH—BrRRERERE,

ERE-LEATEMBERESR, WREERIEHHE Debian EFXFEERT bug FAIE,

« BiBA% Debian Z4EHY stable EMFRREIZ—EDEIE, rIUERMRESETERED

- RUFLRE CD EIRAR HIEE

« EELEK apt-listbugs , ERJBAEFARZBIHRE Debian Bug IRHER4E (BTS ) KIEE
- HEREE R RMERINES E5RIMR AR R AFRERE

==
@ =

NRREEMESLEFRR B AVEM —(E, ABIRPIEEERMIFER testing 7 unstable hREVEES,

2.1.5 Debian {EEEM

BR
Debian #£XEEHAHENEHRZ R Debian BEXH, 5 2 E——Debian 1EEE,

FEHRMRARERENAEREE Debian {ER[E,

HRAGREAE, 2EFH APT ZR4RE5R Debian 1E5E,

APT 2R EEENENRIFIEAIRIIR, T sources. list(5) BmEER,
HHME AR HTTP 5R989 bookworm 4%, EITHRAMIRIIRIT :



https://zh.wikipedia.org/wiki/Bodhi
https://zh.wikipedia.org/wiki/Naraka
https://zh.wikipedia.org/wiki/Karma
https://zh.wikipedia.org/wiki/Nirvana
https://ci.debian.net/
https://ci.debian.net/
https://wiki.debian.org/SourceOnlyUpload
https://wiki.debian.org/Teams/ReleaseTeam/TransitionTracker
https://www.debian.org/Bugs/
https://www.debian.org/doc/debian-policy/ch-archive
http://deb.debian.org/debian/
http://deb.debian.org/debian/
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deb http://deb.debian.org/debian/ bookworm main non-free-firmware contrib non-free
deb-src http://deb.debian.org/debian/ bookworm main non-free-firmware contrib non-free

deb http://security.debian.org/debian-security bookworm-security main non-free-firmware <«
contrib non-free
deb-src http://security.debian.org/debian-security bookworm-security main non-free-firmware <
contrib non-free

STENR, BENER deb822 HIARETIRMT :

Types: deb deb-src

URIs: http://deb.debian.org/debian/

Suites: bookworm

Components: main non-free-firmware contrib non-free

Types: deb deb-src

URIs: http://security.debian.org/debian-security/
Suites: bookworm-security

Components: main non-free-firmware contrib non-free

[RIATERIRA IR T,

- BITHER
ERNEBIERA"/etc/apt/sources. list” {#EF”/etc/apt/sources. list.d/*. list” {EREM@.
- B—1TEET APT RAHNEH KR,
- “deb” MIBMTER T ZEMIFIFRFEEL,
- “deb-src” MBMTER T RIATSERFEEL,
- BE—{A2 %R Debian {EREMR URL,
- BTESIBRBITHRERE, ATUEREGRINR.
- B=EMZEMNZER Debian EERENERIEREHE B,

. Deb822 #&z

- EMERIERE"/etc/apt/sources. list.d/*.source” t&E#E,
- HEEIEHNEESZITIR, R T APT RANERKIE,
- "Types:” BERiE&YIFREA, BN”deb” #1”deb-src”,
— "URIs:” E#iEF Debian #8328 URI FUMRtHE,
- ”Suites:” BRIERE T BITREMEIIR, BWrILNEREHRIE.
— ”Components:” EEIE S Debian IEREFERIEREREIIR,
MRIAZHA aptitude, ERGFERBIEEBENITER, “deb-src” EFRFJULTSERE, SErTUAMNEERETE
BEVE R,
The URL can be ”https://”,”http://”,>ftp://”,”file://”, ---.
“# HEEITERE, WA,

B8, HIERRERNKSE “bookworm” ”trixie” REKBEMH R “stable” K testing”, Ui HE T —{E stable
hRASFE HBFH IR S,

R

MBELRAWE FH, FAT “sid” E “bookworm” , BBERIXRTEANRLTLEHMN “deb:
http://security.debian.org/ ..” E{THEH deb822 EEBRNBEMAZTE T, AEBHARN
“sid” (unstable) ML L EHERE,
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B

stable (bookworm) release FRZ~

testing (trixie) release RRZ~

unstable (sid) release fRZ&

experimental pre-release fRA& ( A&, @
FRMAEE )
stable-proposed-updates | AR F—fEFEERR (bookworm) EERRA (/]
(bookworm-proposed-updatesiias ) FBHIIEFT (]iE )
stable-updates(bookworm-u p@t%ﬁﬁ’iﬁéﬁggl&;ﬁgégmmﬁﬁﬁ
FREERR (bookworm ) FIEFFIEER
TERIEREE R (°)E )

HIRIEERR (bookworm) BEMZEEFH

EfFa (K5R)
stable (bookworm)
testing (trixie)
unstable (sid)

E%E URL

http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/

http://deb.debian.org/debian/ experimental

http://deb.debian.org/debian/

http://deb.debian.org/debian/

stable-backports
(bookworm-backports)
stable-security

http://deb.debian.org/debian/

http://security.debian.org/debian-

security/ (bookworm-security) (EE8)
http://security.debian.org/debian- | testing-security AR REENEZEEH (EERER
security/ (trixie-security) 2EXRIFEMSZIE )

Table 2.2: Debian &3 EiLELFIR

£ bookworm ¥iti#8, TEREEERFTERR Debian {EREILEH URL FIEAZHAKITIR,

O

R

Only pure stable release with security updates provides the best stability. Running mostly stable release
mixed with some packages from testing or unstable release is riskier than running pure unstable
release for library version mismatch etc. If you really need the latest version of some programs under
stable release, please use packages from stable-updates and backports (see #i 2.7.4) services. These
services must be used with extra care.

=1

£'deb” 1TH, fRRFEFIH stable, testing & unstable EHHEI—(EBIR], WNER{R7E"deb” {TH
BB T stable, testing # unstable Ef, APT BXMNHITEES S BT AR EEFNERERS
B, RBEE /etc/apt/preferences” t{ER¥EHPEBIEME R, BEENINIRAZREEEN., (EHRE
2.7.7)

O

N
HHMEH stable E4H Debian R4S, T BRIRFPESHEE “http://security.debian.org/” HRAE
ERENER, EEMATEEMR,

E
Debian Z2 BB BET stable HEENZLRE, BLTARTHBIETRN, testing IERERIHNE,
R—E & Debian BHELEMISE, MP—LRE, BETAAY stable BRESEPERE, LTEES
Z/SEIEIEA unstable BAEEIEE] testing, unstable EEBIHG, XS EMEEEY, CREEN
unstable BEEEEREINAEITNRR, EATHAT LRARFNEZLEE. B Debian EHERZSHNE,
552 5 Debian T2 %R ,

LFREBBEMEER amd64 2HEHY, main EIFRH Debian B4 (2 RE 2.1.6),
EBIEIRAVBIEE IR IIE 3 E URL, 5L URL 7£ dists B pool 2R & MHERY, Debian tE5ERESIHBIHEIRY

HIThRP] AR EASCIRRIEE. BITHREFS AT HREMREFNEZTE, EFNNASRIRBERENT.,



http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://security.debian.org/debian-security/
http://security.debian.org/debian-security/
http://security.debian.org/debian-security/
http://security.debian.org/debian-security/
https://wiki.debian.org/StableUpdates
https://backports.debian.org
https://lists.debian.org/debian-testing-security-announce/2008/12/msg00019.html
https://lists.debian.org/debian-testing-security-announce/2010/01/msg00000.html
https://www.debian.org/security/faq
https://www.debian.org/doc/manuals/developers-reference/resources.html#codenames
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=15 REEH=E ii’}iﬁ%’e'lﬁ#’f%% ~

main 69790 Ji{nm_l]zitzzn EHRIIES|[ESET (DFSG ), 1t HARKEERR
A"TFE Debian EHERFEIEE 5 (DFSG ), [FRIRALEE
EHRNnEEZHRIINEEE

contrib 361 B Debian EHEREES[E 55T (DFSG ), BB non-free
AETE Debian EHEFSIEE S & (DFSG ), HARE

non-free-firmware 39

non-free 951 .
non-free-firmware
Table 2.3: Debian 8818713
T suite = stable suite = testing suite = unstable
£ bookworm 2E#E codename = bookworm codename = trixie codename = sid
£ trixie EfHiE codename = trixie codename = forky codename = sid

Table 2.4: EHF{CIRAIRA(R

RSERIESE 2 R Debian FAQ: 6.2.1 Which other codenames have been used in the past?

TEEXBRAEAY Debian FER#T3E, “EB%) section” B —FISTEIRIEAEIH R D EEIEELER. (BER, EEEH ("main
section”) 1E — 5 BEFE A RIEIA Debian IEREH, BA" main EE” WE, )

Debian f3%% (DD ) #X L{EEEEEE] unstable {E3RE (8@ incoming BEIE ), #BMBREMR LEMEEEEEHN
B unstable EREFHRMAEEHEE,

903 DD MEBITIREZNEARFHEEFEEY, EEE ST Debian FEEBMHIIRFETLS,

7E Debian 18 RELFEIESIBASEERR unstable ERERENT testing IERER], EREHERSIENERERS
B (410 X ) FEREEEAI RC bug IEMIREE, EERBFREMAILAFIRZIE testing IEREHRMNEES., EE
BIEES testing EREIEFIEREA,

BiE B B R E SRR R AR %EE’JLE, WEIT—LFENTE, £ testing BRETL X, Bk, A&,
ASER testing IEREMENIERWHILLAIN stable 1FRE, HAMIY testing ERERITFHAVIZNIEEME,
#89 testing %2@%%)]8’9?9%%1]%?*3‘5% stable EREBEHNARTEHEE.

unstable # testing #&ZREEF 0] SE Z B H A T 4% 1E E Z B AVERRFAY/VELFE,
- IBIRMNEEEHE LERERE (2R unstable )

- EEEINRESZIERE (2R unstable)

- IERERREFESRRE (testing M unstable )

- FEITFIEIERE, FINBIREERE (BRI testing ) &,

FEt, SRIFREERSLAERE, (REZEES

E1E D RIS LA BB/ VEFE,

EE

R stable IRAEBHEBNLER, ASHEAFEREEZERFELLEHN stable 12XRE, BNE(
@& #EMA unstable 3¢ testing 1ERE, TEE@ERF, unstable fl testing EREARBEEKXRS
A, RfEMA unstable ERENRARRERBIRIFNIIFIREN, REATEEZROTEENKEF
HITHE, testing IEREAKER, AATCEESBMEBELELXIEN stable EREMERBIIANE ( Debian
testing E2£ /85 2008-12 ), —EBRZLEMEFEE, WMRIRFLEILAEE, unstable tERENEFA] AER,

B
IRt testing ERERT, H—ECRRMINRIEESEMNEEBEE TR unstable EREFHERMNEEER (B
1818 bug ) KRR,



https://www.debian.org/vote/2022/vote_003
https://www.debian.org/vote/2022/vote_003
https://www.debian.org/doc/manuals/debian-faq/ftparchives#oldcodenames
https://incoming.debian.org/
https://lists.debian.org/debian-devel/
https://lists.debian.org/debian-testing-security-announce/2008/12/msg00019.html
https://lists.debian.org/debian-testing-security-announce/2008/12/msg00019.html
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BRBHESS R Debian REXH,
.« 85

- BSEIEF

ERRH

. BEEHTEE”

2.1.6 Debian £ 100% B R #rge
Debian & 100% FIBE HEEE, HA:

* Debian FERR ALK EHEE, EEETHEAENBR.
* Debian £ main R RIZHE B HREREE,
* Debian Z:% R#ITHRE main BIEHIREE,

BABMENIMNRESERSEETE.

+ “Debian #§3R4% 2 100% FIE HEXEE”, ( Debian #HE£224RMIE—1%)

« Debian {@fREE FBE—LE non-free-firmware. non-free #l contrib EX8&EI,
AATIREA, EXARFE,

+ Debian R4 EE 100% BB H, i HEREFEEAIFL Debian {8 fREEAI main EiF,
» Debian &%t 2 SMIERRE B (IHR Debian (G AREEHY non-free, non-free-firmware 1 contrib [&i,

7£ Debian #E#Z249HV58 4 fRFN56 5 IR ¥NSEIT 7 BRFERVARRE

- BfIRELEEERRFINERE KB HEKE

- BAIBEAANERE REAREHBENZEREE, HfSELEEMANTE. RFIRESEFERIEPRE
BFINEREMREFTE, HFIRRETE Debian R4 EERIEEHEE, RFAILASERDRIFEREI D
RBNERERNER, AR A, HLERMANEENSHET, HISEE Debian LR EFRKENIBEEM.
ATEMELEE, HFBREHESH. SEEM. 100% BHWERE, MAKINEF =] 7SS EER
RTERRR,

« MLEAERAFERMIE RERERE

- B8, FEERMANEAEEZEFEANRES Debian BHEIEIEESHER. BAAELER, ERMAE
EEFBE T7non-free”, "non-free-firmware” ¥”contrib” Bi%, TEELHFETHERER, LARABR
Debian ZABEETIECHWECE R T LATE Debian TR, FHFISEBLERIEHEESL B R THOEENTTE, M
FIE IR T RT AEX PR TIELEIE, FI., BEIEBHEIENIE Debian KA —E5, FMNZEERMD
A, TERMAIEEHKEBRERET ARER GEUNFHMRMERN R G A K EHFFR), Debian B HIENTTUE
1RE038, #FEEAR Debian RAM—ER5, ER2— @IS, BESEE Debian AN EEIE LIS MEIE L,

pES
£ B FifY Debian #18¥3249 ( Debian Social Contract) 1.2 lRZANEE 5 RN ER X FH L EM X FEBEMAE,
EARCRE Debian HEZNBERAST T, EENFHREBEEAERE NG TERE CRIF X



https://www.debian.org/doc/debian-policy/
https://www.debian.org/doc/debian-policy/ch-archive#s-subsections
https://www.debian.org/doc/debian-policy/ch-archive#s-priorities
https://www.debian.org/doc/debian-policy/ch-binary#s3.7
https://www.debian.org/doc/debian-policy/ch-binary#s3.8
https://www.debian.org/social_contract
https://www.debian.org/social_contract
https://www.debian.org/social_contract
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(EFE EZEfE(ER non-free . non-free-firmware #l contrib PHEEEMEEENEMK:
- FRENMNREEEAEER

+ 557 Debian HEIEEEMTIE (EEEFHIEEEEFERIANS, Debian FEEEITREMIE, )
 JF#AR 100% EHAY Debian R 4%

Debian B HERFE5| 87581 % Debian 5837 7 B HERFZIR®E, Debian HEEE B FRVERIEM T REZRVMEIE, B8 XXM, #)
B8, BERMERER, BfE1F Debian 198 HIRIBIFEIEE IR,

HAIE non-free. non-free-firmware #l contrib BEEEEE T FHE BB RS ZEEEE

+ fEGNU Free Documentation License F BN 48, SR E8E05, LEd GCC F Make 89, (KB E#E 0] LATE
non-free/doc %)

- BEEERREN ZEMTIERE)EERE %'FJ. BIGNEEER 9.10.5 FHYEA non-free-firmware 3 HEVEREER, (2
Bt non-free-firmware/kernel 2%

o)
- BEFMFREEE, HEHEERMN/SNBERGET TR,
&, non-free,non-free-firmware ¥ contrib EXFEERIENZ L H main EREERLAY 2%, AEFEART non-free,

non-free-firmware # contrib WA ZRMEIEEHIRIE, FF aptitude®) NEFEEBXNHEIUEHES
pye] RMEFTE2ES], AIMBRRAE TR REEEIIWEER, RERNAKFFEHE.

2.1.7 HEBMKEEREE

Debian #1818 EZHIE SR PR BRI E SHEIREH-BW TEUFRERSES, TEE—LE
FNEEEE.

- “fkga”

- EHEKEE, FIEEERYHNREEH VAR HIRALE
- FEfRER”

— ¥B{UAA% Depends, BHIHAERIEEI M ERABITTHREE,

- EERT—(E8, ETREHNKENEG, ASHERETTEREEE, RIESEIHNMEOPEERE
- R

- BENOKE, EEREANAZ BERETETRREFINKEENES, E25CNETNEEENNE,
-

- BERE—EREENBEREE, FEIE,

+ R

- RO BRI TS LR, — RN AR T RS RIEE,
- R

- ERETEENTES, AT RESEREEUEBRAEI LIRSS,
L ER

- EREAEEERRENEREERAINKR OSSR,
>R



https://www.debian.org/social_contract#guidelines
https://www.debian.org
https://zh.wikipedia.org/wiki/GNU_Free_Documentation_License
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- REBE(ERIEE BIRAATTIRIEREE B PR B AUIERFNINEE,

£
IR, FEIE “Provides”, “Conflicts” # “Replaces” EED—EERNRIEE R —(ERENREEK, SRR T
EEM—(ERERERTE —ERHZER BN EIEREE

BEFRIBISKRBERIE S EEAIR the Policy Manual: Chapter 7 - Declaring relationships between packages,

2.1.8 BEEMEMHR
B APT RIEMNHREC EENEHESHRBE.
« B% (“apt update”, “aptitude update” 3% “apt-get update”):

1. RBRIREREESERETEN
2. BEE APT (FRMNAMTE R
. ﬂﬂ&( apt upgrade’ %l] apt full- upgrade",:}?,“aptltude safe-upgrade”’f1“aptitude full-upgrade”,
g% “apt-get upgrade” #1 “apt-get dist-upgrade”):
BIEERERA, EMTRNEIEEEFEHERMIEIARE (FISN2RE 2.7.7 )
. BERE S B ERRAR
. MRIBEBIRAHEELRAREARE, BREREREEGMMEZEN TEMSIEEER
. BRERESNTEABIEREEE
. ¥\1T preinst 15515
L RET ELL%'W*""
. #1117 postinst 1I§%

Tt (“apt install ..."\ “aptitude install ...” Z¢¥&”apt-get install ..”):

BEGLIPIIHME
fRREREE B ARRA R
HiEIRERESIES S ETEMEIE
R EIFTIESR B HIEEEE
117 preinst 5SS

ZERZ E{_Lfﬁlﬁ’é'*"

7. #1T postinst I§%

wmmbwwp

S:".U":PS*-’!\’.H

- Bk (7apt remove ..”, “aptitude remove ..” B{ “apt-get remove .."”):
BEGLIPIIHME
fRREREE B ARRA R
1T prerm 8518
. BREZEER, RTERBESR
5. #11T postrm 5515
. ;5f% (7apt purge”, “aptitude purge ..” 3% “apt-get purge ..”):
BEEGLYRYIHME
fRREREE B HRFBRA R
17 prerm 35LHE
BRELRESR, SSHEREESR
1T postrm 18515

B, BTKE, BEEERTXMTEE.

AW e

=

SANE

{aii



https://www.debian.org/doc/debian-policy/ch-relationships
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219 HEEERBENE—ELE
{RIEZENEE RIVE 5 31455 — (BRI BRI 4 =& Debian 45 EMY“/usr/share/doc/package_name/README . Debian”,
EIRFthERZE “/usr/share/doc/package_name/” REVEHEXH, tNRIRERE shell BET 1.4.2, BATIIES,

$ cd package_name
$ pager README.Debian
$ mc

ARl R R EL R “-doc” FEGBMHEXHRIEERESHMAEN.
MRFAEER— BN ENREEEFHIR THE, —EEE%IBE Debian bug Rt RAE (BTS) A,

Haus B2

lie%anbugtradﬂngSYStem(BTS) sensible-browser "https://bugs.debian.org/”
EEFIEFEE R bug ;e | sensible-browser "https://bugs.debian.org/package_name”
#03& bug #mSREY bug IE sensible-browser "https://bugs.debian.org/bug_number”

Table 2.5: fiF/RYFEEXFE BB EZ UL
{5 Google 125 , ERIEFTE S “site: debian.org”,“site:wiki.debian.org”,“site: lists.debian.org”

TEEE—1 bug R5HE, F5{ER reportbug(l) S,

2.1.10 Y0{EHE Debian EF2E]

E18% 2 B LRBRURERIE R, LR BKEREBNES, (RAMELEW—ERIHE, BZAERERFIE,
AU T AR IENEEEEZAEBIEFEL

- EEM: B>B

« #Z: main > contrib > non-free

- BERIER: £ >EE > 3% > 7[iE > &84

- (7% EEFBTERIEREMNIIRENR, Fli “SERIR"

- RIS BB 2 BIKFERIARIER IS BLFMEERY (5190 gcc k38 gcc-10)
cRITE: ERENEREEHLIEEESNTH

- EHRG: HESCENER

- BTS (fRPEIRHME R 4E): 28 RC ARAIRIERFE (2 BBk, EABERIRRKE )
« BTS (fRFEERHER4R): BEEEHRARS S

* BTS (BRFEIRHE R 4%): BEE S HIAHAEIER) bug 4B

- BTS (FRFGIRME R 4%): BEBAYIERRE (non-wishlist ) FRFABIEE D

Debian R —{E{ERTBAMBERANGEER, cHERESS THSAEMEAMAREENRKIEE, MYAEME
HCHRE



https://bugs.debian.org/
https://bugs.debian.org/
https://www.google.com
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2111 EERMNA—HIERIBE

BEERIRRE ERWHE Debian RAEEM, (RINAFZLERITEBBEFENFERNEINRAE. BMEIREETE Debian EfF
#mE, NEAHETEIE Debian HEREE, HEEEENF EMFIREE, ESRIMERIGEFMIFE IR Debian R4
A—E,

TEEN 2.7.7 1BHEAR) apt-pinning Fi#7, HAMREHNAERFREKEOEERRRLREEFINE T _HEMHIEREE
B, BERNREELGZREERNERESR, BREMTEBIRILERENIIRNRLR,

EEBRBESHEANEATHNHEE A, (REEERMEFENFI(RER Debian RFBENRERNEBRLE,

- ERABRERKP RN L TSGR ERZTRERWEN (2RH 7.6),

- #SBERMGUI (BERENE ) 20, LLi0 LibreOffice 1 GNOME R, &7 Flatpak, Snap 3§ Applmage X
EEEFE,

« ¥37—{& chroot S FENMYIRIBREBEMNITERNIER (2RE 9.11),
— CLI %S HEAEFNEAREH chroot FEEHIT (2 REF 9.11.4),
- RNEREE, eRENERZSETENEEERE (2RE 9.115),

- ECREEFEM EMFIRIEEMRA, F{REA] Debian RAFEE,
ER=—fE NEENETE (2 RE 2.7.13),

2.2 EREIEREIRIRE

£ Debian REFEHFZSER APT WEIEEEIE T AR LATE Debian R LETENEEMNHIECSIRRE, TEE,
BN EmEREANEEEEIRETA: apt. apt-get/apt-cache #l aptitude,

P RIS R TR NEMIEETENWEGEREIRERF, MYAR root FFATHE,

2.21 aptvs. apt-get/apt-cache vs. aptitude
B8 aptitude RFEEEZEAN—EIEBHHRAIEETH, BREZFMETIER:

- NEBEMIRATZEHLBTE stable Debian 24t L{ER aptitude 8 RETERAIR AT 4R,
#(FH7apt full-upgrade” Bf “apt-get dist-upgrade” RiE{TIEEIRIE, 2R Bug#411280,
« aptitude #ELBERHEEA T testing Zk unstable Debian RAEHRERAEERIEE,

- EEEAMR T ENAREEE, FAEENR.
- EFARZSHEHTRIEENKBIERSIEIEERAREISME, B9 gnome-core,
- EREERE, FIMATE aptitude SEEFIEE "BUHGHITHENME", B aptitude, WEMA “apt

full-upgrade”,
apt-get #ll apt-cache B&EMIVE APT WEIEEEIETH,

- apt-get #l apt-cache RIBHIESIERENE,

- apt-get RETEREANERAARFEFNREELER,
- apt-get RH T —{EEAREREE EIRFARETE.
+ apt-get HEFRERNERAS, ©ERELWEERLEENTERER,

« apt-cache It 7 —{B FEMNERVEXNRIES LIRS 2B,



https://zh.wikipedia.org/wiki/Flatpak
https://zh.wikipedia.org/wiki/Snap_(software)
https://zh.wikipedia.org/wiki/AppImage
https://www.debian.org/doc/manuals/debmake-doc/
https://bugs.debian.org/411280
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- apt-get #l apt-cache AJUAf#EF /etc/apt/preferences REBHREBDMZ @R, (BiSIEFFEEHE,

apt FESR—ESKENGLINMTHAREHEE, XL, ER apt-get. apt-cache REMBUESHHE, &5
H—ERIRERENE, BIERHN—LESEEARMER,

- apt TREEFAEMEMA apt install KEREEEHRM T —ERIFEER.
- FERINRE T ERERIEER, apt ASTRERMIFRIREXAY . deb EREEEL,

RBR
EERFERAEEAN apt(8) e AR EENXMERGR, ME shell IESEHER apt-get(8) # apt-cache(8)
CEC

aptitude IS RREAME APT WEEEEERETEA,

- aptitude Bt T —E£ERNENAXFEAENE.

- aptitude ERBRHE T —EESERENE,

- aptitude EAMNAEHKEEERE (FIUIEEEZTREMNRESNIESTANEREE ) NRSELR,
- aptitude HERERNEXRES., EEHESNTERLERTEEEE,

- aptitude Rt —(EEEHERREARIESHENREETEN,

- aptitude FJUAEIRIMIEEMNSERE, WHAEH /etc/apt/preferences, EE+HEE.

222 ELIFHIERRIEEEIREE

THERER apt(8), aptitude(8) 1 apt-get(8)/apt-cache(8) Har < BEAIE D ZIRIRIE,

apt /apt-get #l aptitude BESTIEA, BB ARIE,

“aptitude why regex” TJLAiEi® “aptitude -v why regex” FIHEZSHEH. EMUHENTUNEB apt
rdepends package” = “apt-cache rdepends package” ¥EEY,

E aptitude ESERECTIBA TRIENI LS T —LAE (FINEEEER ), FAINEZRNETPRT “e” #1i)
BRI ERMNTER,

E

g aptitude HLRUETEZHIINGE, HIUIERRVEEZEIRRNEE, EENERIEEERT (KFIEER ) LR
¥, 590 Bug #411123, Bug #514930 % Bug #570377, WNE%EMA, #5fER apt,apt-get # apt-cache <3
BN aptitude &%,

{RETBATE “aptitude” EEERIIIESRIE,
FZRAEZLR aptitude(8) FfIFt “/usr/share/doc/aptitude/README” #J “aptitude EREFM,
2.2.3 aptitude M EEIXEA

EEAEHIANKERERE, (FrIUNETEIREUNEEEIME aptitude,

$ sudo aptitude -u

Password:
B EEREEMIAEIA, I REMF &R RIS R YR aptitude B EHFHEME ~/ . aptitude/config”



https://bugs.debian.org/411123
https://bugs.debian.org/514930
https://bugs.debian.org/570377
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apt-gIt
aptitude |/ N
apt & % apt -cadtie]
=H3
AR/
aptitude apt-ge B ) s e 2 = 322 |
apt update update UpdatEitE%ﬁE’KﬂE BiERETER
aptitude apt-get
apt install foo | install installZ&# “foo” EREEEIAVRIERRA A K ERIAKEE
foo foo
aptitude apt-0Q Ty o oy B85 1 (2 T "
apt upgrade safe-upgradapgradeﬁkag%mﬁ SR AYIEE H&ZKIHZ(%I‘?ETL\E,E’JEAE‘ =2
apt aptitude | apt-getZRCLEMNREBENEERE, THFEZNGESBREENR
full-upgrade full-upgraddist - ugifde
aptitude apt-get }
apt remove foo | remove remove R “foo” EREE, (BEEETHREER
foo foo
apt-ge =55 - i
apt autoremove | N/A autoret%hé;ﬁg ENBEENLEEEEE
. apt-get
apt purge foo aptitude purge| &l “foo” EREEEAVAHREIESR
purge foo foo
aptitude apt-get. - .
apt clean clean clean TeARAMEENIEEIERIER
aptitude apt-geto . . ne ) P N—
apt autoclean autoclean | autocles RS EPIBIFREENREEREESR
i apt-cache
aptitude BE— W 7 mpm ) phsgm s
apt show foo show foo iggw RE7R "foo” ERESEIRVEFAAEN
aptitude apt-cache
=]
%p/%i%earch IERI search search S ILAS regex FIERFER
regex regex
aptitude _— LY HE
N/A why regex N/A FERZILEC regex RIERFR ELN A R RAVEE
aptitude
N/A why-not N/A FRIZILAC regex MEREE B AM L RIREE
regex
. aptitude )
apt list apt—mci:?lf o Sy o B
--manual-installe Eiff;, showma LlJz!Ilj:tI?E}]ﬁKE’JEAEE@

Table 2.6: {§F apt(8), aptitude(8) ¥l apt-get(8)/apt-cache(8) i S HIEARTER

BIRRMF

BLER AitAH

-S REHESME

-d ETE, NETEEER

-D EERRENMIRR, BEREERGR

Table 2.7: aptitude(8) FEEMIES

EIE
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®’R
NSRAFAEFS root AURECTIFEFAEHY, BILATE EERIB) FH{ER “sudo -H aptitude .."fX&“sudo aptitude

we o

R
E aptitude AEEMRNRRENRS, SEEREFHITHENIF. MREREE, HAINEEEE: “BF" - “BUH
FEITRIENE" REVETE,

2.2.4 aptitude FIILEELE

EERRA T ABREEIRENREENFRZRINT,

RIERE EEEINEE

FlO@orCtri-t EE

. BNREED (ENEEBEE)

F10 - EB - FREFMW RNEHRESFH

u EMEEEIERES N

+ TEEﬁE@uEHWTﬁé

- E&ﬁﬁ@uﬁﬁﬁ(ﬁ ZAHREIER )
AHRETESE )

*.-T:E EI ..& ( 7]1’]5 40[E] full-upgrade )
i TEI TEFMEES

BHZ T ELREEEE
BEZTEILEREE
RREEEENE
RRREE BN EE ik
EEHIEENEERES
EELRNE—(EEER
sRLE—EES

/\l—'Ol'sl'IX.Q(QCIII
—+
D
S

Table 2.8: aptitude AYIRIEEE 4L

ANEBHSIIEEERRE, HrEIlERR 17 5 /7 ZBRERBRERTEATIAMAR aptiude IERBIRRZ,
aptitude IERIRRFICAER “~n” FREZEREGZBNFRRIGELICKREEEE.

B
REBERBUNETIRT UV BEMENCTEHRERFALITHEERA, SAREERNHREaM—tEE
{{@EF‘EH%E’JQA%—’F]Z EWETHAR R o] FARR 2N,

2.2.5 aptitude EXFERIGIR

aptitude(8) £&EFEGENMEIN T, MEEVIIREMNMRIESSEK T EAVGFIRET,
idA libsmbclient -2220kB 3.0.25a-1 3.0.25a-2

ZITHREZBHNEENT,
- RET RE (B-EFS)
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- “EBNET BB (EZEFE)
- ‘BE” B8 (E=EFE)
- BEEEIRTE
- % “ENET EIRERETREMENL
- BERELERIIRA
- BRESEIFT AR A
hT
e LAEEIRE P F REBZEIIR, & "7 B EERERIER.
B FRR AR EIZERKIRERIMN A EIRIE (2K apt_preferences(5) #lg 2.7.7 ),
ERISEGIRAVATERIBIERRTLATE “181R " BB TIREL,
1R IR IR
Package View SRFRRK 2.10 (FE:&
Audit Recommendations =)
Flat Package List ’\*Eiiﬂﬁlldjﬁ—sf@ (Fﬁﬁ”EfﬁT)
Debtags Browser FIHH debtags ETTH FERIEEE
[RIBTEEREE EliR 1R FH AIRIA ISR B AHRVEEE B
Table 2.9: aptitude #%&48
E
5 EENFMIeNiER debtags 1ZFCHIERIE R |
ZHE “EIEEIGR” NEREEMNSIAHEET —LEEINNEER dselect B,
ok F LR BT
Upgradable Packages %82 section - area - R EMIEFFERI|LHEEEE
New Packages [E.L
Installed Packages Els
Not Installed Packages Els
Obsolete and Locally Created Bk
Packages
Virtual Packages SRR INAERVEREE &
Tasks S — AR E TR &I A EI IAERVEREE &
Table 2.10: 1RZEERIERIBIRA D 1R
W

EXBESEIR1R AT AR R B IRAVEFSE LR EAVEREEE.



https://debtags.debian.org/
https://debtags.debian.org/getting-started/
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2.2.6 aptitude 575 (RIE
aptitude 3241t T %{EF AEAERRER RIESHREQHIRIE,

+ shell $¥§%%1:
- “aptitude search ’aptitude_regex'” F|HZTEIRRE, EBEE R MBI EBBIE IR
- “aptitude show ’package_name’” | HEEEBRIEMIEIR
- 2BEEGHER:
- 717 B]ABR I L ACER B8 B AVAG AR
-7/ S LEEMNERER
- "\” @R ESLEMNEHRIEE
-n” BT —E
- "N’ & E—1&

R’
F & package_name WEFRIEEREIVERETRILE, RIFERLN~ MEMNERREN,

2.2.7 aptitude FRFTER
aptitude B HFERZLE mutt FIIRE ERE (2R 1.6.2), aptitude EESAILEAAIERIUT,

- FRFEFEAIIR ERE, 7R egrep(1). awk(1) F per 1(1) iELE BRI H4E Unix XF T EPFHERI A" 7 "“$”
ER=HEEN,

« {KFERA(Z type B —FEIFEAVERBE BB ERA{R ( depends, predepends, recommends, suggests. conflicts, replaces, provides ),

« FEERAY type {k#BRARR “depends”,

R
& regex_pattern RBEF BRI, B EERSEEAIE T,

TEHR-LERERR.

« »~Pterm” ==”"~Dprovides:term”
« »~Cterm” ==”~Dconflicts:term”
« ”.~W term”=="(..|term)”

FERAERBEmutt WIRIEERE, BA mut WERRENERRINEE 2R EAEFM ™ /usr/share/doc/aptitude/READ
iy “SEARCHING, LIMITING, AND EXPRESSIONS”,

£

lenny AR aptitude(8) , FRIRIEINEEE, 9 “?broken”, HIERREXNHEIUARENAETERNE
B “~b", MAETHFT “ 7 HRBRRTERFT “~" MBS —EERRENL LT, FNEEREES
R “EREFM,
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IBZERIEE ¥ FR B ok IEFRZRER
LECERRE B A Ta ~nregex_name
ILECHOA ~dregex_description
U RET ez ~tregex_task
ILEC debtag ~Gregex_debtag
LECAEEE ~mregex_maintainer
ILECERFEBIAY section ~sregex_section
ECERFE B IR A ~Vregex_version
LECtERE ~A{bookworm, trixie, sid}
ILES KRR ~0{debian, ..}
LEEEIER ~p{extra, important,optional, required, standard}
LN EREREEE ~E
LEC EFERRE B ~V
ECFRIERIEE ~N
LR FHITHIENE ~a{install, upgrade, downgrade, remove, purge, hold, keep}
MRS LRRER ~1i
EwH ARBNERERER (B8R | _,
ERVEREEE )
MEATSE A BBNETRRER (BE i1
EIBEREER ) '
LR ELET HETARERER ~U
@EEEHH'W'};:E;E% FREVEREEE ~C
IR, BEEFREIBIRE ~g
Eﬁﬂﬁiaﬁﬁg %E’Jﬁg’j ~b
ILECHEIR type HREBRAIRRIERAE R ~Btype

ILEC pattern ERFEELRY type MXFERE R

~D[type: ]pattern

ILES pattern EREERLIRIERY type XEEREZ

~DB[ type: |pattern

TLECHRFRFR pattern BEXEE BLAY type AXFARIER
B

~R[type:]pattern

- EECHRFERS pattern FREEELIRIRRY type HRFE
FIERBEEL

~RB[ type: ]pattern

@EEEJEE}‘:%?X%E@ FW?EE@E’XEE"J

LERE EL 5= B

MEHEE LT RKE EMRENERLT RN
EXEEEL

~R~i|~Rrecommends:~i

ILEC pattern BERR A Z 2 BIERTE &

~S filter pattern

TECFBIEE (H)

~T

ALECEEEE ()

~F

Table 2.11: aptitude IFFEFRIEL
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2.2.8 aptitude AYIKFERRIR

MEBBEBRE “F10 - BIE - HiBIE - FERIBMRBEER" ETHEEMNRE, BIE aptitude FIEE—(EEREE
BF, NMEEHEHE Depends ” §UQE¢E"JE’XE‘%@5§J:, “Recommends:” FIRFMHREBHEHEL, 7 aptitude
T, BEEHRENRBEEELAEEERZEIBIR,

aptitude FHESHZS “BEFTER" TANSEHRIES apt BB TR apt -mark(8) HESRKERE,

2-2-9 E’Xﬁg IEE}J E A
fREJCATE ARS8 RIE SR RIS ELEENRE L,

CES R

/var/Tlog/dpkg. log dpkg ZRHVEREERLEEIH
/var/log/apt/term. log B APT ;Z8iH=
/var/log/aptitude aptitude ¥EZEENH

Table 2.12: ERBEEL;RENH HIESR

SEL, RENSEAR LREESEANEN. REENTGESREH 939,

2.3 aptitude E{EEF)

TER L aptitude(8) HIIEIEEEHI,

fRE]ARRIR aptitude EEBEE T AFNRESEANEREBER FTHIREN, REMRRAFEEZNEREE.

232 BEBIERRENLEETIERRERTLEREER
THESIIH TEBERRENLEERIEE BHERY HERIEEL,
$ aptitude search ’'~n(pam|nss).*ldap’

p libnss-1dap - NSS module for using LDAP as a naming service
p libpam-ldap - Pluggable Authentication Module allowing LDAP interfaces

BRELNERFENHRERRERAE.

233 fERIERRENLEZE

£ iR ERERIR PER"DY BRgE, ERKEN"~dipve” AJLARRGIMILECEEHA, W ENIMRTRE
o

2.3.4 FEFIEESMFREGEE

BEERIRFT B E BRI R BRI BRAAREIE R,
BEMUTHESHER,
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# aptitude search ’'~c’

WNRIFER Y HAVER IS B E S WTEMER, FHITUTES,
# aptitude purge '~c’

Er] gt B T ENR T PR R IREE I TA AL E A=,

£ FERsEeaR” A" AT WA ERLEX"~c” , EHELKRKEER, L, » BRERNSZ=HRE ., MBEN
BILECHEREE BT LATE B EIRRE LEM” [~ BER,

EREEBIREN "“KRTENE" hEA ‘7, ERETHHEESRELEERR A SHER, HERTUER “="
REENTUHHEFREREE B AR R MR E P,

ERRRNAEZAEERIRS MRS E,

2.3.5 REEIFHLTEREE
THRFERHEANEE/FETRIRENTE (7EERIE aptitude RIZABIERZE ),

1. A root LAEEIRI#IT aptitude,

2. Aru” IS EMANRERIIR, "V BSRKMBE AR URITAHR, " IBLEMRMEIKIERIIR,
9" L MITRT B R FHARBIEREE B AT T FH 4R

3. BT “17, H#A “~i(~R~i|~Rrecommends:~1i)" RERGIEEDIEET, ET “M” 8 “CLEHER" 1
IRBETN A B ENZRE,

4. ¥TF “1", M “~prequired|~pimportant|~pstandard|~E” RFR&IEEEEMEET, KT “‘n” ¥ “B
TREER" NIKERAFIRE.

5. 8T U7, WA “~i1-M" RERGIEREEARER, 7 "BRREKES" LRT 7 REIEANRER, %
T “-7 BEMBRK,

6. #&F “17, WA “~1i" RERHIEEBEMEER, ZBE “BEE" LRT “n” HRLREEFTATFIRE,
7. B aptitude,

8. F root {EAE#MIT apt-get -s autoremove|less” #§%, KRR ENLHELERAEEEM,

9. EEEMER TEM aptitude R, A “n” BORTCHEEMWRER.,

10. FA root EAAEEH#NIT apt-get -s autoremove|less” EEIESREEBRNEFTEARESEECH
#FEBRIERREE,

11. A root fEA&E#MIT apt-get autoremove|less” IESREEBIHRIBEEMEIZEL,

EIRFTREWNITAY Tasks” £, MiT'm” FESR—(E]RIRIE, BNHMER THLLAREREBRBIFRTENERL
R,

2.3.6 Z=EMARGLFHER

ix

EIREBEFAIRITARAVEHE, MIAIEM T EPATHEIAAIABKK, Debian RrIFHAREY, ERIMEREZEEBMFNE
RIMPRG, BLHA T MRS EBIREZNIECRME] NEWIIRTNEANTEESE. BN, AMEBZA,
REEZEHRNR R TENEY, LIEEBITENMAE (BRE 10.2), ‘8" LEEARENS EIEMS
—{ERIENIE, REIRFIBAIFHAR,
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{RE]LAE BN e R R AR E Z BRI TR A A RETRANSLEAR, REHIT apt update;
apt dist-upgrade” &%,

7£ bookworm-fE%&-stable B EE P, £ stable A4RZE| testing & unstable, fREZA trixie” & sid”
BRI REZEN”bookworm” ;RfI, 2EHi 2.1.5,

FEL, AR CHESRASBIMEE, (RrleZ Bl — L%, TERANNEEMNKBEE. ARZERNEE
HKR, REERTEEIBEIME, EMRAIZITE, RRNLERN stable BERIFHIY stable, fREJBAEIR Release Notes
RERBETMOTREM, REFTEERVRL FRIE,

EEEXBHZAE, MREZRLAN stable BRENERLN testing, iE#IZH Release Notes B LAE ZI{F,
£Rl—fE stable AR, stable BITIRIRIGERHA testing BITIRZEMNZETRESHEE XRERBE
SRR RIS EMAYER,

gﬁgﬂ%&%%ﬂ@ﬁ%ﬂi, IRIEZEIERVIRIF, FERFEEZEREIRPESERNNENARRBRIMRIVESFLIER
1. WBIRSERIA “BITRER,
2. RINBERE CCEEEMMAEE ).
3. & bootloader 1£ T B R, FBEZERIUSIEERMMENFETFNE.,
4. BEBHAS LHERE,
5. A script(l) EEkFHARRIBIE,

6. A3 “unmarkauto” ¥ELRREBIFBEMEEEER, g1 aptitude unmarkauto vim” EEE<S RARLEBR
vim S EEREERY,

7. RTBLVRIEBZETEREEENER, BZEERLVERRWERENHE, M, BREARREERE
E"‘O

8. BFR”/etc/apt/preferences” t&=X ( {£F apt-pinning ),

9. E S EMFK: oldstable - stable - testing - unstable.

10. FHAR RFIRESR, EHEBOFEREAERMIT aptitude update” m<,

11. AEMNREEIE, BRI core packages, flgl “aptitude install perl”,
12. #{T apt-get -s dist-upgrade” }E<SRFEFA ST E,

13. R#E#MiT apt-get dist-upgrade” #§%.

=z
EE

£ stable \RAFHARRIAFER, PHBEZERY Debian EITIRENBRERT,

( ) EE
TESCRIRY “S217FM” 8, GCC, Linux Kernel, initrd-tools, Glibc, Perl, APT tool chain %%, B5—LEANRZ
MEEARNERTEEIE,

BAFY unstable RARBEFLR, 1EMRET 2.4.3,
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B2 1R{E

COLUMNS=120 dpkg -1 1 o it i B 5] 1A 5| ASHEO ED A
package_name_pattern I H ERRMEENIIRANRERRS

dpkg -L package_name R —ECTEREENAT

dpkg -L package_name | egrep _ o o B o

' Jusr/share/man/man. */ . +7 P — BB L EKEREE ) man FHE

dpkg -S file_name_pattern LR L RREE

apt-file search sy s 5 o

File name pattern FHERER LIS BRIEEEE

apt-file list s o B 4 1 O
package_name_pattern S HtERERLENFEENAT

dpkg-reconfigure package_name EIACEER

dpkg-reconfigure -plow e — .z B

package_name BB RFMARY A N REMAGERIEE
configure-debian NeEREENE N ENALIIEE

dpkg --audit BRLETREENETRR

dpkg --configure -a FECFT B ER N TR AIEREE B

apt-cache policy B ([ — S e B ) = s a0
binary package name R —ETEABEEE BRI T ARRAS, BEIEFFERES
apt-cache madison package_name "a—{EEXsE B R ] B

apt-cache showsrc BT = — S e 4] 1141 5 B FEE i B ) 35 =

binary package name R — BT HIEREE BRI R IR IS EEE B &

apt-get build-dep package_name TRIBENE = ZHIEEEE

aptitude build-dep package_name | TZEIBEEIE = ZHEEEE

apt-get source package_name (RIZERERE ) NHIRIENS

dget dsc F&=H URL (RECEERE) THIRIASEEZE

dpkg-source -x REWRBHRERES (“*.orig. tar.gz” M
package_name_version-debian.revigion.didrian.tar.gz”/”*.diff.gz" ) HIBEEXEE
debuild binary AR RERIEE P EENREE

make-kpkg kernel_image Rz ORBEEPEE—EZOERER

make-kpkg --initrd kernel_image | {CRXFR J initramfs BIRKIDTE TG hG el P i e — (EAZ D ER e Bl
dpkg -1 e ik B 45 7| 25 4
package_name_version-debian.revis i%s%a r@ﬂgé%%ﬁ”s BRRERT

apt install o B 7| 22 4 —gt ey - ,
/path/to/package filename.deb TER-AAMRERINARKT, B, EXEEHRETRENE
package_name_version-debian.revis i&%ﬁ%g‘@%ﬂ%"%qﬂ

dpkg --get-selections "*’ N Ty ————

~selection. txt 17 dpkg AR RIAVERRE ELEBIZAIRREE

dpkg --set-selections SR ok o .

<selection. txt M dpkg R EEXAE ELIZIEARRE

echo package_name hold | dpkg M dpkg H—ERREEN B EEIRERE A hold (FHE
--set-selections R”aptitude hold < 818 >”)

Table 2.13: EPEER S BLEIRIRIE
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24 SPEEREBERRF

2.4.1 BRI PHSIEEEE R EIRIRF
TEIIHT - ERTHHREaERRME, BLREHR aptitude BIREMEAMBNIIEE,

ii R-EXESRBOKES, RAEFES —LBECEERBER AW, &H “dpkg -L
libglib2.0-0:amd64” 3L amd64 § $§E’J 11bg11b2 0- OEAE;% HAE,

IS

@ Ry EREEZ/IMERREMWEHRES TR (FW “dpkg -i .." 1 “debi ..”), EFFAEEI}EIEME
RUBRREBELMKEE, dpkg HUIESFIEIE “--force-all” FOZEMUAYIEIE (2R dpkg(l)) RBAREF. B8
e EReMNMRAEREMSRIRTHNEERR,

EEEU T4,
- BN AGHEAZEESHBEZ M root 47,

AEINERAERKTERNN aptitude (2BE 1.6.2), EEMNEIEEEIRIESERFELR shell glob WERFT (£
REi 1.5.6),

- apt-file(l) H apt-file EREEBIEM, WHEFEELHIT “apt-file update”,
- configure-debian(8) H configure-debian EXE2EIEME, E#IT dpkg-reconfigure(8) fE&#& i,
« dpkg-reconfigure(8) {EH debconf(1) fEAEIHRHITEIEEIIE ST,

- "apt-get build-dep”. ”apt-get source” #1”apt-cache showsrc” &S EE JBIIRPFEdeb-src” 1§
B.

« dget(1). debuild(1l)#1 debi(1) EZE devscripts #5248,

- 286 2.7.13 #8(EA”apt-get source” WITE (EITE ) BIL
- make-kpkg ¥§4EE kernel-package X526 (2 REi 9.10),
- BRITEIZRE 129

24.2 EREREMEIEEIESR

B4R debsums FREERNY, BEE A debsums(1) 8% 7LJ_”/var/llb/dpkg/lnfo/* md5sums” #& 2 R Y MD5sum
B, BEBELRMESR, é%ﬁﬁ 10.3.53k¥&%8 MD5sum 2B LEMNER.

iE
&% MD5sum BRI ER]EEMBABEDR, debsums(l) fFALLT EFERAEMR, ST EANKBREEEEMIA
HE e IR BE R R IE AL BV IEIR R IR AN ERRY,

2.4.3 FEPHERESELENFE

7 2 (EAEEARERA Debian Z4EHY testing ( B unstable ) frA, AR EEHNINENREER, EESERARER
ZiBR BREMEE B A,

THEEGER apt-list bugs FJLBREIRAEBEE bugs, EEIE APT R4FHERS, EEZEHENEE Debian BTS
EHIERE bug,

L8 apt-listchanges X386, 7EfEMH APT RAFHARFEEE “NEWS.Debian” FIRHEEEFHAE,
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244 BESNREETEN

fREE R 218 Debian A8Uh https:/packages.debian.org/ RIESEEEBRTEMEMBENSE, BRMAKEREEESH
7.

grep-dctrl(l). grep-status(l) #1 grep-available(l) }§<$ #FHKIiELS HEHE Debian X2 BT HIIE R T

GL=ES

“dpkg -S file name_pattern” BESHMRFIRIESEAZIERNNRIEEEME, HILECHBHEEH dpkg RER, B
EEBBEEENESBRIMESR,

MBREEY dpkg TERETEEHRMILSE, (REEXE “/var/lib/dpkg/info/” B# FT#1T “grep -e
regex_pattern *” &%, EEFEREHRESIESHBNTRENNFTRIERIERIVE,

NRMARIBLDEREERMAGE, (RIEZER apt-rdepends(8) .

2.5 Debian B2 BRI N EIE

IR E 2 Debian 2B BIRMINE TIERIE, EIEZAEHERIBI AR — e RIRE,
25.1 ERETEN

FE R TIRETTE FIHE REBETETE Debian BRR LAY “dist/codename” N, FIg0“http://deb.debian.org/debian/”,
ERENGEFNBBMERAEREKIE, HPE 6 ERBHITEN,

lEES E AT
Release ZIThRREVIERE ERERANTEEEN
— "Release” BRRIERRER, FRERE
é SlE] = P> ’
Release.gpg BIThREVIERE SR
Contents-architecture 2 ThREVTEE ‘ SIETETRRAR RHAEEEES
Release BEETIRNES/ERBESHIE | BEEEAER apt_preferences(5) 89
= A
SEETIREE —EMFIZRE | . . 1 — p
Packages ZHEE’?};%/E (IS iE4R debian/control &1 MG
Fri=N =N M RE=N=]
T &5 15 ,.\é i - . = /5
Sources TEE}(” (BRI SR 48 debian/control BEEKERS
=A

Table 2.14: Debian ¥ERETEFHAR

RTBLVEERE, ARENEREY, EETENREABRE THENER,

252 JEE “Release” {EXENEEM

B
JBE “Release” 1EZEFIREE secure APT R4 THIEEIES,

@ Debian &R ERAAULEBE — EiEHAY “Release 1B, a1 “http: //deb.debian.org/debian/dists/unstable
NEWT,

Origin: Debian
Label: Debian
Suite: unstable
Codename: sid
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Date: Sat, 14 May 2011 08:20:50 UTC
Valid-uUntil: Sat, 21 May 2011 08:20:50 UTC
Architectures: alpha amd64 armel hppa hurd-i386 1386 ia64 kfreebsd-amd64 kfreebsd-i386 mips <«
mipsel powerpc s390 sparc
Components: main contrib non-free
Description: Debian x.y Unstable - Not Released
MD5Sum:
bdc8fa4b3f5e4a715ddod56d176fc789 18876880 Contents-alpha.gz
9469a03c94b85e€010d116aeeab9614cO 19441880 Contents-amd64.gz
3d68e206d7faa3aded660dc0996054fe 19203165 Contents-armel.gz

it
7EET 2.1.5 48, {REZHZRIRFMEA suite” Fl"codename” AYEEE, “ZX1THR” #FHRERF:% K suite” F1”codename”.
FrE RIERERHAVERE area” B, E#5I7E"Components” F.

JB[EfE3 "Release” HITTE M, RHM secure apt BINNZEZ2HE2REREE, 7 apt-secure(8) FiEITHIA,

- IITEFERIER"Release.gpy” RHIEEBIZIEE R "Release” FNNEEM Debian #&RE N IRIE,
« NBEHY Debian 2R E /N #8EE2DIZIBLE debian-archive-keyring X261 R LT K ith,

+ secure APT R4 BEIEEE N EHAVEEIE R "Release” I, MNZEEFBEFEATI T Release.gpg” IERFAH
Z#EHY Debian tERE /.

- FiB”Packages” f1”Sources” IR T E M4 S HEIEE Release” ff“ﬂf%EE’J MD5sum {E3RER S, FTEESLEE
R TE R Packages” F”Sources” {5 MD5sum {EREG:E. 28 debsums(1) FIET 2.4.2.

- FANNZERERFELLETE MD5sum {EiBFEE 2 /9 CPU, £/ MD5sum {E2REGRE S —B¥REEE, (ERNMNZERRRERE
[BEH)"Release” 1B, SEEAVEM RIFZLMEMNER, hELLERTFINE (ZRE 10.3).

fmi
Bk

MR RIRIFBIFRIIERE T7signed-by” B8, ETEHMIERE Release” EREFEMAGEEIBEEMN L BRERE, BE
JR%FRE S B 3E Debian HEREREHA,

B
AEmEA apt-key(8) i S REIE APT £88,

, 1REES(FEA gpg FLERE"Release” M &M, {FF”Release.gpg” #ERFN7E ftp-master.debian.org LM ffY
Deblan IERENE,

253 1EXREREN “Release” 1&XR

BR
ERERER “Release” HERASHIE apt_preferences(5) BEA,

SRIEEIR MY Release” B, HE R EM B RIIRTIETE, ALA T http: //deb.debian.org/debian/dists/un
@’http://deb.debian.org/debian/dists/sid/main/binary-amd64/Release”,

Archive: unstable
Origin: Debian
Label: Debian
Component: main
Architecture: amd64
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ES=
@ #FY"Archive:” &8, R9)&% ("stable”, "testing”, "unstable”, ---) FI}% Debian archive , M{{5E
("trusty”, "xenial”, "artful’, ---) 852 Ubuntu archive,

RO IEERE, tLaiR experimental #1 bookworm-backports, EfiS &M EEASHEERE, E2RAS
ERSMYTT, BIGN7E http: //deb.debian.org/debian/dists/experimental/main/binary-amd64/Release”
EHBEWNTEEIMNI—1T,

Archive: experimental
Origin: Debian

Label: Debian
NotAutomatic: yes
Component: main
Architecture: amd64

BIEE, TEIERERB NotAutomatic: yes”, FE5&HY Pin-Priority B2 500, MR B NotAutomatic: yes”
M4 TRIE S, TEERAY Pin-Priority B2 1 (2R apt_preferences(5) fI&i 2.7.7).

25.4 ESRARRESNTEN

E(EM APT THBS, Waptitude, apt-get, synaptic, apt-file, auto-apt, HMIFEEZEHE A Debian B
BT ERIAMER, BLEAMBRIERTE, 7T FYRIEREMM distribution, area, architecture 18
EEE -, (2RE 2.1.5).

« ”/var/lib/apt/lists/deb.debian.org_debian_dists_distribution_Release”

« ”/var/lib/apt/lists/deb.debian.org_debian_dists_distribution_Release.gpg”

« ”/var/lib/apt/lists/deb.debian.org_debian_dists_distribution_area_binary-architecture_Pac
« ”/var/lib/apt/1lists/deb.debian.org_debian_dists_distribution_area_source_Sources”

« ”/var/cache/apt/apt-file/deb.debian.org_debian_dists_distribution_Contents-architecture.g

(apt-file)

g 4 FEFERUNIE R ZFT B RN APT S HER, WHPTIE® “apt-get update” 3% “aptitude update” 7E
O YPEITEN., NREFEIIRPEHEEN “deb” 17, Bl “8/ER" TENTETEH. WRE RIRTPEHE
B9 “deb-src” 17, B “[RiAEE" TENZETEN.

Packages” #1”Sources” FISTTEFMEREEE “Filename:” I, A TEMUGMNFRRBEERNUE. B,
ELEEEER — M pool/” Bk T, ERFIANEBRAELEE.

“BREER” STEMBIAMEIARFTUAER aptitude RETEEIXNMIES, BPIMESIES grep-detrl(l) FIRES
“BEEE” M RS TERNKEIA,

»Contents-architecture” TTEXMAMIES, gesit apt-file update” B, EMNMUENEE 4 BARE, 2
R apt-file(l). (auto-apt BJ”Contents-architecture.gz” {&EMAMIEEFERERRRNMIE, )

2.5.5 APT HIERFEEIAREE

PRTIRIRIESITTER, lenny 22K APT TRESHEARMEEN T EIREEARFAE"/var/lib/apt/extended_ste
B, APT EEAEFIREHBELRIFMBEEEE,

2.5.6 aptitude FIEREEEIKEE

IR TEIRIESITEN, aptitude RO BEREESMELNZRREENARFE"/var/ Lib/aptitude/pkgstates”
i, BB R AEH aptitude fEH,
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25.7 ERHNHRESNAHEIE
FTEiEIA APT #EERESMEREEEWMEFE “/var/cache/apt/archives” H, HEIEM#HER,

aptitude FIEERENIERFIEERIR, BESHE Options” — "Preferences” FiRE, O NEBEMEE,
»Actions” FHJ”Clean package cache” Z{”’Clean obsolete files” R#¥fTaEHIBIE,

2.5.8 Debian EEEEIIE B8

Debian BEEBMERBHRENBEER,

#EE B BRI AMaEE

“ERIFIEREEER (7748 deb) package-name_upstream-version-debian.revision_architec
2 ian-i v _~E _‘_ﬁl E gsl_., IR

gﬁdddeeglin installer By _EARIFKEEE (5 package-name_upstream-version-debian.revision_architec

[RIGSERRE Bl ( EFIRAS ) package-name_upstream-version-debian.revision.orig.tar

1.0 [RIAMBERHER! (Debian X&) package-name_upstream-version-debian.revision.diff.gz

%?De(b?:nl;&t%?j_gﬁlﬂ) IRIaRERREE package-name_upstream-version-debian.revision.debian. t:

[RIATEERE2EL (FRAH ) package-name_upstream-version-debian.revision.dsc

Table 2.15: Debian EXf2 B B FELEIE

R
BREMRTERNRBHBEREI. ESAFFSE dpkg-source(l),

=G ATAMF T (IEAIRRIV) FEARRE
package-name [a-z0-9][-a-z0-9.+]+ A=
epoch: [0-9T+: &
upstream-version [-a-zA-Z0-9.+: ]+ N
debian.revision [a-zA-Z0-9.+~]+ A=

Table 2.16: Debian X2 B BB 5 —ETH ] LAERRFIT

E
fRe] AR dpkg(l) BHEMIES IR BB RA, #90., "dpkg --compare-versions 7.0 gt 7.~prel ;
echo $7”.

iE

debian-installer (d-i) f£F udeb {fFAEM EMFIRIEERIBIER, MIELER) deb, —{E udeb EZELZE deb
HEEPIIES T —EAUENAT (FIEIXH), METE MRt ERESIRIER, deb # udeb ¥5E
BEHZHEENEREEERE. U7 KRR/

2.5.9 dpkg S

dpkg(1) & Debian R BEEPRKEBHITE, T©IEFE@RK, WE/IMER,
EREREA “package_name” HIERBEEIRE, dpkg EREBTIIMIEFEEE,
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1. fRE deb HEX (ZREH “ar -x")
2. {#H debconf(1) #1T “package_name.preinst”
3. BEMBEELRIZAT (FRANK “tar -x")

4. {EH/A debconf(1) 81T “package_name.postinst”

debconf RMAIRZMHAEE 118N FI LION ( E 8) HIEMNIEEVERETE,

EES NEREA
/var/1ib/dpkg/info/package_name . donfEiHREE R, (EAEIIERT )
/var/1ib/dpkg/info/package_name. |iBkEEE B LRI AT B I8 =40 H #%
/var/1ib/dpkg/info/package_name .ndBRHEREE Bl LA AITE 3 Ay MD5 2k =18
/var/1ib/dpkg/info/package_name.rEeBet i s Z BN THIERPE Bl38 2 15
/var/1ib/dpkg/info/package_name.poBREEBE i 2 B THENIEBIE 215
/var/1ib/dpkg/info/package_name. PRZBTITRIEREE BTG LS
/var/1ib/dpkg/info/package_name. Z3 THRMEEBRTEST
/var/1ib/dpkg/info/package_name.doRfitglebcont RAEEEEIIE S5
/var/1ib/dpkg/alternatives/packageupdaree-alternatives J8SEHMAERE

Qlolololol3I A0
=

/var/1ib/dpkg/available FTEERREEIRVrT FTE &

/var/1ib/dpkg/diversions dpkg(1) ERARERBEIZN, M dpkg-divert(8) ;RE
/var/1ib/dpkg/statoverride S;%g(l) FEAPNERIREBRESE, A dpkg-statoverride(s)
/var/1ib/dpkg/status FrBE e B RIIRREE N

/var/1lib/dpkg/status-old "var/1lib/dpkg/status” EENFE—KEHN
/var/backups/dpkg.status* F_RK®\M, UKk “var/lib/dpkg/status” EXEENHED

Table 2.17: dpkg B MEEIER

“status” HERBHHIU dpkg(1). “dselect update” FI “apt-get -u dselect-upgrade” ST EfEHA,
EMMIESIES grep-detr1(l) FTLAEE “status” #1 “available” FTTERBIAIBEIA,

’R
fEdebian REZIRIE T, udpkg IESAMRBIRL udeb #XEEE, udpkg 5SS dpkg IESHI—EERIMRA.

2.5.10 update-alternatives {§<%
Debian Z#E{EF update-alternatives(l) :BEAETTUAZ FBMMZRSBEEMNEN. I, NREARRTET
vim # nvi #RE2EL, (REJLAME vi FESBEHIT vim,

$ s -1 $(type -p vi)
lrwxrwxrwx 1 root root 20 2007-03-24 19:05 /usr/bin/vi -> /etc/alternatives/vi
$ sudo update-alternatives --display vi

$ sudo update-alternatives --config vi

Selection Command
1 /usr/bin/vim
*+ 2 /usr/bin/nvi

Enter to keep the default[*], or type selection number: 1

Debian BIER AT /etc/alternatives/” BB BB IREL REF EIEEEIZERFER”/var/lib/dpkg/alter
H i@ mEEEE,
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2.5.11 dpkg-statoverride §%

ELR—(EEIEERF, H dpkg-statoverride(8) I5<L1RMHAY IKRE(ERR, BEFF d kg(l) HERFERAAENBE
S EF Rl — @75 i%, WNREAT”--update” s EBIE, W HEREFAE, EIJE%E??E WATENERE BB ENERR,

( ) EE
RIFEIEEFEA chmod 3 chown IESERFENEEIEBEIERNBENFAIE, BET T RREEBHA
BE, WEE,

£
FANEFEIEATESR—, ESE LHWIAR dpkg FIREMNEFERAKYE, BEERK, RES

2.5.12 dpkg-divert #§%

dpkg-divert(8) IE<RMMERER, BiBE dpkg() BERFTLRINHFERMUE, MEXRRIEBHWUE,
dpkg-divert RREBHEERSHE, TERRREEEERAEERS.

2.6 EEIENRFETRE

BT AR TEERRSE, AAEESEBINRBRNREEEETRIENEN.

EE
TEHN-LHEEEEREESMNER. TLAHRETES

2.6.1 FRKFRE AR IRKEN

RFEB”sudo dpkg -i ...” BHIRK—(EREEINRE, MARKEMKBIAERIEE, EREREREF
= BARE” MAK.

MEEREMEMKMEVEIEE, £/ APT RMAHE "sudo dpkg -i ...”

R, FERATIGLSREEEMEHD TEEEE
# dpkg --configure -a

2.6.2 EEEEERIRENER

B ERMRENEER, BE2 SRS RAVERRR, LU0 APT Y ”GPG error: ... invalid: BADSIG ...”,
&%

‘E@E”sudo rm -rf /var/lib/apt/* > ERFIEIRENVEN, RAEREHER. (WRERT apt-cacher-ng,
EEHT’sudo rm -rf /var/cache/apt-cacher-ng/* ”,)
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2.6.3 TEFEMEREREL

MR—EXRE GUI BAEEEN EFRAFANRESNEE, MEZRBERENAMEEER (HEEIUN ) B
By, MREEHENEAESRB TNITEE, BREEEFRRMEE TEE, (ER—EEM b LEITEEBES
BRE. )

DTWIEEE, MEZZIREENAERER T EHRRIE) GUIEZR, Fr]ER EREENARIERNETUEZ R
RREEEM. (AIREMMSKRT. )

2.6.4 EEHEERNARREE

XERMEREEEIE RS, thaNik aptitude(8) 3K apt-get (1), FEAEEEMNKTE, EHIREEERE, FZEHER
KEMiEE. (B2RE 2.1.7).

HIEEMEENER, AERAMBEERAE TA—BNERERSE, (2RE 2.7.6), HEHRNERNEIEEMKTE
1B, MRALRBEERMBERT, (FiE8i@ aptitude(8) 2 apt-get(l) RREEEE, dpkg(l) FEHERISEIEELAS,
HESLHITURERLEERER, TAEBEECKFENER.

R
@ FEAE=NREETENERNARAR, BREBEBER root FF A RNITHESIESHBRABTHNRR
MIEMSE, dpkg(l) FESRMILBERNEETR.

BAIASCIEIBMRENS ASTRRIVEREER, old-package, RARZRISIEERINTHRAE,
$ sudo dpkg -P old-package

2.6.5 ZEIRIRMEIERIESE

BEREEESEIN—ERSHNELFEREERR, FOBMSHRERMEL, KIEAEEARBBEMNNTAR,
BN ZRNRIEE, E—EHRELECHRIRESIBREHERE, ZREERS AT EMRIERES, E
EELfE, MEESHRERT,

5 “package_name” MIEREERIIESIBRNRE, (RIEZIRIR TIIMIEIERIESHS,

« ”/var/1lib/dpkg/info/package_name.preinst”
« ”/var/1lib/dpkg/info/package_name.postinst”
« ”/var/1lib/dpkg/info/package_name.prerm”

« ”/var/1lib/dpkg/info/package_name.postrm”

ERATIIRIFIE, B root #REEIRIZAVEREEELIE U8,

- EITEHIE 4" STARFHEAT
- EHEBITHITEIIG “|| true” FILASAHIEIERLIN

A&, IZIBET 2.6,
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2.6.6 f{EF dpkg 155 EITIIE
E# dpkg RIFEREBHNSREETE, TNEREENIER TETTIE, NS sMaE%ReERKES, B1H
PS{BTE foo BREERIBIET, WHEEFTIR,

fRE]A7EERBEELREY B §%: “/var/cache/apt/archives/” H#EIEN foo BREEEAIE bug hRAS, (MNRHAE,
{REJCA{EAE 3R [E https://snapshot.debian.org/ A REE, StEBEIEERIRININEEREREPERE., )

MRIFBESARIEN R AR, (RFILABIB FIESRERE,
# dpkg -i /path/to/foo_old _version_arch.deb

"R
INRIRBGIRITRER), (REFTUERESEN APT RIARFABERS, MEKE 2.7.11 PEEVIRE,

MRMFH R FEANEERRE), FEZSHECHARBIAE,

1. {£F3 Debian REILEE AR MEI R,
2. ASHERR EEERIEIM R BT “/target”,
3. B FIIIESTERERAR foo #ESEL

# dpkg --root /target -i /path/to/foo_old_version_arch.deb

BIEAIRFEER £/ dpkg IELBEIR, RIESHRERILAEIT,

"R
T EEERR. live GNU/Linux CD, =JR{ENRY USB ERENSKABERRYEN LY 5 — R MRRIENRY GNU/Linux RAREI B AKE{L
Hh R SRR IBIRBI R M

WRBRKERRE, B EZREREA N TENES, I B REMMNEERM, {Re] LAE R dpkg #9“- -ignore-depends”.“- -fo
MEERIERERKTE, NRMFEEMT, 2RMWBRESRNMEENIERZR, FSME2R dpkg(8).

E
MRMMMAGBRERIRT, MEZBRATRENE —EREMMT (2RE 10.2) HET-REMHURE. B
AR BMRBIF A,

2.6.7 RIEFREELRIZEN

WER“/var/1lib/dpkg/status” AARERE HIRER, Debian AR EFE KA RIES R ZRBREHLE, S
KR “/var/lib/dpkg/status-old” 8 “/var/backups/dpkg.status.*” &M “/var/1lib/dpkg/status”

4 “/var/backups/” NE—EEBNHEER—EFEE, EAEEEHRESTHSEENRREN,

HRBRENRER, HESENRREENRE, EXE/var/" PRFREEN, {RMKXEFILAKE “/usr/share/doc/”
B #kiE — LB ARG EIRETHNRE,

ENZER) (RH) R4,
# mkdir -p /path/to/old/system

BEZRGEHET “/path/to/old/system/”,
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cd /path/to/old/system/usr/share/doc
ls -1 >~/1s1.txt

cd /usr/share/doc

1ls -1 >>~/1sl.txt

cd

sort lsil.txt | uniq | less

HH O K HH

RRMEHMFIAMRBREESBRETRE T, (FIREE-LIFEHREEEMHE, 010 “texnf”, )

2.7 HMEBEERIS
HARES{L, £ bookworm fZH1&, EEEEERNRSIRGF, FEREITINERE/etc/apt/sources. list” &R,

2.7.1 L{EEREEMEH?

BE “/var/lib/dpkg/available” #1 “/usr/share/doc/package_name/changelog” H%IHAV4HEE Y
BRETHER “RELEFNERERE E—MEN— LS, EREANER LEEWNERHE, devscripts &K
FE2E1FHY who-uploads(1) FJLAE#R! Debian JREREEEIRNE R LEE,

2.7.2 [Rfl APTHTEIES

WRARAEPRHI APT B9 R S SAE EI 800Kib/sec (=100KiB/sec ), fRIEFZIR N EABKRERE APT RIAKSE,
APT: :Acquire::http::Dl-Limit "800";

2.7.3 BEIFEAARIKEE

apt BREEBBEECH aoniELRE “/etc/cron.daily/apt”, EXIZEEE T #EEE. I A%KE unat tended-upgrades
R A RIS (EIE S, F T B EN A REREE R, T LAEIR“/etc/apt/apt .conf.d/02backup”#1“/etc/apt/apt.
FH2ERETEES, BEARBAI “/usr/share/doc/unattended-upgrades/README” 1,

unattended-upgrades BIBEFERMN stable RANELLEFH., MNRBENHLMRIBEIR stable RABIEE /IR
AEEMNRERZLEFERNLLRR, REZEEEHBNEN, ARSIHWT,

APT: :Periodic: :Update-Package-Lists "1”;
APT: :Periodic: :Download-Upgradeable-Packages "1”;
APT: :Periodic::Unattended-Upgrade "1”;

MRIFHITHIR testing Y unstable R, MEZFSVEEMAENEN, BRCEETEXRRIRAR, BIE
iSRRI testing 8 unstable BT, (REIEEMARERIRA FHRESUE B EHNARIGR, HEEE518MW
o

APT: :Periodic: :Update-Package-Lists "1”;

APT: :Periodic: :Download-Upgradeable-Packages "1”;

APT: :Periodic: :Unattended-Upgrade "0”;

2.7.4 FEFMMEERE

stable-updates ("bookworm-updates”, £ bookworm-{EZ-stable #& & &) # backports.debian.org &R ERE T
stable hREREEELEH.

RTEERELERE, (REEEL"/etc/apt/sources. list” IEREB AU FFARMERETIR,
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deb http://deb.debian.org/debian/ bookworm main non-free-firmware contrib non-free

deb http://security.debian.org/debian-security bookworm-security main non-free-firmware <«
contrib non-free

deb http://deb.debian.org/debian/ bookworm-updates main non-free-firmware contrib non-free

deb http://deb.debian.org/debian/ bookworm-backports main non-free-firmware contrib non- <«
free

MAREERE/etc/apt/preferences” 1@ RENERE Pin-Priority 1. EFAIE I AR, FELAERRE TESIEN
B (GEREN 2.5.3).
- FIEEREMNERIZEERTAEIA bookworm- updates’fE‘.? EEF 4RI FhERRREl,

- R B bookworm-backports {EREFFEILRNEMIZE A @B bookworm-backports FEREFREIFh
ERES B,

EREZEN bookworm-backports {ERERFEINNL R —(ERIU"package-name” FIEREE R KA B HVRF (R, 1R
EZIERISEREZRIN—@E “v 28,

$ sudo apt-get install -t bookworm-backports package-name

|F-"

@ 7%1 ¢ backports.debian.org {ERXETZEANZNIEE, THEASEMIRECIKBEM BRERAAELEH
2.1.11,

2.7.5 YMERERRERIERE

ﬁzﬂ:
@ W‘ B/l INEPEREEBIEEVRIAARRY root FFRIHE, (RIEE REAR]EHRNINPREVIERE, BRAERS
BEi 2.1.11,

REEZIEF L 2 APT R{EF Debian BN MR IEBIERE, BEMAR FIR, LEENEREZBN
N”/etc/apt/trusted.gpg.d/” Bék, £ sources.list(5). apt-secure(8)fl apt-key(8),

FUIB

2.7.6 NMEF apt-pinning FR S RIS =BG

pES=)
@ RS REREPLRIIEE RN Debian EF EITIRFTSZIERN, MR T EAIEBIERENFHRASLA,
5140 stable B9 security updates 0 stable-updates,

EEE—EYF, ERBEERH testing MIHR, RIFEET unstable BRIV LIRS BLARZA,

ERBFELN”/etc/apt/sources. list” 1%, FziE@AE—f unstable” BIThREERE,
2. MfT7aptitude update” 3%,

3. #MifT’aptitude install package-name” &%,
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4. WRIBRIRYA”/etc/apt/sources. list” 8%, EZIBE testing BRI,
5. #i{77aptitude update” <,

FEAEEFLAE, (FIANEERE"/etc/apt/preferences” X, BAREZEIEL apt-pinning, BiE@E5ENAR
EEIERT,

IR

@ EEFAESIERRIER, F% Debian NEARRE ZERERY, FURYAEBCERREEILEE,
IRMEZBFENMERNY, RATTETIRR, MUARMFIENSLREMENRHER, EREIZEEH
ERRRTEEMIRE, RENERBFEEERE,

RAFRERERRREEEN— AR T,

« ETEMIHIEEEE ("Architecture: all”) TR ERIEN,
- XHEEE: BEFINER
- BREEANREE: AENEESRWER AN
o THEAIHIEREEE (non "Architecture: all”) @EEMERESEE, ©HTENREMH,
- ERERRAEEMN (B libe”)
- HZEENEANERXRANEE T

— il ABI BUMEE M
— C++ ABI BUfEA M

iE
ATEHEANTRESESERIG, —CHENEERN EUHNRERBTESRETENFRELE, MEREX
18E ABl B MHEREES,

£
FRIES T AEHAE RIRIRERRE L, {E3E Debian ERERTRK EMUGIHREREER —EIRNER, (REEEMRMER
AR E & Debian RFEBNLERMENARE, (2RH 2.1.11),

2.7.7 {£F apt-pinning FAZIE IR

5 H=
o

#FF apt-pinning &F S BiELERANEE. R BARREREREGSHRIEEETEE.

2B”/etc/apt/preferences” {85, APT RAEMMRAT BIREZRIMAV A MARAMESR BERE, ERBR AR
lfl:, —ERRERFERENERRINEEEE, WARELCSH NotAutomatic, WHEZERE,
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B
hRAF R EEE R A 7T LA 45 ER:E, BIFWTF, "dpkg --compare-versions veril.1 gt verl.1~1; echo
$?" (2R dpkg(1)).
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MRKEW RS FIEREPLRMIEE (2R 2.7.6), {RETLUEIBIEEI"/etc/apt/preferences” IEEL BEHEF
BABRAZRERRANWEEEEFURBIMNSERE (W0 apt_preferences(5) FFTR) REENLELEFHIVIRIE,
1584 apt-pinning,

= £ apt-pinning ¥ EF, E% Debian NERRUREZEMESY, FTUAMRMNEECHEREAESM, apt-pinning 2
FTEFNENRE, RIETEEREZERE.,

ERERB RN Release 1E3 (2 RE1 2.5.3) EF apt_preferences(5) I AI. 152 Debian iBAIEZE 0 Debian T2
t&2R[E, apt-pinning R7E”suite” BT LE, (EEH Ubuntu HEREARE.) FltN, {RE”/etc/apt/preferences” {g
XEm, °JUAER”Pin: release a=unstable”, {EREEEMA"Pin: release a=sid”.

E £ F33E Debian FIHESEES apt-pinning FI—ZR738F, (REZIGEEFIMAEIIEE. fI30, Ubuntu I Debian 2
TEERAE R,

E
BEAREII"/etc/apt/preferences” &3, EAH apt-pinning FSHERT, MEETLVETIHEEMNRS
T/ (2REE 2.6.6F061 2.7.6),

N 2L apt-pinning FKRATHIRG (LR EA,

B FIRVEREE BLIRTE"/etc/apt/sources. list” {EREEESE, APT RAM 7] HIVEIEEIREMERE Pin-Priority 1B
BAM, FAFRERESMIERRA. IR —EERIEEHY Pin-Priority AL 1000, iEEARAPREFIZE R AE F4k, BRI TEX
IEEPEMARINEE (B2 RET 2.7.11).

SEEEEEM Pin-Priority [ER7E”/etc/apt/preferences” &R P Pin-Priority” 1§ B P EHHE B EH THIFELR
18,

Pin-Priority apt-pinning HEEBIRE

1001 TRzEiee, NER—EFRREENES

990 BRI ThRIERERTRRIE

500 FfEE RIE R ERTER

100 12 NotAutomatic 11 ButAutomaticUpgrades 18 3= TR 18
100 HRERREEE

1 A% NotAutomatic 8= ERITERIE

-1 Bl =, BEATEEEREEE

Table 2.18: FA% apt-pinning $;#1HV{E15/F 2 /Y Pin-Priority {E713R,

BiZIRAIERERE, AmamSTRIE:RE, HI0: "apt-get install -t testing some-package”

NotAutomatic 1 ButAutomaticUpgrades FI4E R 2 18R E R ARES L& RE4RHY Release FERRRE, (2 REi 2.5.3),
ERFELE”NotAutomatic: yes” #1”ButAutomaticUpgrades: yes”. il NotAutomatic {ER 12 HIEREEREE
ERIEREARN Release HERKEE, (EREE”NotAutomatic: yes”.

RERSERREIEESERY apt-pinning 15 F] LAiBi@ apt -cache policy package” SRR,

« "Package pin:” BEERITT, I TEREEEIARASAY pin , AR package 1HEERY pin ELE R, I, "Package pin:
0.190”.

« j88”Package pin:” BY1T1E1E, WIRIZHE package HEEEMEE.

« Ed package $8EERY Pin-Priority {BYIEFTBIRAFHEIEE, tEUl, 70.181 700”.

- 70” BINEMBMAFENGE, MNRIEE package HEANER., 0, 70.181 0.

- }25RE (f£7/etc/apt/preferences” {8 {EA”Package: *” E%) BV Pin-Priority 18, JIEMBIERERENE
iZ, g0, 7100 http://deb.debian.org/debian/ bookworm-backports/main Packages”.
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2.7.8 PRHIFEEBMEIERNEE

5 A
Z25

¥F A apt-pinning fF S EISA LB AIEE, FUNARREREEGLIHRIFEETEE.

MRERNEES| \IBEIISTEER, /BRI /etc/apt/preferences” IR BN TARMIBEEERNTE
ERBARES HIiE RIS B,

Package: package-1
Pin: version *
Pin-Priority: -1

Package: package-2

Pin: version *
Pin-Priority: -1

2.7.9 {EFA%E unstable FIEZEM testing hRA

gL

¥ﬁ¥ﬁﬁ apt-pinning fF S BEM LR AIEE, FUARREREREGSHRIFERETEE.

W~ 2 —{ERAHL apt-pinning X #THIGIF, EEMA testing AIBHE, BIR unstable FRISSEREFINY LibzhR A&k 5
BIHEHR, 1:J\J_EZT$<ZID"FFETE’J?“”/etc/apt/sources list” EERHPINHFIBEEEMERE,

deb http://deb.debian.org/debian/ testing main contrib non-free
deb http://deb.debian.org/debian/ unstable main contrib non-free
deb http://security.debian.org/debian-security testing-security main contrib

FRUN AT RIERE”/etc/apt/preferences” B,

Package: *
Pin: release a=unstable
Pin-Priority: 100

EMREEIMAR T unstable 8 EE R T Epackage-name” BB R EMMKIEEE, RMITHEBE"-t” RIE
(unstable #9 Pin-Priority {E£% 990) Mk B2 1THRAVIES.

$ sudo apt-get install -t unstable package-name

LA T, #1T apt -get update”#1”apt-get dist-upgrade”(@i&E”aptitude safe-upgrade” #1”aptitude

full-upgrade”) #§<, Bt testing IEREHAILER testing BERELZEMNEERAL B unstable EXRE
FARIRLEME unstable 1ERERTRAERILE,

( ) EE
INDAREERBIR /etc/apt/sources. list” IERFP M testing” {ERE, NRERPEB testing”,
APT RAEFERENMFH unstable IEREFREER,




Debian 2= F 711232

"R

HBE ST LR RIFR, B LFIEE"/etc/apt/sources. list” {@E M unstable” {8 RELHk, EERZ THE
AEIE /etc/apt/sources. list” {ERFPHIR S ek mMmS BV H LB B EEARIRF HPELE 7 ABLEIE unstable 18
REFPLZEMEFEEER® unstable FH4R,

N

i BR’/etc/apt/preferences” 1 E H"Pin-Priority: 17 # € T’Pin-Priority:100”, &N
f£"/etc/apt/sources. list” R HY"testing” B8k #W MR T, Pin-Priority {E4 100 WE XK ES
thAE#EiB unstable IEREHR,

MRMFHEBEHRIE unstable BELIFIREIEE, MERRISABERYANKEIE"-t unstable”, {RINEE
iI”/etc/apt/preferences” 185, WEZIERIEEIX TEA N EMIIHABALEEEE,

Package: package-1
Pin: release a=unstable
Pin-Priority: 700

Package: package-2
Pin: release a=unstable
Pin-Priority: 700

NTRASESENERERIRE Pin-Priority 18, I3, & T ERRHI unstable BYZEIZHR”Debian Reference”, {/RFE
2%7E”/etc/apt/preferences” EREAUTIER,

Package: debian-reference-en
Pin: release a=unstable
Pin-Priority: 700

Package: debian-reference-common
Pin: release a=unstable
Pin-Priority: 700

=N
ENE(R{ERAIE stable HEXRE, apt-pinning F#NARENN. BIEFHLAGIRIKER, # unstable IERELTE
HNXEE—ERTEM,

2.7.10 {FFA#%H experimental #XEEEIHY unstable R4S

e
$7F apt-pinning B4 FSRLEANME, FUEREEREERSKIRESEE.

iE2{EF apt-pinning 1 5 — BRI, ZRHIEEFER unstable®, BEE7T experimental &, BRI ARE
i FEEIEES. EERSTE"/etc/apt/sources. list” IEREPMIIIRAT:

deb http://deb.debian.org/debian/ unstable main contrib non-free
deb http://deb.debian.org/debian/ experimental main contrib non-free
deb http://security.debian.org/ testing-security main contrib

Bt experimental JR2 IFEE) ( NotAutomatic ) BURE (2 REN 2.5.3), HFEERAY Pin-Priority [E#ERE A 1 (<<100)
.

. ERFEEHE"/etc/apt/preferences” R ERE Pin-Priority H, REEIEE experimental &, RIEMGEE
E N RENREE AR B E e
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2.7.11 EBEPEL

O

2 [l

5 A=
#1FHA apt-pinning L EEM LR ANERE, MUERRERAEEGLSRIERESTEE.

IES =)

@ PEARTE Debian 85t LA REAE, EEREEIMREBEREEZMMN—EH TE, RERIRSESH,
BREAERSHR T TESEAE, HREZZREK, GFEREEMERRFRENFEEEEN, LRTHIRE
MRE—EHRNRR,

fRET LB B IR BRI FTRER BRI EMERE (288 2.7.7), "*ﬁ'ﬁﬁ?ﬁhﬁ’]%%mfﬁ THEHR—fEH#E
A%, PILABRFSB TR “dpkg -1 broken-package_old-version.deb” 1% (2 RE 2.6.6),

1% “/etc/apt/sources. list” ERPETEIEMER unstable 8917,

deb http://deb.debian.org/debian/ sid main contrib non-free

ERATENITERE, EMIXABER testing,

deb http://deb.debian.org/debian/ trixie main contrib non-free

FRUN TR RIERE”/etc/apt/preferences” B,

Package: *

Pin: release a=testing

Pin-Priority: 1010

#1T “apt-get update; apt-get dist-upgrade” {EZ{EZRFKHIERILEIEHIPFAR,
EBR2PERE, BKR “/etc/apt/preferences” EEETHIVIES,

AN
BER—EFHE, B (FR2EK!) @IS HhIEE, RV KREE, ReeFEFHBIRFRE LR
BRERGEEE, FEWHER Linux b, BARER, udev, PAM, APT FIAEESRRARIEREE BLLAR EMBVERERE

7No

2.7.12 equivs EREES

MRIRME RIS MR T — EF2URAE Debian BEEE, RIFAFEMAL—(EEIERZAH Debian #XEEE ( *.deb ) AWifE
RIAERE.

WNRREIBRRRERE—(ERRENLAFTTES “/usr/local”’, RATEEEEFEH equivs (EARE S BRRETR
KRERRE BKER,

Package: equivs

Priority: optional
Section: admin

Description: Circumventing Debian package dependencies

This package provides a tool to create trivial Debian packages.
Typically these packages contain only dependency information, but they
can also include normal installed files like other packages do.

One use for this is to create a metapackage: a package whose sole
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purpose is to declare dependencies and conflicts on other packages so
that these will be automatically installed, upgraded, or removed.

Another use is to circumvent dependency checking: by letting dpkg
think a particular package name and version is installed when it
isn’t, you can work around bugs in other packages’ dependencies.
(Please do still file such bugs, though.)

2.7.13 BiE—(EIEEEE stable R4

B
HRRRER, TEMREFEESERIMIBIEENATIE, MAFTEEMIFILREE

AR D FHAREY stable R4, ERREKEEENITRIENENBE —EERERTHENEE, ETURRERMKE
BARERREIIEE 4R,

£ stable ZR#EMY “/etc/apt/sources. list” BEDFIETIEE

deb-src http://deb.debian.org/debian unstable main contrib non-free

T R EHR =T R HEREE BLAL T SREREEEL,

apt-get update

apt-get dist-upgrade

apt-get install fakeroot devscripts build-essential
apt-get build-dep foo

apt-get source foo

cd foo*

# e H*HHHEH

MNRFEMERIE, IR backport FIEREEBIFREFHT— LT #8528, 1490 dpkg #1 debhelper,
HMITFIIES,
$ dch -i

BHEEEMRA, FUE “debian/changelog” HiII—{& “+bp1”
B TEIEERRESUKEMREINRGT.

$ debuild
$cd ..
# debi foo*.changes

2.7.14 FR APT BXIE(RIPRESE

B ZBREK ZAE Debian I8RENFESREFRIMERITE, SIREIEFZ LAN LRNRAR, 25 APT HE—EXRHK
EARSRZEIT LR, APT AJCUEBHERERER web (hup ) RIBAMRES, G squid (2RE 6.5), MHLR
apt conf(5) # * /usr/share/doc/apt/examples/conflgure index.gz”, BIBE2 “Shttp_proxy B&
= “/etc/apt/apt.conf” {EREFEERIB(FEAREE

BB L Debian ERENERNIETLER, FREZEERAEFZAIEE BTS,

EE
@ & Debian E*ﬁbﬂ’]’f RELER, SEERAMNKEBETEFEEENROHEEEREG, IrJEaE—R
BRI EAER, $—7E, B web (hip) REBFAMREERET B FASEHERKRE,
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]IEE TE N LE

approx V-0, 1:0 7124 | TREX Debian fEREERMRIEFERES ( E4m:=ERI OCaml 230 )
apt-cacher V:0, I:0 266 % Debian R B ARIANGIE RETREVXIE (Perl 723X )
apt-cacher-ng V4, T4 1816 | HEFFEEHFVRENVRIE (C++ MREZEITER)

Table 2.19: Debian {2REMNZERANKIETAR

2.7.15 EZFARIRESEENXG
fRE] AT FEM XA HEE R B EIEME S &,

- MIEREENEEH:

— aptitude(8), dpkg(l), tasksel(8), apt(8),apt-get(8),apt-config(8), apt-secure(8), sources. list(5),
apt.conf(5), and apt_preferences(5);

- KB apt-doc BRBEEIMY“/usr/share/doc/apt-doc/guide.html/index.htm1”#1“/usr/share/doc/apt -do.
- RH aptitude-doc-en EX2EH) “/usr/share/doc/aptitude/html/en/index.html”,

« Debian t85RERE 774134 :
— ”Debian Policy Manual Chapter 2 - The Debian Archive”,

— ”Debian Developer’s Reference, Chapter 4 - Resources for Debian Developers 4.6 The Debian archive”,
— ”The Debian GNU/Linux FAQ, Chapter 6 - The Debian FTP archives”,

« % Debian {£ A& #8732 —{& Debian ERIE B2 :
— “Debian #:EHIERE" ,



http://packages.debian.org/sid/approx
http://qa.debian.org/popcon-graph.php?packages=approx
http://packages.qa.debian.org/a/approx.html
https://zh.wikipedia.org/wiki/Objective_Caml
http://packages.debian.org/sid/apt-cacher
http://qa.debian.org/popcon-graph.php?packages=apt-cacher
http://packages.qa.debian.org/a/apt-cacher.html
http://packages.debian.org/sid/apt-cacher-ng
http://qa.debian.org/popcon-graph.php?packages=apt-cacher-ng
http://packages.qa.debian.org/a/apt-cacher-ng.html
https://www.debian.org/doc/debian-policy/ch-archive
https://www.debian.org/doc/manuals/developers-reference/resources.html#archive
https://www.debian.org/doc/manuals/debian-faq/ftparchives
https://www.debian.org/doc/manuals/debmake-doc/
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Chapter 3

AR

ERAMEIES, HERHERRR Debian RRMHENFRECHN2AEN., EBEEENAHNETRNKIEE LT BISUE
B, EELEMEHRRMAKNSHARREBRVNAZEN.

TER Debian RAFIALIIEZEELA, HHL Debian RAEREIER, BEZSERHMING,
+ Debian Linux #Z/0Fff AL Debian #ZIO0FIEEE I KIE,

« bootup(7) M4BT &R systemd MR KRIENHTE, (ITHARY Debian )

« boot(7) M4BT EH? UNIX System V Release 4 H)Z4ERLEN T2, ( BARAY Debian )

3.1 EEhaFEHEhHA

ERARELESHIERERAERUTENERRR (0S) NERLL, FELELEMEERMNEENIBIE,
REEER, EERmEERETARRRTRMEE PC FEL,
AR EENBIRBRE —EURINET, B—RAEFRRREGEIET R

* BN 3.14

2R, ELEERFIABANERIREC, LW, fR4E:E T BCIZD, BIFTEEE @A (R Debian RAEMILER, FIL, 7EE
EFEERZE, F2REECAKHNBERBRINLE,

3.1.1 F—PEER: UEFI

Unified Extensible Firmware Interface (UEF]) 8 —RIIEAREMFENE E& 7 MENEIEE(FS UEFI FEMW—2 5. =
—EFtEHHEMER, MBEIEREMERENE —(EER, CHERBEELENRBMEEENRTE, PITIHEREE
ARSI BEFAEARMFERAZD (BERIBHAER ), MEEEEBEHMFETE NVRAM, EREIEEREE
AR BN RMEERAZDIIER R RIBEIEE,

EFI system partition (ESP) EFI 247 21 B —ESIBRREEFREN NG, TtEWERARIEE UEF K&, EstEHH

RUEERRS, B UEFI #)32R:50, E©fE7F 7 UEFI ERRERXFELEAEANITHAEEMNIESR, SIEFERKN518E
ANIER, (M PC R4, FHFE MBR 19 BIOS sJARARKE. )



https://kernel-team.pages.debian.net/kernel-handbook/index.html
https://zh.wikipedia.org/wiki/Booting
https://zh.wikipedia.org/wiki/Unified_Extensible_Firmware_Interface
https://zh.wikipedia.org/wiki/EFI_system_partition
https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/BIOS
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3.1.2 FPEER: SIEINEBIERF
S| EE AR ZMENBIZME —RSES, B UEFI 8N, S|EARRISE SO inird BURE A2 218 0L 451
HIELATM, initd MISSRERZLHMEG, SXIERERBRATERNSIEBHARER,

Debian 2B EFER Linux #ZIOMEATERMARZZD,. EFIR 5.x Linux #0087 initrd BGEFHT £ 2 initramfs ( #]%4
RAM IERA 4 ) BIZ,

B Z5IEHAENNEEEIRFE.

e RTE | AAv | initrd SEIBE | g0

grub-efi-amd64 1:325 184 | %% i %i;&t"fﬁ b (ELE'FE )E%‘"' ’
grub-pc V:21,1:646 | 557 | ZiE %RUB =2 %W
grub-rescue-pc V:0, 1:0 6615 | <i& %{RUB #2 éttCEJD g?;%W
syslinux V:3, 1:37 344 <% Isolinux gﬁﬁgg"m%o fExR%M. SIECD
syslinux V:3, 1:37 344 %1z Syslinux ?l.ggg g;[ &EH%JSZE’E%%% CFAT)
loadlin V0, 10 90 | %iE Loadlin ;’f‘ #EHiE FreeDOS Bt MSDOS FREX

Table 3.1: 5| EIIEFIEFIIFE

e
@ [BA1;3EH grub-rescue-pc BEEEIFIBMRRE RT3 BE1EER (FESHE, CD B ), HAHFE
BIEEAER, AR YERER TIFNEI AR, o3I BEEamth s BRNAL.

52 UEFI &4t , GRUB2 B %c:EHN ESP /2 E#&, {£F”/boot /efi/EFI/debian/grub.cfg” ¥ search. fs_uuid
FEXERY UUID REEE GRUB2 EEREIEZR"/boot/grub/grub.cfg” FTE 5 EHE,

GRUB2 BB ECEERNBEI N BERER:

menuentry ’‘Debian GNU/Linux’ ... {
load_video
insmod gzio
insmod part_gpt
insmod ext2
search --no-floppy --fs-uuid --set=root fe3eldb5-6454-46d6-al4c-071208ebe4bl
echo "Loading Linux 5.10.0-6-amd64 ...’
linux  /boot/vmlinuz-5.10.0-6-amd64 root=UUID=fe3eldb5-6454-46d6-al14c-071208ebedbl «+
ro quiet
echo "Loading initial ramdisk ...’
initrd /boot/initrd.img-5.10.0-6-amd64

HHIEIEHH /boot/grub/grub.cfg, EEREGRBIWERUT.

ZEiEMpR"/boot/grub/grub.cfg” #EAY quiet , REEMIBIRZDMENBREN. KRENEEENR, Fik
#8”/etc/default/grub” #fJ"GRUB_CMDLINE_LINUX_DEFAULT="quiet”” {T,



https://zh.wikipedia.org/wiki/Boot_loader
https://zh.wikipedia.org/wiki/Initrd
https://wiki.debian.org/initramfs
http://packages.debian.org/sid/grub-efi-amd64
http://qa.debian.org/popcon-graph.php?packages=grub-efi-amd64
http://packages.qa.debian.org/g/grub-efi-amd64.html
https://zh.wikipedia.org/wiki/GNU_GRUB
https://zh.wikipedia.org/wiki/GNU_GRUB
http://packages.debian.org/sid/grub-pc
http://qa.debian.org/popcon-graph.php?packages=grub-pc
http://packages.qa.debian.org/g/grub-pc.html
https://zh.wikipedia.org/wiki/GNU_GRUB
https://zh.wikipedia.org/wiki/GNU_GRUB
http://packages.debian.org/sid/grub-rescue-pc
http://qa.debian.org/popcon-graph.php?packages=grub-rescue-pc
http://packages.qa.debian.org/g/grub-rescue-pc.html
https://zh.wikipedia.org/wiki/GNU_GRUB
https://zh.wikipedia.org/wiki/GNU_GRUB
http://packages.debian.org/sid/syslinux
http://qa.debian.org/popcon-graph.php?packages=syslinux
http://packages.qa.debian.org/s/syslinux.html
https://zh.wikipedia.org/wiki/SYSLINUX
http://packages.debian.org/sid/syslinux
http://qa.debian.org/popcon-graph.php?packages=syslinux
http://packages.qa.debian.org/s/syslinux.html
https://zh.wikipedia.org/wiki/SYSLINUX
https://zh.wikipedia.org/wiki/File_Allocation_Table
http://packages.debian.org/sid/loadlin
http://qa.debian.org/popcon-graph.php?packages=loadlin
http://packages.qa.debian.org/l/loadlin.html
https://zh.wikipedia.org/wiki/Loadlin
http://packages.debian.org/sid/mbr
http://qa.debian.org/popcon-graph.php?packages=mbr
http://packages.qa.debian.org/m/mbr.html
https://www.chiark.greenend.org.uk/~neilt/
https://www.chiark.greenend.org.uk/~neilt/
https://zh.wikipedia.org/wiki/Master_boot_record
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B3 &
GRUB2 #&RZHF A gzio, part_gpt, ext2
e - ID=fe3eldb5-6454-46d6-al4c-0712 4b1 EEE
(5 F A 2 7 4 53 2 ?gﬁau\%lnﬁffﬁise db5-6454-46d6-al4c-071208ebedbl FEE
(=N
DR RIS =R TS o F 4n P Y R 1K /boot/vmlinuz-5.10.0-6-amd64
T Ty root=.UU£D=fe3e1db5-6454-46d6-a14c-0712®8ebe4b1
ro quiet
initrd MRRIG RIS R R E afizFEd /boot/initrd.img-5.10.0-6-amd64

Table 3.2: /boot/grub/grub.cfg iEX FEPHBRERBEEE

"R
BEBEREE “/etc/default/grub” #J GRUB_BACKGROUND ZEIEMRIHERIER, ABIEHERIEREIEHA
“/boot/grub/”, {REESATER GRUB FIRENF R,

28 “info grub” K grub-install(8),

3.1.3 S =PEER: #{F Debian R4k

AR Debian RAAZHENRIZAVE=PEER, HMSIEMERZFEE., ESECRETETRARZOINRIERZR, ERHK
BRAEH— (B PR RS ER,

i
“{F Debian Z4" REELANGRE, AREAETHASDRENESERE, SEREBRRBRE nid
B initrams F4f5, SCIERRTRABIARORMEEE Debian ZETZF R,

/init EXNREEBPMRERAZ LHITHNE—ERENX, EEEIEERETHEIEZOGML, WIBEHIERLS
—PEER, AR Debian R4 EELHTE £ 5| ERTE 2 BIFIEZOEAT AN ZH B EIRERA G, F5|EREENEE,
+ YR initramfs @A initramfs-tools &3z, BJ”/init” 22 —1{& shell I5SBER.

— B@EAZOARI “break=init” EEHBE, (Re]APENS IS EERTELAIES root shell, S HEHREGRES
R” /init “BIA, iEf@ shell IRIBE BHMMF, (Ro]@iBERIFINIGEHEZIERE,
— JR{R Debian R4 ] BHVIES EFEEIEMN, HFER—EMREE busybox(1) /9 GNU T ER{t,

« YR initramfs 2 H dracut B3z, BI”/init” B2 —E ENFH systemd IR,
— {7 Debian RAF I HIGRSE—EFREEBR systemd(1) IRIE,

=z
TR

SE—ERBERERZAK LN, /A mount IFLFZEHRM -n EIE,

3.1.4 ZEUUPEER: #1H Debian R4

E 31 Debian KRR ZXENRIZAVSEIUPEER, HIIE(R Debian RAAEEN, #{R Debian RAAILOELIRIZ T EEETT, R
ERZMIBTIEREIREBERMERERAR L.

init EFRAZHITNE—EIEF (PID=1), EXIEESEREFUTMAIESIERE. nit EFWEREER"
/usr/sbin/init “, {(BE[i@BZOEEIZEUEN, BIgN” init=/path/to/init_program”,

£ Debian 8 jessie (2015 S8 ) kA&, »/usr/sbin/init” 2 —1{EZI”/1ib/systemd/systemd” HIFFSEELE,



https://zh.wikipedia.org/wiki/Initrd
https://www.debian.org/devel/debian-installer/
https://zh.wikipedia.org/wiki/Init
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N
R RBEPERER init LT AER “ps --pid 1 -f" SR,

EREEE TATE XV | FREA

systemd V:856, 1:964 | 11223 | ERNBEHFHEZIETIERN init(8) BATTIZ (FIEN sysvinit)
cloud-init V:2,1:5 2870 initialization system for infrastructure cloud instances
systemd-sysv V:823,1:962 | 77 systemd EFAAURE sysvinit BHFMEFMTTIRELS
init-system-helpes.o) 1970 | 130 | & sysvinit F systemd 2 TMEimmEEN TR
initscripts V:36, 1:143 198 FRYIR AR R ARV A

sysvinit-core V:5, 1:6 373 #8 System VY init(8) TH

Sysv-rc V:72,1:155 | 88 ¥8 System V FRETTARBIE X HEH]

sysvinit-utils | Vv:898,1:999 | 102 ¥8 System VHJBRA LE (startpar(8), bootlogd(8), ----- )
Isb-base V:686,1.729 | 12 Linux F2ZE# &0 3.2 FREY init RIATOEE

insserv V:85,1:154 | 153 A LSB init.d RIA KRR EBZE TR LE
kexec-tools V1, .6 316 FAiR kexec(8) ERX ( EARRED ) BY kexec TH
systemd-booteharky, 1. 131 | BENRIZSAE AT

mingetty V:0, 1:2 36 EBEHIER getty(8)

mgetty V:0, 1.0 315 e B AR R getty(8) BfKm

Table 3.3: Debian R4 ZEN T BEYIR

N
BREMENRIEINRNREN, F2 R Debian #E: RENRIZINEZIIR,

3.2 Systemd

3.2.1 Systemd #1411t
When the Debian system starts, /usr/sbin/init symlinked to /usr/1ib/systemd is started as the init system process
(PID=1) owned by root (UID=0). See systemd(1).

systemd ¥JIALIEFENRE TR EIER (2R systemd.unit(5)) RLITIRERF, BEETREERFERESEN
Iiﬁ KB ZBIRVEE SysV HBRERAELETEERERR TEN—RIIBZLREHA (2R systemd-system. conf(5))

IRERTEFRHE — B EHAY Linux control groups, EETTEFR, ERBIR—EFAER systemd B4R (2R
cgroups FE 4.7.4),

Units for the system mode are loaded from the ”System Unit Search Path” described in systemd . unit(5). The main ones are
as follows in the order of priority:

« ”/etc/systemd/system/*”: System units created by the administrator
« ”/run/systemd/system/*”: Runtime units

« ”/1ib/systemd/system/*”: System units installed by the distribution package manager

fthFRE Bk FERA{AREIB Want s=”, "Requires=", ”Before=", "After=", .- Z3gRRKRECE, (2R systemd.unit(5)
#2#9”"MAPPING OF UNIT PROPERTIES TO THEIR INVERSES”), & RIZHIth 2 E & (2R systemd. resource-control(

RIBETEEERNFTERED EFIRIEA:



http://packages.debian.org/sid/systemd
http://qa.debian.org/popcon-graph.php?packages=systemd
http://packages.qa.debian.org/s/systemd.html
http://packages.debian.org/sid/cloud-init
http://qa.debian.org/popcon-graph.php?packages=cloud-init
http://packages.qa.debian.org/c/cloud-init.html
http://packages.debian.org/sid/systemd-sysv
http://qa.debian.org/popcon-graph.php?packages=systemd-sysv
http://packages.qa.debian.org/s/systemd-sysv.html
http://packages.debian.org/sid/init-system-helpers
http://qa.debian.org/popcon-graph.php?packages=init-system-helpers
http://packages.qa.debian.org/i/init-system-helpers.html
http://packages.debian.org/sid/initscripts
http://qa.debian.org/popcon-graph.php?packages=initscripts
http://packages.qa.debian.org/i/initscripts.html
http://packages.debian.org/sid/sysvinit-core
http://qa.debian.org/popcon-graph.php?packages=sysvinit-core
http://packages.qa.debian.org/s/sysvinit-core.html
http://packages.debian.org/sid/sysv-rc
http://qa.debian.org/popcon-graph.php?packages=sysv-rc
http://packages.qa.debian.org/s/sysv-rc.html
http://packages.debian.org/sid/sysvinit-utils
http://qa.debian.org/popcon-graph.php?packages=sysvinit-utils
http://packages.qa.debian.org/s/sysvinit-utils.html
http://packages.debian.org/sid/lsb-base
http://qa.debian.org/popcon-graph.php?packages=lsb-base
http://packages.qa.debian.org/l/lsb-base.html
https://zh.wikipedia.org/wiki/Linux_Standard_Base
http://packages.debian.org/sid/insserv
http://qa.debian.org/popcon-graph.php?packages=insserv
http://packages.qa.debian.org/i/insserv.html
http://packages.debian.org/sid/kexec-tools
http://qa.debian.org/popcon-graph.php?packages=kexec-tools
http://packages.qa.debian.org/k/kexec-tools.html
http://packages.debian.org/sid/systemd-bootchart
http://qa.debian.org/popcon-graph.php?packages=systemd-bootchart
http://packages.qa.debian.org/s/systemd-bootchart.html
http://packages.debian.org/sid/mingetty
http://qa.debian.org/popcon-graph.php?packages=mingetty
http://packages.qa.debian.org/m/mingetty.html
http://packages.debian.org/sid/mgetty
http://qa.debian.org/popcon-graph.php?packages=mgetty
http://packages.qa.debian.org/m/mgetty.html
https://wiki.debian.org/BootProcessSpeedup
https://www.kernel.org/doc/html/latest/admin-guide/cgroup-v2.html
https://zh.wikipedia.org/wiki/Cgroups
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- *service {HIAH systemd EHIFEERIIZRF. 28 systemd. service(5).

« *.device {IRTE sysTs(5) BEEA udev(7) RERRBRIEE, 251 systemd.device(5).

« *mount #HIAH systemd IZFHIFEZENERRAHEE, 287 systemd.mount(5).

« * automount {HIAH systemd FHIFEZWIERAZ KB THHEE, 28 systemd.automount(s).

« *swap H#IRH systemd IFHIFIEIER swap IERHEE, 28 systemd. swap(5).

« * path {HR# systemd EXIZRIRRIE, AMRENRKEMEE., 28 systemd.path(s).

. *socket {EIRHE systemd IZFFHIFEBENERET, ANRENREREFTNEE., 28 systemd.socket(5).
- *timer fHiAH systemd IEHIFNEERVETEFEE, FAMNEMNERENES., 27 systemd. timer(5).

- *slice EIE cgroups(7) WER, 28 systemd.slice(5).

- *scope £ systemd MIERHINERZXCHEL, AUBSE—RIIZRKIEF, 28 systemd. scope(5).
- *target IEHEETEERDE, EMENIEHE, REURITE, 28R systemd.target(s).

RUERNENRS ( BN, init ), systemd IRF B ERE)”/ 1ib/systemd/system/default. target (i@FEEF)”’graphical. t:
HOFTFSEE AL ) B 7, — LTk target BE T ( 2R systemd. special(7) ), kb7 local-fs. target”.”swap. target”
F”cryptsetup.target” E#MS|IAUREIERZA, 218, HE target BT ERBESTRBRAG MRS, 40

&R, EEIE bootup(7).

systemd Rt EEEBIINEE, #£7/etc/init.d/rc[0123456S].d/[KS]name” {2EHR SysV BRI ENIE S8
DAEWHHT; telinit(8) EWEBIRE systemd FIETT/EENFEK,

=z
IES =)

WREFRVBITARR 2 B 4 2EWAFRIELD TR “multi-user.target’,

3.2.2 Syatemd login

When a user logins to the Debian system via gdm3(8), sshd(8), etc., /1lib/systemd/system --user is started as the
user service manager process owned by the corresponding user. See systemd(1).

The systemd user service manager process spawns processes in parallel based on the declarative unit configuration files (see
systemd.unit(5)and user@.service(5)).

Units for the user mode are loaded from the ”User Unit Search Path” described in systemd.unit(5). The main ones are as
follows in the order of priority:

« »~/.config/systemd/user/*”: User configuration units
« ”/etc/systemd/user/*”: User units created by the administrator
* ”/run/systemd/user/*”: Runtime units

« ”/1ib/systemd/user/*”: User units installed by the distribution package manager

These are managed in the same way as &fi 3.2.1.

3.3 iR

FEERIE ERERIZIOEER E, 8e50iEiREE thFIRIBIEKFREEE,
# dmesg -n3




Debian 2= F

80/232

L EEE NI B

0 KERN_EMERG REEATH

1 KERN_ALERT 1TRW A ST BNEREY
2 KERN_CRIT CRIEEF

3 KERN_ERR R IR

4 KERN_WARNING EZEBHE

5 KERN_NOTICE EREEEMNRHEF

6 KERN_INFO BiRER

7 KERN_DEBUG debug ZLRIRIE =

Table 3.4: #ZILERERARAITR

3.4 R#E

£ systemd T, MDA KB NEREIB HERFE systemd-journald. service (X% journald) Rid#%, W
7£7/var/log/journal” FEOREM EMBIER, sKHMAE”/run/log/journal/” FHIELH ZEMFIER. B
LTEAMFIHREER, TSR journalct (1) @ 2REAM, #IU0, (REICARERKRE —REEINRIBRE, &
TRiR:

$ journalctl -b

BRE AR

v MR EL72, _ ~ E 9_\

Ejﬂtﬂiﬁ RERENFRIR R R RFEF RO »journalctl -b --system”
A

fﬁtaﬁgﬂiﬂﬂg /N A S Bl fE &R AR »journalctl -b --user”
pzl A

oo — 7Yl E] CRreE)

Fgﬁh"%ﬁé RENENREIARY Sunit” T »journalctl -b -u $unit”
A

RRIERE —IXRERBRN Sunit” BT

fEREE Ctail - o) journalctl -b -u $unit -f

Table 3.5: BifYH journalctl &< K ERFIR

7£ systemd F, Z#&&HFE TR rsyslogd8) esfLA MR LR, NRELRTE, TENETCWITARENS
St TEME AZRER (KRBT systemd ZBIFEERAY”/dev/1log”) MBI EHRIK A M ASCI REHFEH,
»/etc/default/rsyslog” f1”/etc/rsyslog.conf” BESNE EZHFIERTERE TR, 28 rsyslogd(8)
rsyslog.conf(5), the]LAZ2 R & 9.3.2,

3.5 R4AaER

systemd NMEERBAMYIIAK, B systemct1(1) RLRILBANRASIRIRE,

58, EEfIFHR$unit”, BJUE—EETE (FE. . service M . target BeiER), &, ARSERT, t
AL ILECH Z{E BT (shell R SEHMBRF T *”, 727, 717, EBEA fnmatch3d) , RILE BRIECIELE
HFTEETHELRZRE).

LFEIFHRGIRENERS, BERE R sudo” REE, AUNESEENRASIETTE,

"systemctl status $unit|$PID|$device” M ERBEERIIE ("e”) RELABITIARE, RABT—IRHMANE,
- HERY e” RIR—E” NiEE)” 23” ERTNEEP” HIARE,

- ALERY e RN KT E “Hhx K.

- REre” RN EEN. "EFEAPR | MAPR” RE,
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1BRE YRR

S FT A target EIohcE “systemctl list-units --type=target”
FIEFrA service ETicE “systemctl list-units --type=service”
FHATEE i &2 5] “systemctl list-units --type=help”

S ECTERE R FT A socket BT “systemctl list-sockets”
FIHECTREERFIA timer EJT “systemctl list-timers”
- BE”$unit” “systemctl start $unit”
EIE"sunit” “systemctl stop $unit”
SHEARBIERNEE “systemctl reload $unit”
- [EIEFIRREIFR B sunit” “systemctl restart $unit”
CRESunit” TEIEFFBEEER “systemctl isolate $unit”
CERE] B (EETEESR) “systemctl isolate graphical”

R3] ZEAE (RIIERR) “systemctl isolate multi-user”
HERI BEREN (EFERE®SIER) | systemctl isolate rescue”

\”sunit” EERIEAE “systemctl kill $unit”

BE sunit” 2 A2 &8I/ “systemctl is-active $unit”

BE sunit” A Xl “systemctl is-failed $unit”

®&-$unit [$PID|device” FIIREE “systemctl status $unit[$PID|S$device”
BER”$unit [$job” BUE™ »systemctl show $unit|$job”

WA $unit” “systemctl reset-failed $unit”

S B E TARERRETE “systemctl list-dependencies --all”
IHERELRGZ EETRER “systemctl list-unit-files”

B Sunit” GEINRFIRESS) “systemctl enable $unit”

ER"Sunit” (MRTTIEEL) “systemct1l disable $unit”
g%gg)wnlt (MIFRE]"/dev/null” By ”systemctl unmask $unit”

N D) RTINS T T[> 3 /2]

gg Sunit” (EMNZE”/dev/null” BIFTSE ssystemctl mask $unit”

JEENFEERAY target FRE “systemctl get-default”

SR XEFHER target Z”graphical” (Ei2&%t) | "systemctl set-default graphical”
TACSgEIAF % — S

%TJ%Z%XE,J target Z3"multi-user” (@2 »systemctl set-default multi-user”
R LFIRIREE “systemctl show-environment”
THEIREBEEEvariable” MI{E&"value” | “systemctl set-environment variable=value”
BGEIRIBEEE"variable” FUERE “systemctl unset-environment variable”
SNBSSt R BTz »systemctl daemon-reload”

( daemon )

BIE Y “systemctl poweroff”
- BRTIER R R “systemctl reboot”
- BIERE “systemctl suspend”

REER % “systemctl hibernate”

Table 3.6: BiFYHY systemct 1 S5 S HERTIR
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3.6 HERGER

BT systemd TEEZTENE KRG SR, AREEE cgroups(7) ERHVHERARY man FME,

mHER
OLE ”systemd-analyze time”
ﬁﬂﬂjﬁﬁﬁﬁﬁﬂﬁ%ﬂﬂ“%ﬁfﬁ “systemd-analyze blame”
ﬁX”$un1t” fﬁ?ﬁf\/ﬁ AIEEER ”systemd-analyze verify $unit”

”loginctl user-status”

A T FAARE ”loginctl session-status”
EEW&" cgroups EI’JFS(EWE’J& “systemd-cgls”

FRHE cgroups FORRENBTE “ps xawf -eo pid,user,cgroup,args”
IRHE cgroups FURRENEFE sBH"/sys/fs/cgroup/” FHY sysfs
Table 3.7: systemd THEZFEERXHLIIR

3.7 System configuration

3.71 FH#Z

BIDEER B EE, TERNEIRIRASR, 158 systemd-hostnamed. service MEINRAKEMIRTE RV EHSZ, It
FHBEFEFE/etc/hostname”, EEEREZRAEESRATHE, MAR2BIFA,

#BHHIT hostname(l) ST UFTENE BRI EILSE,
3.7.2 ERiG

BRI R R BN ERIET] ATE” /etc/ Fstab” F3RE, 2R fstab(s) FI&F 9.6.7,
NBERAGEREREE “/etc/crypttab” 1, 28 crypttab(s)
#X RAID WIECE mdadm(8) :RXETE”/etc/mdadm/mdadm. conf”. 28 mdadm.conf(5).

OF

RRNENRIRSE, FERNE THREEEZRLLE, "/tmp”, "/var/lock”, #1"/var/run” FHIEERHER S5

Lo} £ DR
St IR

o

3.7.3 HFBNEYIBIL

#52EF systemd #93R1X Debian RE &R 4%, BN EL%EEW{EIEE?%L TR Lo NEEEE “networking . service”
BRIE, MEENEEA “NetworkManager.service” BRIZ,

288 5 RENERREEEFINE,



https://zh.wikipedia.org/wiki/Cgroups
https://zh.wikipedia.org/wiki/Cgroups
https://zh.wikipedia.org/wiki/Cgroups
https://zh.wikipedia.org/wiki/Sysfs
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3.7.4 Cloud system initialization

The cloud system instance may be launched as a clone of ”"Debian Official Cloud Images” or similar images. For such system
instance, personalities such as hostname, filesystem, networking, locale, SSH keys, users and groups may be configured using
functionalities provided by cloud-init and netplan.io packages with multiple data sources such as files placed in the
original system image and external data provided during its launch. These packages enable the declarative system configuration
using YAML data.

See more at ”Cloud Computing with Debian and its descendants”, ”Cloud-init documentation” and g1 5.4.

3.7.5 Customization example to tweak sshd service

{EAE:RZRE, EFiB systemd BENRY@TEF, 7E network.target RENE, RSBERRIE (BRE 6) FAKREST

FE12F (daemon ) RYEl, “sshd” thARFISh, BIEFUERBIZFRIE sshd” (FR—EERLHILIF,
BE, FRRARZTENRTEETT,

$ sudo systemctl stop sshd.service
$ sudo systemctl mask sshd.service

B4 Unix IRFSMIRFE R F A (on-demand socket activation ) R&EH inetd (k xinetd) BARRRFERIE M. &
systemd ¥, tBEIINEERESDEIBIG NN *.socket Fl *.service B T HC E1E F REUA.,

sshd.socket FAIZREE—EERENERT

[Unit]

Description=SSH Socket for Per-Connection Servers

[Socket]
ListenStream=22
Accept=yes

[Install]
WantedBy=sockets.target

sshd@.service {4 sshd. socket [LEEHIARTEIE R
[Unit]
Description=SSH Per-Connection Server

[Service]
ExecStart=-/usr/sbin/sshd -i
StandardInput=socket

SRIREFEFA,

$ sudo systemctl daemon-reload

3.8 udev R4t

% Linux 0 2.6 hRBE%A, udev 4% IR T BENERESE IRV B ESE], (2R udev(?). ERZLOBRESREEENE
L, udev RER(ERN sysfs IBRALK (2 RET 1.2.12) WEMME —EFERAEER, £H modprobe(8) 12\ (2 REN
3.8.1) AZIEEERMZOELAE, B BN S 2,

U

MRAMRFELIER, "/1ib/modules/kernel-version/modules.dep” ;8B # depmod(8) IEE4ERL, 1E4AR]
BERNE ) udev RARIFHAEERI AN, #iT'depmod -a” RIBIETE,

"/etc/fstab” BEMMERR, KEHAVNFESFHFEN, REELAER UUID REEFEE, RAE/dev/sda” Z
HEWERER 2R 9.63.



https://cloud.debian.org/images/cloud/
https://en.wikipedia.org/wiki/YAML
https://wiki.debian.org/Cloud/
https://cloudinit.readthedocs.io/en/latest/index.html
https://zh.wikipedia.org/wiki/Udev
https://zh.wikipedia.org/wiki/Sysfs
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
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H5S udev RER—EIEELLIEY), REECSXHET THAME, AEEREH®TRIWER.

3.8.1 fMEAEYIAE

81 modprobe(8) FZRFIEBFMIPRAZ OARAE, EFHMIBELREREZFRBEETERITH Linux &0, udev R4 (2
REl 3.8) BENMLERMIURE BN ZOEB IR,

TEHMIFEFEERRAMISIRWEREEIEE, FTERFELIAN, IEEME /etc/modules” EREIEH 2R
modu les(5)).

« TUN/TAP #8481 1t EE#E /Y Point-to-Point A& IEE (TUN) FE#HEHY Ethernet £ KABIRAFER4EE (TAP),

« netfilter #R4B1Z 4 netfilter B XAEBES] (iptables(8), & 5.7),

+ watchdog timer SREHR4H,

modprobe(8) 2N FIAHREFEZR 2% modprobe . conf(5) BEREARLTE”/etc/modprobes.d/” BT, (WRFEEEHE
BEESARLEZOMEE, ERIEEPEREREME/etc/modprobes.d/blacklist” 1254.)

»/1ib/modules/version/modules.dep” f&ZH depmod(8) 2N ERK, TR T modprobe(8) F2h {EARIIELE
fRFBME.

=S
WMRRERENRS HIRE 4 ARIRE, =% modprobe(8) ¥ HIR/E4H S ARIEE, "depmod -a” FJLLEIBE
#'modules.dep” REFRISLREIE,

modinfo(8) ¥2TVEE R Linux fIOMRAEE .
Lsmod(8) T2\ LAIF BRI B /R”/proc/modules” WNE, BEREFIZOEA T WLLAE4E,

N

{REESOARFERRIAI (MR LAVRERE, 2RE 9.5.3.

{Re] CATERAEDAS SRECHERE RS FRHAEERVFEREY S ., 2 RE 9.5.4.
fRe] AEFAmZZ O RIENRIVS AR BIIZIE. 2R 9.10.



https://zh.wikipedia.org/wiki/TUN/TAP
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Watchdog_timer
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Chapter 4
R IS E AT

EEAE (HER) FEFNARN, FEETIHE, BRENHEREE.

iﬂ:

PAM BRIECEEER FIBEE SHIEMRBVR MR, R BEE —(EXEBIFRIRIE CD, HERIL—EE AR boot 53 EIFE,
RTWERE, HMEEEACPIMEIRAARL L EHR.

4.1 —A8HY Unix 3:%

—A%EY Unix 858 H PAM ( Pluggable Authentication Modules, BIeJ# ABVERREIE4E ) THY pam_unix(8) #R4AREHE., &
M3 EEZERNT, ENMEEER “7 5R.

EES Frel g EAE H Bz

/etc/passwd “rwW-r--r-- root root (BAXE) EAERRES
/etc/shadow SrW-r----- root shadow | EEMNZR{ERERSES N
/etc/group -rW-r--r-- root root HER

Table 4.1: pam_unix(8) R 3 EEEHREIRER

“/etc/passwd” BETFIAR,

userl:x:1000:1000:Userl Name,,, :/home/userl:/bin/bash
user2:x:1001:1001:User2 Name, ,, :/home/user2:/bin/bash

90 passwd(5) FFTR, EEERPH “:" FRBIESEMNT,

- BAE

- BB NER AR

- BFRANERE ID
- BiF R4 ID

- EREBENEIERG



https://zh.wikipedia.org/wiki/Pluggable_Authentication_Modules
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- ERERBR
- [ENERERESEESR

“/etc/passwd” B3 _IEE LM ARGBEINRENZNE, E5IAT “/etc/shadow” %, ZIE#H A REAZEH
iﬁo

RES :RER
X NZRZBREFE “/etc/shadow”

Table 4.2: “/etc/passwd” SEZIBMAR

“/etc/shadow” BETIAE.

userl:$1$XopOFYHISIFxyQwBe9b8tiyIkt2P4F/:13262:0:99999:7:::
user2:$1$vXGZLVbS$SELYErNf/aguDsm1DehJIMS/:13261:0:99999:7: ::

g0 shadow(5) FFTIR, EEERTHE “:" IWIBESEUT.

- BAE

- INZEATZRS (BHEERY “$1$” FRREER MD5 MNZE, “+" RRBEFEA. )
- RERIENEBMAEE, HRRHE 1970 F 1 A 1 HEMWXE

. RFFEREBIRIENEREN X EEPE

. (EAEWBENEBIIXEEMR

- BEBAMATHIRE, EHERERESRHES

- BEBAMENXE, TREEEBRESHES

- MRIRSCIMAIRSRE, HRRMHE 1970 F 1 B 1 BEEHIRE

“/etc/group” BETINE,

groupl:x:20:useril, user2

W group(5) FETR, EEERPH “:" IRHBIESENT.
- HHEWHE

- INZBEAVEZRNE (AEWELEFER)

- BIFRRAE ID

- A Y PRENERERBIIR

)ES
“/etc/gshadow” & “/etc/group” EBMHTE “/etc/shadow” MBINNINEE, (B3 EMEFHER,
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E
3 SR’auth optional pam_group.so” & T #1 I Z 7T"/etc/pam.d/common-auth”, i H
f£"/etc/security/group.conf” #BiEITTERE, —EfEAENERAER I UWHEIREIIE, £ 7 pam_group(8).

E
base-passwd REERBE T —IMEREMBNEHXH:“/usr/share/doc/base-passwd/users-and-groups. ht

4.2 EIEMRIFFZHEN

THR-LEERRKENNERRES.

5% Ihee

getent passwd user_name BE “user_name” HITRSEZ N
getent shadow user_name i & user_name” BB FIIRSE & a1
getent group group_name BIE “group_name” BIZHE

passwd BIEIRRE NS

passwd -e AR FARIMRSRERE — X TERZS

chage BIEEEENEEN

Table 4.3: EIBIRIEENAIFES

Heppy—LEINEE REEW root fEA, EISFERMMELR crypt(3).

E
EERTET PAM 1 NSS B9 4 £ (90 Debian salsa #28 ), &ify “/etc/passwd” . “/etc/group” F
“/etc/shadow” FIBEREHALRRAFER., J:ﬁE’Jur:vEﬂﬁJfﬁ"LfEiaiﬂ"Fﬂ‘Eémﬁ*ﬂlE’J

4.3 25

ERRLREFEI —EIRIRENE passwd(1) IR, REZEZE—EFZE, SE&%H 6 2 8 EFtEn, HPE
BT IIRIE passwd(1) [RENBEHES P —E=Z EFT.

- INEFEF
s BF0Z9
.« PZERTTEE

D

B Ek} I

5 4=
MEPAREFEAT BRI, IRSER. SMEEME. SiE9RE. ik, £8. REMEXBYNEF. F
NESER, FSEEMIFEICRRG (1A “12345” B “qwerty” ) SEREIEREAIEIE,



https://salsa.debian.org
https://zh.wikipedia.org/wiki/Password_strength
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]EE WITE KN B Ihee
whois V:26, 1:259 387 mkpasswd % crypt(3) EFfBRER iR
openssl V:838, 1:995 2294 ggggzz t FTEZRE3E (OpenSSL). passwd(1ssl)
Table 4.4: £ ZEMN TR
4.4 ERIIINZERIZENE

THE LA £ INEINZZN (BT A,

4.5 PAM F1 NSS

IHCHY%E Unix R4 (5180 Debian 2 4% ) 124t PAM ( Pluggable Authentication Modules, ¥HEATUEREEIEZH ) F0 NSS
( Name Service Switch, ZBIRFELIIR ) WHILAMARREIES, FEtfIeHRAEECHERS. EMIIEERIUMRES
DA 425,
- PAM 4B FRERESIRIL T —(EREMREMS], FALLERE T EBERIME,
« NSS Rt 7T —EZ B RBBARTSHES], SLEW C IZREEFER, EFIW 1s(1) M id(1) EXRMENESEREMA
&,
PAM #lI NSS R4 7RIRFFREC— K,
PAM #1 NSS AP EZREREEELIN T,

ERi2E ITE X/ | FREA
Tibpam-modules | V:890,1:999 | 1005 | JAATERza =Ad ( EhEARTS )
Tibpam- ldap V1, 1:6 249 725 LDAP N ERVREA N RS 1R H
Libpam-cracklib |y, g 117 | BUA cracklib TIBHOIEA EREIE4A
Tibpam-systemd | V:550, :932 | 624 Fi? logind ;M {ERE EEMNEAREEERZ (PAM )
Tibpam-doc 1.0 1002 ?ﬁ)\‘t%ﬂﬁﬁzﬂ ( html FIXFXXH )
1ibc6 V:925,1:999 | 12987 : HIRFELIHE ARF
glibc-doc 1.9 3502 | GNUC Fﬁﬁﬂﬁﬁ
glibc-doc-reference 13188 | GNUC EE: 2%/, B info. pdf#1 html #5355 ( non-free )
Tibnss-mdns 1:508 141 FATR AT 4HTE DNS 2MBHY NSS 1228
libnss- ldap V:0, 1:6 265 NSS 1%2H, FIRR{ER LDAP & —E R BIRTEN
. . NSS %28, FIR{ER LDAP fEA—ERBIRFEDN
libnss-ldapd 1:15 129 ( libnss- ldap HI%f fork )

+ libpam-doc 1 “The Linux-PAM System Administrators’ Guide”

Table 4.5: PAM #1 NSS R M EEREEER

R PAM FRECHI L E M,

+ glibc-doc-reference Y “System Databases and Name Service Switch” ZEEf# NSS AR EE X4,

iE

LJx‘ILMﬁFH “aptitude search ’libpam- |11bnss "7 BS
“Network Security Service, #BIREZLRFE", EREN

EEIRE

IR E S HERAEIER, NSS #EE el
‘Name Service Switch, ZfBIRFELIIER",



http://packages.debian.org/sid/whois
http://qa.debian.org/popcon-graph.php?packages=whois
http://packages.qa.debian.org/w/whois.html
http://packages.debian.org/sid/openssl
http://qa.debian.org/popcon-graph.php?packages=openssl
http://packages.qa.debian.org/o/openssl.html
https://zh.wikipedia.org/wiki/Salt_(cryptography)
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/Pluggable_Authentication_Modules
https://zh.wikipedia.org/wiki/Name_Service_Switch
https://zh.wikipedia.org/wiki/Name_Service_Switch
https://zh.wikipedia.org/wiki/C_standard_library
http://packages.debian.org/sid/libpam-modules
http://qa.debian.org/popcon-graph.php?packages=libpam-modules
http://packages.qa.debian.org/libp/libpam-modules.html
http://packages.debian.org/sid/libpam-ldap
http://qa.debian.org/popcon-graph.php?packages=libpam-ldap
http://packages.qa.debian.org/libp/libpam-ldap.html
http://packages.debian.org/sid/libpam-cracklib
http://qa.debian.org/popcon-graph.php?packages=libpam-cracklib
http://packages.qa.debian.org/libp/libpam-cracklib.html
http://packages.debian.org/sid/libpam-systemd
http://qa.debian.org/popcon-graph.php?packages=libpam-systemd
http://packages.qa.debian.org/libp/libpam-systemd.html
http://packages.debian.org/sid/libpam-doc
http://qa.debian.org/popcon-graph.php?packages=libpam-doc
http://packages.qa.debian.org/libp/libpam-doc.html
http://packages.debian.org/sid/libc6
http://qa.debian.org/popcon-graph.php?packages=libc6
http://packages.qa.debian.org/libc/libc6.html
http://packages.debian.org/sid/glibc-doc
http://qa.debian.org/popcon-graph.php?packages=glibc-doc
http://packages.qa.debian.org/g/glibc-doc.html
http://packages.debian.org/sid/glibc-doc-reference
http://qa.debian.org/popcon-graph.php?packages=glibc-doc-reference
http://packages.qa.debian.org/g/glibc-doc-reference.html
http://packages.debian.org/sid/libnss-mdns
http://qa.debian.org/popcon-graph.php?packages=libnss-mdns
http://packages.qa.debian.org/libn/libnss-mdns.html
http://packages.debian.org/sid/libnss-ldap
http://qa.debian.org/popcon-graph.php?packages=libnss-ldap
http://packages.qa.debian.org/libn/libnss-ldap.html
http://packages.debian.org/sid/libnss-ldapd
http://qa.debian.org/popcon-graph.php?packages=libnss-ldapd
http://packages.qa.debian.org/libn/libnss-ldapd.html
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=
PAM 2R B ERIBLREEHRDARTERENRER A

£ systemd K, libpam-systemd BREEEI M L RAREIEFERAEEAN, BEBA logind 7 systemd ¥=H4HE 4 P LM
FEREZERER, 28 systemd-logind(8). logind.conf(5) #1 pam_systemd(8),

4.5.1 PAM F1 NSS 7ZEXfV4HBEE S

THEZ—L PAM 1 NSS FEIMEZHEEIESR,

A EES ThEE
[1] kil [=] ‘E—nvﬂ-l E—t . ‘f

/etc/pam.d/program_name fjam pdr(c;?ram_name TEIVERIE PAM FHEC; S0 pam(7) Al
/etc/nsswitch.conf AEERFERERTE NSS s3ic,. 28 nsswitch.conf(5)
/etc/nologin 18 pam_nologin(8) RAHRGIERAB = A
/etc/securetty iE® pam_securetty(8) #ZHPRH] root TFBY tty
/etc/security/access.conf B8 pam_access(8) 12ZH5% E 7 BXFE Bl
/etc/security/group.conf 1B pam_group(8) HRZHREEFRZHAIPREI
/etc/security/pam_env.conf 1B pam_env(8) IR T IRIZEEE

\w [1] - kil :—\ - z -é-nl—Hr - ‘o
Jete/environment ggg&ﬁ readenv=1" 28/ pam_env(8) {RAH:R 28 IMNTIR

BB HE “readenv=1 envfile=/etc/default/locale”
/etc/default/locale LY pam_env(8) AT ESIBIEME ( £ Debian ZMT )
/etc/security/1limits.conf 1@ pam_1inits(8) RAHREZEPEM] (ulimit, core HF
/etc/security/time.conf B pam_time(8) HRAH:R E AZFE PR &I

iRZE systemd HEANEIEZRKE (2K logind.conf(5) #

/etc/systemd/logind.conf systemd-logind. service(s))

Table 4.6: PAM 0 NSS 7ZENHI4RREFE =

ZRBEIZN PRI 1E@ PAM #4H pam_unix(8) #1 pam_cracklib(8) KRB, EM=ILLEBZEM

(]
2
[
RN
o
o]
&

"R
PAM IRBETEEBPEAFE “.s0”,

452 FANEFARREIER

BRANERARREE ] UERSEPAKEE Bix7IlRE (LDAP) FARI[ETEHE, RMEBHBEENSHE
Unix #13EXE Unix 4, EEBSRFEIRZRNMIREIRZ OpenLDAP #FE,

—LEEN/ERRUAE LDAP (R EEABIERERE, WA TEMNEMAREE_FMNEN, AEEErR TEETIA
o o

- RBIBFIT—(EFEN, FIUN¥EIIHY LDAP B=F21 slapd(8), REIMEFINAY LDAP {EhRES.

« {RTE “/etc/pam.d/” BEFHI PAM 4HREIERE, A “pam_ldap.so” EX78:&E “pam_unix.so”,

- Debian {3 “/etc/pam_ldap.conf” £# Libpan- ldap MABREIESE, “/etc/pam_ldap.secret” {FZf
F root ZREHIIESR,

« {R7E “/etc/nsswitch.conf” {EEAgE NSS FHEC, EA “ldap” B FERIE (“compat” =% “file” ),



https://zh.wikipedia.org/wiki/Systemd
https://zh.wikipedia.org/wiki/Systemd#logind
https://zh.wikipedia.org/wiki/Lightweight_Directory_Access_Protocol
https://www.openldap.org/
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— Debian {£F “/etc/libnss-1ldap.conf”’ {E% libnss- ldap BI4EEEIE R,
- BTEBNTS, RHEE libpam- ldap /A SLL (2 TLS ) &#4%,
- B THER LDAP AAERRESHE MR M, (RAZBRE Libpam- Ldap f#/ SLL ( 8% TLS ) E#4R,
« BTIEL LDAP BERIRE, (REZERMEIT nscd(8) RIREVER LDAP 245
28R [ libpam-doc BB IR ALHY pam_ldap.conf(5) PHIXHF “/usr/share/doc/libpam-doc/html/”,
MK glibc-doc ERFEBIRMHAY “info libc ’'Name Service Switch’”,
U, ReIUEREEREREE S —BERINRER.

+ [G Windows BB SEREFLE,

— i#iB winbind #1 libpam_winbind #X8& & 559 Windows domain ARF.
- 28 winbindd(8) #0 Integrating MS Windows Networks with Samba,

- EHEREE Unix RRBESEAEE,

- @i nis BEEETFEY NIS (Z AT YP) B NIS+,
— £ The Linux NIS(YP)/NYS/NIS+ HOWTO,

453 “A{tE GNU su ~"Z1E wheel 48"
BEREER “info su” JEEB Richard M. Stallman iR — GRS, BB : Debian REAPERIN suIESHERT

PAM, EBETE “/etc/pam.d/su” FEATHESE “pam_wheel.so” MI1TE, FLEEZAFREIIE wheel HRIERE su
Bl root ZBRYEES],

454 REIERVZISEE]

L4 libpam-cracklib EXEEE1(REELHEEI(E ARSIV ZERERA,
E—(EHER) GNOME &R#4%, i§E %% 1ibpam-gnome-keyring, ”/etc/pam.d/common-password” BiLRK1&:

# here are the per-package modules (the "Primary” block)

password requisite pam_cracklib.so retry=3 minlen=8 difok=3

password [success=1 default=ignore] pam_unix.so obscure use_authtok try_first_pass <«
yescrypt

# here’s the fallback if no module succeeds

password requisite pam_deny.so

# prime the stack with a positive return value if there isn’t one already;

# this avoids us returning an error just because nothing sets a success code
# since the modules above will each just jump around

password required pam_permit.so

# and here are more per-package modules (the "Additional” block)

password optional pam_gnome_keyring.so

# end of pam-auth-update config

ik

2

b=11] 4

ko

46 T

£
EENEMEHAAATEREMFHNREFER, BiEtLE—(EFHRLE.



https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Windows_domain
https://www.samba.org/samba/docs/man/Samba-HOWTO-Collection/integrate-ms-networks.html
https://zh.wikipedia.org/wiki/Network_Information_Service
https://zh.wikipedia.org/wiki/NIS+
https://tldp.org/HOWTO/NIS-HOWTO/
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4.6.1 FFRERBELSE

HFZ2RTNEHER, EMEMERENFNRERE. ERFEENAN, BBAHMNBERARBHMANFE
1S, BRASACSREIE R, (REESITIELLARFE, {8  Transport Layer Security” (TLS) St EJEI SR, ”Secure Sockets Layer”
(SSL) , BBEINZEREDELRBEANREBAENEZS,

A LZE2HIRFEE 12 TENRBE 18

www (http) 80 https 443
smtp (EFHF) 25 ssmtp (smtps) 465
ftp-data 20 ftps-data 989
ftp 21 ftps 990
telnet 23 telnets 992
imap2 143 imaps 993
pop3 110 pop3s 995
Idap 389 Idaps 636

Table 4.7: REM AL EHIRFFIETIR

INZREFE CPU B/, 1EA% CPUBGZMNENRAR, MoIUREERAEXFEN, EEERTLRERBINERE,
tbaN&ER: POP {3~ Authenticated Post Office Protocol” (APOP), SMTP #lI IMAP f§8F3”Challenge-Response Authentication
Mechanism MD5” (CRAM-MD5), ( {RRIE4Z FimE B AR 4EEE L (REVER - EIARBBEENRT, TR TIERMAIE
IR 587 RAEEMHAY SMTP 18 25, EHRFILAEREEA CRAM-MDS REHCH, ARIRMHEFEE 2518, )

4.6.2 %% Shell

L2 Shell (SSH) RN EALZLREBREHALZLFEAR EMEAREEEH ZBNZLNEEN. EH OpenSSH BF
i, ssh(1), 1 OpenSSH 2 =& =72 (daemon ) , sshd(8) 4BRK.SSH {EFIREEZE4H1E, FILALR POP Fll X ZEEMIAE
SMRFBMEE, FREAIUEARER EZ2EH,

EZFime]AERINTARXRZEED: ENEMARE. N8R E5ESHE. BBRE, FHAMAE, T
BEIREREZBBEAN, 284 6.3.

4.6-3 HBTIIHE Eg}‘El‘JEij‘j—ﬁ

B{EAREIT Secure Shell (SSH) #1 Point-to-point tunneling protocol (PPTP) EME 2 IRTE, TERFMEIRLE, NABHEE
FERTERNBAZBREEN, ERABXERE (2R 5.7), TMTENZE2TIE-E, FJUEALTEIE,

7 1) MITE NI L

Kknockd VO, 122 110 g;\ﬂ(’;]cpko(rlt;knock BET:ETEF (daemon ) knockd(1) F1EFim
fail2ban V:100, :113 | 2129 i*"f%i_ﬁiz% o na aH oR Y [P

Tibpam-shield V:0, I:0 115 EE A RERE In I EE R INE

Table 4.8: #HEHIN L EHANITAIIR

4.6.4 root ZELSL
ZBELE APIERE root FFPIEZEVRAVILSE, (REEMT EAVERME,

. PELIEEIFEREAVIPIE7ZEN
« $#8{¥ UEFI/ BIOS RFE LRI ENNERLED



https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Secure_Shell
https://www.openssh.org/
https://www.openssh.org/
https://zh.wikipedia.org/wiki/Secure_Shell
https://zh.wikipedia.org/wiki/Point-to-point_tunneling_protocol
http://packages.debian.org/sid/knockd
http://qa.debian.org/popcon-graph.php?packages=knockd
http://packages.qa.debian.org/k/knockd.html
http://packages.debian.org/sid/fail2ban
http://qa.debian.org/popcon-graph.php?packages=fail2ban
http://packages.qa.debian.org/f/fail2ban.html
http://packages.debian.org/sid/libpam-shield
http://qa.debian.org/popcon-graph.php?packages=libpam-shield
http://packages.qa.debian.org/libp/libpam-shield.html
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+ % GRUB GBI E:E:8E S5
- $81%f GRUB EE, Z|l-4zEs
MR AR FENRERE, AURJUAER TEMNTER, HEMENEERS,
1. ASREREZ=E—{E=] A& E UEFI/BIOS % CD EXENRIERS,
2. ERESNERMENZR 4 ( Debian B ENFEEE, Knoppix CD, GRUB CD, -+ ),

3. FAERFIEEIRS EIE,
4. HREEIR ) BIFERY”/etc/passwd” 185, fE root IRSRIKBERIE BB,

#5 grub-rescue-pc , BMERAEZSNEREMNER, R B4RIE GRUB EERB (2R 3.1.2) HIEFFaI#E, T
BhRS, ERTEMNTSREMGSE,

1. ERAZLSEMENRGRREN— LB, thiliR, "root=/dev/hda6 rw init=/bin/sh”.
2. #REE”/etc/passwd” FER, f# root IRSEEENE AT,
3. ERAR#,

FZH47EHY root shell IR{ER] ABEZRSTFEN T,

£

—BX A% root shell ZEXFTRIE, MEEAFEVEMAL, LA]CAERRG LREMZRS, LS, the]AER
john # crack FHEBNRNEMBLERILRAEERAENEE (2REN 9.5.11), WKW, aTAARM
HERBEITIER,

R RELEAREE, EEMWERLNIKERRGREZMER dn-crypt # initramfs (2 REF 9.9) M1 root 73 &I
(B/etc” 5TEIRE) . ERRAVGE, MERFEZBRBERL.

4.7 HERMEFEUEE

EZBENZENERTIEZIN, KR EEENREER,

£
28E 9.4.15 RRFIZONEZEESER (SAK) If8EE,

4.7.1 sudo

sudo(8) BXNRA THE—EARAEZIES ] LAAERE ZRAY root FF T HEN FR 8%k root {EENMERETHY, sudo REE—EL
BERENZE, LT sudo FEEENIEEERE“/etc/sudoers”"FREIEREARAE, LR /usr/share/doc/sudo/examp
FNEF 1.1.12 PRIFAERBG,

% sudo AREFEAERA (2R 1.1.12) RATHLECEBENBETA, MBEAMS, RBRER
sudo ELEfER root IRSEIFHERMRRIGEF. BIgN, TIIESHE “some_file” MBEBEIER “my_name”,

$ sudo chown my_name some_file

& AU RRE0IE root S ( LU B TR Debian HEHEFTHMEY ), EFIEAZIRSEEIUER “su -¢” E{EMIE
% LA root #T,



https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Secure_attention_key
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4.7.2 PolicyKit

PolicyKit 21EXE Unix {FRAZ AP IZHIR(E R AT oI M —BIFRR AT

¥E GUI B TEED, ERETIRHE, FE2FRNEREFRHNIT. Efli@d PolicyKit RIFERRFEH, MITEE
1BR1F,

£ Debian R4, PolicyKit PRI T IS sudo AHRIEREIRIRAISIER(F,
28 polkit(8),

4.7.3 BREIFENRLEARFEIRAVARTS

Hameems, ErIENBRAKREERN, 2—EFNEE, BPREFEERN. BNERNERT, FT1EREERER
EERTEN (daemon) A, ERBBsuper-server ]2, EHABAHEL RS,

2123, LEANER sshd(8), ERAER PAM RITFEURRI, HEBFF S 75 RRHITFE— LR HAVFZ,
- 4HEEIEZE: ”/etc/default/program_name”

« 2E5T:ETERF (daemon ) B Systemd fRFEETECE

- PAM (Pluggable Authentication Modules)

« super-server f£F3”/etc/inetd.conf”

« TCP wrapper {£F3”/etc/hosts.deny” #1”/etc/hosts.allow”, tcpd(8)

« Sun RPC” f§[ /etc/rpc.conf”

+ atd(8) {FMA”/etc/at.allow” 1”/etc/at .deny”

« crontab(l) fEF”/etc/cron.allow” #1”/etc/cron.deny”

« Network firewall Bnetfilter §E32

288 3.5, & 4.5.1 & 5.7,

BR
NFS F1EHEER RPC M2, TERIA Sun RPC ARFE.

BR
W R(FR IR TFENGE R Debian R4AERIE, H N1 /etc/hosts.deny” R EFFEALL: PARANOID” EE5TER
MEREC, FBIETiiElE, (BERMWIEFRERITAFMBRNEZ2EAR, )

4.7.4 Linux 2454

Linux OB &R EEESLN UNIX EIREEZBENTSEH.
Linux 1B IBEAREMEME, BAEN 7ESK UNIX B (2R xattr(7)).

Linux {EEFHBARERERENSEDSFHEIARNETT, WD capabilities(7), EREMEIMIRAFIER. &
2.2 fRAZIDBEYE, Capabilities & — B TABIIAIE M,

Linux Security Module (LSM) T2 fR4AESR Rt T —E2 FEMNZ2WEES], MO EREFRBL, F20:

* AppArmor



https://zh.wikipedia.org/wiki/PolicyKit
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/Super-server
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/Pluggable_Authentication_Modules
https://zh.wikipedia.org/wiki/Super-server
https://zh.wikipedia.org/wiki/TCP_Wrapper
https://zh.wikipedia.org/wiki/Open_Network_Computing_Remote_Procedure_Call
https://zh.wikipedia.org/wiki/Firewall
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Network_File_System_(protocol)
https://zh.wikipedia.org/wiki/Open_Network_Computing_Remote_Procedure_Call
https://zh.wikipedia.org/wiki/Extended_file_attributes
https://zh.wikipedia.org/wiki/Linux_Security_Modules
https://zh.wikipedia.org/wiki/Mandatory_access_control
https://zh.wikipedia.org/wiki/AppArmor
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* Security-Enhanced Linux (SELinux)
» Smack (Simplified Mandatory Access Control Kernel)
» Tomoyo Linux

BELBAEGEMIENRILEBRE Unix T2RERENMERIE, EZE root WEN LG, EEIBEE
kernel.org LY Linux Z24&4H (LSM ) HEZEX 4,

Linux 89 namespaces 18 7 —@A£igH AR E R —EHKRMRS, 2IFMHRAREIRTE namespace NEIFEFFIR, 1t
H namespace BEMIE S M ERRRRAIE, HHEHEREFRSHMHERNFRMHNNE R, E—(B namespace FIRK
S0 8, BR¥IIERE —{& namespace WEEIRRF AT R, %) 5.6 R A#2, B 8 #& namespaces (2R namespaces(7),
unshare(1), nsenter(1)),

7E Debian 11 Bullseye (2021) A, Debian {#F unified cgroup hierarchy ( 48— cgroup [E4hZe# ) (JFF8%4 cgroups-v2),
namespaces [8] cgroups —EERFREEEFIRNIER, RFTEREHINERRGIZ:

« Systemd, £R&1 3.2.1,

- OEIRIR, 2R 7.6,

« Linux &88, tb¥0 Docker, LXC, & RE 9.11,

BELETNRENEESDEIRET 4.1 HIR, BELSMEERASRDBE T AN B AFHIEE,

fi



https://zh.wikipedia.org/wiki/Security-Enhanced_Linux
https://zh.wikipedia.org/wiki/Smack_(software)
https://zh.wikipedia.org/wiki/Tomoyo_Linux
https://www.kernel.org/doc/html/latest/admin-guide/LSM/index.html
https://zh.wikipedia.org/wiki/Linux_namespaces
https://www.kernel.org/doc/html/latest/admin-guide/cgroup-v2.html
https://zh.wikipedia.org/wiki/Linux_namespaces
https://zh.wikipedia.org/wiki/Cgroups
https://zh.wikipedia.org/wiki/Systemd
https://zh.wikipedia.org/wiki/Sandbox_(computer_security)
https://zh.wikipedia.org/wiki/List_of_Linux_containers
https://zh.wikipedia.org/wiki/Docker_(software)
https://zh.wikipedia.org/wiki/LXC
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Chapter 5

,Z‘\l_-l nmA I:I %

TN
AL Debian EERIAAAEF, 5EEDebian BIE 8 FHM—H4EREC,

<IN
systemdIRIEF, ®JLARnetworkd?RiBECHELE, 2 %E systemd-networkd(8),

5.1 EARPHEREE

EHFIREIRE— T IRK Debian fFZE R AR HIERADLELLHE,

5.1.1 FHERZREN
TG, BETHEH NSS (BERFLE M Name Service Switch) SRS 1B, SEBRIAIZM T,

1. ”/etc/nsswitch.conf” iR EM”hosts: files dns” EERREFEAEMIERF.(IXE”/etc/host.conf”
EEREM order” BERRBHIINEE, )

2. files AR ELWITIUINREMBE"/etc/hosts” FEREBMEEEIR, AIDEMBEBRUtUEIRE.(”/etc/host . conf

EXEE"multi on”)

3. dns AN#EIEN, MR T BBEH"/etc/resolv.conf” IEREBEE N BRMEI&IEE A 4 Domain Name
System (DNS) 2R$#%Zl, BIEERMEBUIIRH,

A typical workstation may be installed with its host name set to, e.g., “host_name” and its optional domain name set to an empty
string. Then, ”/etc/hosts” looks like the following.

127.0.0.1 localhost
127.0.1.1 host_name

# The following lines are desirable for IPv6 capable hosts
N localhost ip6-localhost ip6-loopback

ffo2::1 ip6-allnodes

ffe2::2 ip6-allrouters



https://www.debian.org/doc/manuals/debian-handbook/sect.network-config
https://zh.wikipedia.org/wiki/Systemd
https://zh.wikipedia.org/wiki/Systemd#networkd
https://zh.wikipedia.org/wiki/Name_Service_Switch
https://zh.wikipedia.org/wiki/Domain_Name_System
https://zh.wikipedia.org/wiki/Domain_Name_System
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L7 1D mITE I ZREH
network-manager | ..o 1455 | 15414 | 39AR:: NM | NetworkManager ( SFEHTIE ): EIBIESIRMBAS
network-manager9que |.3cq | 5583 | AR:: NM | NetworkManager ( GNOME Bl )

. o . Netplan (generator): Unified, declarative interface to
netplan.io ViL IS 249 config::NM-ngt 8%{%/(§)lrkManager and systemd-networkd backends
ifupdown V:593, 1:980 | 199 ;‘EEOWH FASR 258N/ RARAAB4EHOAZE T A ( Debian 1575 )
isc-dhcp-client | ) - 1950 | 2866 f],;mﬂ B | pacp =
pppoeconf V0, I:5 186 | B W | gmep blmsee pprok i
wpasupplicant | V:346,1:509 | 3862 EQEE P | wpa F1 WPA2 EEIHIE (IEEE 802.11i)
wpagui V:0, I:1 774 E,;]JEE: P wpa_supplicant Qt B, R EEF s
wireless-tools | V:174,1:241 | 292 EEEE P e Lo ESIBROVTE
iw Vi35, 1:472 | 302 g?&:ﬁ BE Linux WA ENTE

AR i HtSRAEHER:
iproute2 V:727,1:970 | 3597 ;p”rﬁite iproute?, TPv6 FIETEEATARAEHARC : 1P(6).ECE)
=TT
iptables V:315, 1:740 | 2414 ﬂ%ﬁher $TELBBFIABAS U EEIRETE T B ( Netfilter )
] _ THEC: administration tools for packet filtering and NAT
nftables V:10L, 1:675 | 182 Netfilter (Netfilter) (successor to {ip,ip6,arp,eb}tables)
. : - SRR, BaTEZD
iputils-ping Vi200,1:997 | 120 | Hls El;oi“tg’)* SREIH, EEERERIP BT
iputils-arping | V:3,1:39 49 B D ERETEEE, WBEARPHIIE
tputils-tracepathy, 1.3 |45 | ms SRE 7 B AR E MO BT
ethtool V:94,1:268 | 739 AR RS E A AN AR B RIER E
) AlE:: B . - P
mtr-tiny vs a7 156 | BRI R epmmsre i (XARE)
ntr V5. [:42 209 AL K EOERERE EFEMRE (XEAFmA GTK &
o =4 M)
HET -
gnome-nettool V:0,1:18 2492 jé“ﬁ' PR ESERMABENNIER (GNOME)
N NN A
nimap V26,1202 | a0 | AR gmpnatie A (Nmap, F2AIE)
SHIEF  » e - -
tcpdump V:17,1:178 1340 jé“it' P BEERENH (Tepdump, ITHIE )
HET e
wireshark 1:45 10514 ;é“ﬂ' PR BELTRE DM ( Wireshark, GTK )
=
HET . S
tshark V:2, I:25 501 é“ﬂ“ T BEEREN T (EHIE )
AER:: B o N
tcptrace V0, 12 awor | 2R B | i@ tcpdump BB R AR BRSS!
HET : :
snort V:0, 1:0 203 | AR gz A @RISR (snor)
ST : B — e
ntopng V:0, I:1 15904 gﬁ“lﬁ EEEAERPRRAERE
. 3 . ;“—I.l%;it: H E BIND;AE‘E E.cj 1£E /E\E‘jl“ﬁ:guné}gﬁ#ﬁ_*gr%:
dnsutils V:18, 1:293 272 B nslookup(8),nsupdate(8),dig(8)
S ERE ‘ N e
dlint V0, 1:3 2 | BRE R mee s nmakaEDNsHE
R N -
dnstracer V0, I:1 59 jé"it' PR RHDNSE B BIHTE

Table 5.1: #A4&AC T H—E
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http://packages.debian.org/sid/wireless-tools
http://qa.debian.org/popcon-graph.php?packages=wireless-tools
http://packages.qa.debian.org/w/wireless-tools.html
http://packages.debian.org/sid/iw
http://qa.debian.org/popcon-graph.php?packages=iw
http://packages.qa.debian.org/i/iw.html
http://packages.debian.org/sid/iproute2
http://qa.debian.org/popcon-graph.php?packages=iproute2
http://packages.qa.debian.org/i/iproute2.html
https://wiki.linuxfoundation.org/networking/iproute2
http://packages.debian.org/sid/iptables
http://qa.debian.org/popcon-graph.php?packages=iptables
http://packages.qa.debian.org/i/iptables.html
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/nftables
http://qa.debian.org/popcon-graph.php?packages=nftables
http://packages.qa.debian.org/n/nftables.html
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/iputils-ping
http://qa.debian.org/popcon-graph.php?packages=iputils-ping
http://packages.qa.debian.org/i/iputils-ping.html
https://zh.wikipedia.org/wiki/Hostname
https://zh.wikipedia.org/wiki/IP_address
https://wiki.linuxfoundation.org/networking/iproute2
http://packages.debian.org/sid/iputils-arping
http://qa.debian.org/popcon-graph.php?packages=iputils-arping
http://packages.qa.debian.org/i/iputils-arping.html
https://zh.wikipedia.org/wiki/Address_Resolution_Protocol
http://packages.debian.org/sid/iputils-tracepath
http://qa.debian.org/popcon-graph.php?packages=iputils-tracepath
http://packages.qa.debian.org/i/iputils-tracepath.html
http://packages.debian.org/sid/ethtool
http://qa.debian.org/popcon-graph.php?packages=ethtool
http://packages.qa.debian.org/e/ethtool.html
http://packages.debian.org/sid/mtr-tiny
http://qa.debian.org/popcon-graph.php?packages=mtr-tiny
http://packages.qa.debian.org/m/mtr-tiny.html
http://packages.debian.org/sid/mtr
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http://qa.debian.org/popcon-graph.php?packages=nmap
http://packages.qa.debian.org/n/nmap.html
https://zh.wikipedia.org/wiki/Nmap
http://packages.debian.org/sid/tcpdump
http://qa.debian.org/popcon-graph.php?packages=tcpdump
http://packages.qa.debian.org/t/tcpdump.html
https://zh.wikipedia.org/wiki/Tcpdump
http://packages.debian.org/sid/wireshark
http://qa.debian.org/popcon-graph.php?packages=wireshark
http://packages.qa.debian.org/w/wireshark.html
https://zh.wikipedia.org/wiki/Wireshark
http://packages.debian.org/sid/tshark
http://qa.debian.org/popcon-graph.php?packages=tshark
http://packages.qa.debian.org/t/tshark.html
http://packages.debian.org/sid/tcptrace
http://qa.debian.org/popcon-graph.php?packages=tcptrace
http://packages.qa.debian.org/t/tcptrace.html
http://packages.debian.org/sid/snort
http://qa.debian.org/popcon-graph.php?packages=snort
http://packages.qa.debian.org/s/snort.html
https://zh.wikipedia.org/wiki/Snort_(software)
http://packages.debian.org/sid/ntopng
http://qa.debian.org/popcon-graph.php?packages=ntopng
http://packages.qa.debian.org/n/ntopng.html
http://packages.debian.org/sid/dnsutils
http://qa.debian.org/popcon-graph.php?packages=dnsutils
http://packages.qa.debian.org/d/dnsutils.html
https://zh.wikipedia.org/wiki/BIND
http://packages.debian.org/sid/dlint
http://qa.debian.org/popcon-graph.php?packages=dlint
http://packages.qa.debian.org/d/dlint.html
https://zh.wikipedia.org/wiki/Domain_Name_System
http://packages.debian.org/sid/dnstracer
http://qa.debian.org/popcon-graph.php?packages=dnstracer
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B—17H 1P il IR, BT REMEBRIERS.

EEEGFE 1T 127.0.1. 1 1P i thZF AR ESEE B8 Unix 2 4351H, Debian Installer 22 B K X IP HiltA &
MREIEREIRE, EFARLEEE (W GNOME ) H—EEEA %, B bug #719621.

The host_name matches the hostname defined in the ”/etc/hostname” (see & 3.7.1).
HIRBKA IP MU RLG, EREKX P U EEREEEMN 127.0.1. 1,

HHIRBKX 1P HHEFN A 158 R4 Domain Name System (DNS)IZ T2 E #3151 fully qualified domain name (FQDN) Y
B4R, *HEFR] host name.domain_name FEE#E FARXE host_name.

R resolvconf BIEERBERE, ”/etc/resolv.conf” 2—(AFFEENER, NMRTERT, EE2—EHFEEL, It
9, EESEMBITRIBIYIKALE., W DNS 2 1P="192.168.11.1”, BIB2EWT,

nameserver 192.168.11.1

resolvconf EXEEEI{EIE(E"/etc/resolv.conf” EERMA—BEFEEL, LB BN FIESHEENEEENS,

For the PC workstation on the typical adhoc LAN environment, the hostname can be resolved via Multicast DNS (mDNS) in
addition to the basic files and dns methods.

+ Avahi $2{} Debian T HI4E1E DNS FZFIRHELS,
« 'E#0 Apple Bonjour / Apple Rendezvous tHE.

+ libnss-mdns SMiMEIR{E mDNS BE#Z#EMNT, GNU C [ (glibc) B9 GNU ZFHRFEEE R Name Service Switch (NSS)
I8ESZ#E mDNS,

« The”/etc/nsswitch.conf” file should have stanza like ’hosts: files mdns4_minimal [NOTFOUND=return]
dns” (see /usr/share/doc/libnss-mdns/README.Debian for other configurations).

* A host name suffixed with the ”.local” pseudo-top-level domain is resolved by sending a mDNS query message in a multicast
UDP packet using IPv4 address ”224.0.0.251” or IPv6 address ”FF02: : FB”.

s
1% & 2 4 Domain Name System FRHJIE 7S @ A TEARIE R expansion of generic Top-Level Domains (gTLD) i&1EiE
7R, EEEEAN, BE—(ERRES, BREMHBAFER name collision,

E

Use of packages such as libnss-resolve together with systemd-resolved, or libnss-myhostname,
or libnss-mymachine, with coressponding listings on the "hosts” line in the "/etc/nsswitch.conf”
file may override the traditional network configuration discussed in the above. See nss-resolve(8),
systemd-resolved(8), nss-myhostname(8), and nss-mymachines(8) for more.

5.1.2 HERNTERE

systemd {E”enp0s25” Z 38R R]FERIBE N E B,

5.1.3 [EiF4F4EERNNEEE

ERMEFIREETE 1fc1918 BiREMIEIHAF local area networks (LANs)IPv4 32 fiith it 7E Z3Eit bt AR EBEDE. iBELtith
HWHRZBAZ HEESE - EHE Rt b FsE,

E
IP it EERHEEFENI IPve ik, #1890, "::1" & localhost ZitFH%,
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https://zh.wikipedia.org/wiki/FQDN
https://en.wikipedia.org/wiki/Multicast_DNS
https://zh.wikipedia.org/wiki/Avahi_(software)
https://zh.wikipedia.org/wiki/Bonjour
https://zh.wikipedia.org/wiki/.local
https://zh.wikipedia.org/wiki/Pseudo-top-level_domain
https://zh.wikipedia.org/wiki/Domain_Name_System
https://newgtlds.icann.org/en/program-status/delegated-strings
https://icannwiki.com/Name_Collision
https://zh.wikipedia.org/wiki/Systemd
https://www.freedesktop.org/wiki/Software/systemd/PredictableNetworkInterfaceNames/
https://datatracker.ietf.org/doc/rfc1918
https://zh.wikipedia.org/wiki/Local_area_network
https://zh.wikipedia.org/wiki/IPv6
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T

Prt=] B = ]
)l A pst L FHETERS R /{18 FHIE
A 10.x.x.x 255.0.0.0 /8 1

B 172.16.x.x —172.31.x.x 255.255.0.0 /16 16

C 192.168.0.x —192.168.255.x 255.255.255.0 124 256

Table 5.2: A8t U EEE TR

E
MRELEM U S IR —EEH, BESEEH —EREHNE FFEFERAR, /@R —EFSFESRNNIERE
BEIE 4FE%ith iR Network Address Translation (NAT). ;BB EIGAFIRIE, EiEHESEEFER NAT,

514 #HEREEXIE
8% Debian ZMATIEA S HIFERE, (BIXET — LR BETEE DFSG non-free FJIERIZIEEM, 2B 9.10.5,

5.2 IRMHREAHE A

HHFEH systemd B9IR{E Debian EE AR LR, BEEN EL%H&FWEIEE?%LH%M“M loNMEEEE “networking. service
BRIZ, MEENEEIA “NetworkManager.service” BRIZ,

Debian FJLAIEIBE E-FETEF (daemon ) EIREFRREIRMHIRIELR, 17190 NetworkManager (NM) ( network-manager #[
TERAEREER ),

”

- EfEECH GUI LI RERERENTE

- EMBEECHEREERIEN (daemon ) FREMMRFRIR,
« EFIEMRT] ARG E UG R ARE RIS,

- EFfIEIRF] ARG E i EIRE RNERERREE,
 EfIRFFRRECARE M A KRGS ifupdown EREEEL

=
AEERRSE LERAESLEMERHELE TR, EMNEEHHNBRLAER LNBBREFERE.

BLRAWARALE TESEETEEMNAEAR, UBREESR ifupdown BB EEHR, SHHERBERMURN
“/etc/network/interfaces”,

/7,

5.2.1 EBEFETEHNBRREEKEIA
Debian 24 NM HIE XML “/usr/share/doc/network-manager/README . Debian”,
AE L, WTRIEENR TR R ERAR R,

1. BETIESFEREFERSE foo 538 “netdev” 4B ( B4b, #I%0 GNOME #1 KDE EHMIER ESHREZ &R
D-bus BENTEREZIRIE ).

$ sudo usermod -a -G foo netdev



https://zh.wikipedia.org/wiki/Network_address_translation
https://www.debian.org/social_contract#guidelines
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/NetworkManager
https://zh.wikipedia.org/wiki/Graphical_user_interface
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2. {F “/etc/network/interfaces” HIFARCRISF FTEIBIEEZE.

auto lo
iface lo inet loopback

3. BB N IaG<LEHLE NM,

$ sudo systemctl restart network-manager

4. BBEF N EHEAEE,

E
RERYE “/etc/network/interfaces” ARNEEH NM &HIE, E%REE ifupdown BIER,

/TN
MmRMBIERZ NM B B RERBIDE FSHESEMNIHHERAMNBE R ®KE
f, 1l i network-manager-openconnect, network-manager-openvpn-gnome,

network-manager -pptp-gnome, mobile-broadband-provider-info, gnome-bluetooth F %
EEERERA Wicd,

5.3 RAXRNMEAIRNAERICE

{$ R systemd IR 4D, BT BATE /etc/systemd/network/ 1B 4EE. 2 R systemd-resolved(8).resolved.conf(5)
# systemd-networkd(8),

EEAHFELZBEEZRNMTENER FTEERKLBEIE,
DHCP EFIRRE B r] LAEIBEEII”/etc/systemd/network/dhcp . network” I8 RKiEITRE, HIU0:

[Match]
Name=en*

[Network]
DHCP=yes
—(EFFREABIRAC B AE2HIEIB RN /etc/systemd/network/static. network” 3R:&%E. tLal:

[Match]
Name=en*

[Network]

Address=192.168.0.15/24
Gateway=192.168.0.1

5.4 The modern network configuration for cloud

The modern network configuration for cloud may use cloud-init and netplan. io packages (see i 3.7.4).

The netplan.io package supports systemd-networkd and NetworkManager as its network configuration backends,
and enables the declarative network configuration using YAML data. When you change YAML.:

* Run ”netplan generate” command to generate all the necessary backend configuration from YAML.



https://zh.wikipedia.org/wiki/Systemd
https://en.wikipedia.org/wiki/YAML
https://en.wikipedia.org/wiki/YAML
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* Run”’netplan apply” command to apply the generated configuration to the backends.

See ”Netplan documentation”, netplan(5), netplan-generate(8), and netplan-apply(8).

See also ”Cloud-init documentation” (especially around ”Configuration sources” and ”Netplan Passthrough”) forhow c loud-init
can integrate netplan.io configuration with alternative data sources.

5.4.1 The modern network configuration for cloud with DHCP

A DHCEP client configuration can be set up by creating a data source file ”/etc/netplan/50-dhcp.yaml”:

network:
version: 2
ethernets:
all-en:
match:
name: "en*”

dhcp4: true
dhcp6: true

5.4.2 The modern network configuration for cloud with static IP

A static network configuration can be set up by creating a data source file ”/etc/netplan/50-static.yaml”:

network:
version: 2
ethernets:
etho:
addresses:
- 192.168.0.15/24
routes:
- to: default

via: 192.168.0.1

5.4.3 The modern network configuration for cloud with Network Manger

The network client configuration using Network Manger infrastructure can be set up by creating a data source file”/etc/netplan/00-

network:
version: 2
renderer: NetworkManager

5.5 |REHEREEK

£ Linux EMRERREE, £ iproute2 #2318 (1p(8), **) .

5.5.1 Iproute2 }§%

Iproute2 IE L EIRIM TEIKEBIRAREES). BEMKER net-tools IELEZIFEY iproute? 15 S EREBIRAR,
See 1p(8) and Linux Advanced Routing & Traffic Control.



https://netplan.io/reference
https://cloudinit.readthedocs.io/en/latest/index.html
https://cloudinit.readthedocs.io/en/latest/explanation/configuration.html
https://cloudinit.readthedocs.io/en/latest/reference/network-config-format-v2.html#netplan-passthrough
https://wiki.linuxfoundation.org/networking/iproute2
https://wiki.linuxfoundation.org/networking/iproute2
https://wiki.linuxfoundation.org/networking/net-tools
https://wiki.linuxfoundation.org/networking/iproute2
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£ net-tools ¥7f9 iproute2 1BRIE

ifconfig(d) ip addr —{E%E ERYREE (1P 3¢ IPv6 ) HHE
route(d) ip route REXRIEE

arp(8) ip neigh ARP 8%, NDISC REViEH

ipmaddr ip maddr ZHEME

iptunnel ip tunnel N 3E]

nameif(8) ifrename(8) Ei MAC R T E A
mii-tool(8) ethtool(8) CNREERTE

Table 5.3: &R net-tools 5L EEIFHY iproute2 FESHKHBIREK

5% BiL)

ip addr show RN ENRYABER T EE AR AN AL AR BE

route -n RASF AR 2R ER

ip route show RARFIRERETRER

arp B R=hRI ARP REVERMIAR

ip neigh BAREf ARP RERFIAR

plog #ER ppp BEE=TELN (daemon ) HE

ping yahoo.com &2 [’yahoo.com” BRI ELR

whois yahoo.com AR ENEErE B &R r "yahoo.com”
traceroute yahoo.com EtE"yahoo . com” BIES A E 4R
tracepath yahoo.com Rt 2]"yahoo . com” FIES AT ELR

mtr yahoo.com IR E]"yahoo . com” FIENFADELR (EHEHRY)
dig [@dns-server.com] &FH”dns-server.com” REMRTFEF”example . com” IFEH
example.com [{a|mx|any}] DNS :28%: 7a”, "mx” 8{”any” ik
iptables -L -n BREEE

netstat -a K EFrEFRIE IR

netstat -1 --inet IRHEERIR

netstat -ln --tcp & TCp EXREIE (EFEY)

dlint example.com E:f”example.com” fJ DNS zone Eifl

Table 5.4: REBIRIELIIFR
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5.5.2 TEMIKEBHERIRE
(RETUR TENARLLWERARERIRIES, BLES NSNS ERAR,

B
o EEBHEERARE TRME /usr/sbin/” Bk, 1R _ILM%”/USr/sbin/ifconfig" EREATEESRE, =
8" /usr/sbin” 0"~/ .bashrc” {527 HEY"SPATH” IRISEE4E,

5.6 MEmMEIEN

BANMERECELETAXNEE., RRMEESFRERBAMNEE,

7] mITE NI L

iftop V:7,1:102 93 i’«Ea? [[EE HE% EJ:E’J SEEERAEN
iperf V:3, .44 360 AR :

ifstat V0, 1.7 59 u E.JE?E =

bmon Vi1, .17 144 AR B R BR AL AR :JE*JrIE-
ethstatus V0, I:3 40 'H%E,E EFNREETHNES

bing V-0, 1.0 80 ?@W@Eﬁﬁwa

bwm-ng V:1,1:14 95

ethstats V0, 1.0 23 EFTWW
ipfm V:0, .0 82 SEEN LE

Table 5.5: fRRIENC T REE

5.6.1 X&RE MTU

MAREERBEEEERERE BEAEHWET MTU),

FE—LIESH, A pingB) I1LE”-M do” BIBEIXFFEKN/NEY ICMP X ENBIEITERE, REERUFIHRTE
MTU, MTU @& AR TREE IP 7 FRIEREA/NI0E 28 fizjtéA (1Pv4 ) 3k 48 It ( IPV6 ). FEMFIF, 257
IPv4 E4RH9 MTU £ 1460, IPv6 B4R MTU £ 1500,

$ ping -4 -c 1 -s $((1500-28)) -M do www.debian.org
PING (149.20.4.15) 1472(1500) bytes of data.
ping: local error: message too long, mtu=1460

--- ping statistics ---
1 packets transmitted, © received, +1 errors, 100% packet loss, time Oms

$ ping -4 -c 1 -s $((1460-28)) -M do www.debian.org
PING (130.89.148.77) 1432(1460) bytes of data.
1440 bytes from klecker-misc.debian.org (130.89.148.77): icmp_seq=1 tt1=50 time=325 ms

--- ping statistics ---

1 packets transmitted, 1 received, 0% packet loss, time Oms

rtt min/avg/max/mdev = 325.318/325.318/325.318/0.000 ms

$ ping -6 -c 1 -s $((1500-48)) -M do www.debian.org

PING www.debian.org(mirror-csail.debian.org (2603:400a:ffff:bb8::801f:3e)) 1452 data bytes

1460 bytes from mirror-csail.debian.org (2603:400a:ffff:bb8::801f:3e): icmp_seq=1 ttl=47 <+
time=191 ms

--- www.debian.org ping statistics ---
1 packets transmitted, 1 received, 0% packet loss, time Oms
rtt min/avg/max/mdev = 191.332/191.332/191.332/0.000 ms
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EEBFER B MTU (PMTU) 8218 (RFC1191) , tracepath(8) }§< 8E5 EHENTRIEE,
BERIRIR MTU HARIRE
- BESEIEER (IP: PPP) 576 TEER

CANHAIRESR (IP: DHCP 3X[E

= 1500 BERIZHE(E

Table 5.6: J2fE MTU {BIERIES| 5%
RTBLEAXRMIES| LN, (MEEEETEMNEH.
- FREARBFEAD (VPN &) WRE MTU EEE— RN EEmEESED,
« MTU BEAEE BiEBE 88 MEEN PMTU &,
- 2B EHTREHIFGE, XM MTU BEBFLETF,
BRAXDA KRN MSS) BBIN—FEEHE B K/NIVFFIE, MSS Fl MTU BIRRRIIT.
« ¥152 IPv4, MSS = MTU - 40
- #1528 IPv6, MSS = MTU - 60

ES
Eit iptables(8) (2RE1 5.7) ME(L, BESEIE MSS REMHEE KR/, IREREHE MMS, 2K iptables(s)
FE"TCPMSS” .

5.6.2 WAN TCP =&t

The TCP throughput can be maximized by adjusting TCP buffer size parameters as in *TCP tuning” for the modern high-
bandwidth and high-latency WAN. So far, the current Debian default settings serve well even for my LAN connected by the
fast 1G bps FTTP service.

5.7 Netfilter 437&1B;EIELE

Netfilter fF3 Linux #%0 #8408 (2 RE 3.8.1) 12t ARRERA AGiE 0 4BR8Httt 854 (NAT) HEZR

netfilter EZREREEFZINR iptables(8). fREEME shell F I R(TNRIFHES netfilter, R iptables-save(8) f##F
SHIREE, ERMRERIAS, @B init FESREMIEA iptables-restore(8) Xikig,

1& shorewall iIEHRETRECEBNFE S TBREMESEBEESERHE,

See documentations at Netfilter Documentation (or in ”/usr/share/doc/iptables/htm1l/”).

+ Linux Networking-concepts HOWTO
* Linux 2.4 Packet Filtering HOWTO

* Linux 2.4 NAT HOWTO

RB=
HMIABLER S Linux 2.4 BAY,iptables(8) 550 netfilter #ZIOINBEERBELATE Linux2.6 F0 3.x LRI EBIR.
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ERIZE WATE AV | EREH
Tter = i 5 - 5
iptables V315, 1740 | 2414 ?;:;fél)ter =12 T H (iptables(8) AR IPv4, ip6tables(8) AR
arptables V0, I:1 100 netfilter HIE 1T B (arptables(8) AR ARP)
ebtables V:14, 1:29 264 netfilter EIE 1 B (ebtables(8) AR Z KR TE)
iptstate V:0, I.2 119 FEMEER netfilter fARE (F0 top(1) M)
Ufw Vi53, 1:75 857 I_Jncornphcated Firewall (UFW) is a program for managing a netfilter
firewall
gufw V:5, 1:10 3660 graphical user interface for Uncomplicated Firewall (UFW)
firewalld Vi, 114 2496 firewalld is a dynamically managed firewall program with support for
network zones
firewall-config V:0, I:2 1164 graphical user interface for firewalld
shorewall-init V:0, I:0 88 Shoreline P NAE ¥I351E
shorewall V:3,1:8 3090 | Shoreline 3K, netfilter HREFE SR E R ZF
shorewall-lite | V:0,L0 71 Shoreline B K TE, netfilter ZHEFE SR ERLEE (FB R RAR)
shorewall6 V0, I:1 1334 | Shoreline 5 K&, netfilter A8 RE S 32 2 Y, 28 (IPV6 RRZN)
shorewall6-lite | ., 71 Shoreline B4, netfilter 4ARERESELE R 58 (IPv6, K5 REAR)

Table 5.7: BAAAE T B3R
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Chapter 6

48 B e FH

B AARERE (2ME 5), RAIITETEMEIEER,

TN
IR Debian IR EM MR RREREA, FiE Debian BIE S FM——HMERRME,

N
EFL ISP T, MRMRLA “MLERE", (Fr]eeH 2R —ERABBARIRIIERNEAR POP 1 SMTP AR¥S, 1R
TR e SRR A 1P HEATEAR,

6.1 #HEBE:R

B ZHERERNER, ERABXFEHRE (HTTP) FERREAR.

HEEE mITE KA | EEE AR 3BT 23550

chromium V:33,1:109 | 230021] X Chromium, ( 5RE Google FIBHIR 2 &= 28 )
. . _ Firefox, ( 2RE Mozilla FIFIR 2225, fE7E Debian

firefox V:8, I:12 231279| BEL Unstable H8TF8 )

firefox-esr V:209, 1:434 | 228796 B L Firefox ESR ( Firefox LR XIBIRZA )

epiphany-browsen v 1. q 2192 | AL GNOME, #8% HIG, Epiphany

konqueror V:24,1:103 25892 | Bk KDE, Konqueror

dillo V-0, I:5 1565 | EE Dillo, ( EFR FLTK RS E A ER )

w3m V:15, 1:187 2828 | XF w3m

lynx V:23,1:317 | 1935 | EE Lynx

elinks V4, 1:21 1653 | [E ELinks

Tinks Vi3, 1:29 2314 | EE Links ( &EXF )

Tinks2 Vi1, 12 5492 | &R Links (J8 B X PIEFIEER )

Table 6.1: I E;3|EE22515R

6.1.1 ABAERFERAENIEFS
A TR — LB EREINMPE, (e AR PEAERIZXIREN User-Agent T,
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+ MDN Web Docs: userAgent

» Chrome Developers: Override the user agent string

* How to change your user agent

* How to Change User-Agent in Chrome, Firefox, Safari, and more

+ How to Change Your Browser’ s User Agent Without Installing Any Extensions

* How to change the User Agent in Gnome Web (epiphany)

JES=
RERNERENEFHITUTER RKE Java ITREIFA,

6.1.2 BIEREBEREH
FREIRAN GUI (BRERENE ) BEZTIEE browser extension FIRIATE, TTEIK web extensions EIZ%EEL,

6.2 HEHERHZ

REFRENRHEE AR AR ER BB T (R,

o

IR EBREBAARERESBMRERREG, (EXSEE— T EEEAXH.

6.2.1 EFEMEEE

EFEH A=ERDEN, AREE, BHFEREBMGIEX,
+ SMTP BB FEMHEH LAY To” F0”From” B RIRIEE M, (1531 LAY From” Bl th %L #IREI 4L, F140 From_ 3

F )

- BFEMEERY To” F1"From” Eill, BERE EFHHEFIREL. EXBHERT, ELEMRREFEHEH X,
B A2RERK, )

- BEMEMEE Ea¥¥l31¢uﬂ§7f“‘w§i 9%&.‘%5"“%@5#?&%5# (MIME) i8R EH, #AIXFRY ASCI
NHEEFTHRE, SEFRHIHFREHL. . ERMERARER,

g2 EMNER EFEHE iRk GUI I2IVERER GUIMESMEE, RHTIIREINEE.

« BT REBIEXENAFIRERS, SRIMERZAEEREBRBHREAEN (MIME)REZEHRIEMEMFIEX.

- EFEHAEN EHREREE IR OAuth 2.0[a ISP ( 4BFRAEEEARTA IR AL ) #Y SMTP F IMAP AR HEBERC.
(B152 OAuth 2.0, BB RHEIRIRERERZEE, FlG0, “Settings” -> "Online Accounts”.)

- EEENEE ISP MWE ST SMTP IRFEEEEAVNSIEITIE (587 ),
1% TLS/IMAP4 18 (993 ) #EUFETETE ISP A=) ARZE LAV,
« ERELSE @0V E 1R E 4,

- CHESIRMLERIMNIINGE: BHEA. BHE. I FHTiR



https://developer.mozilla.org/en-US/docs/Glossary/User_agent
https://developer.chrome.com/docs/devtools/device-mode/override-user-agent/
https://www.whatismybrowser.com/guides/how-to-change-your-user-agent/
https://geekflare.com/change-user-agent-in-browser/
https://www.howtogeek.com/113439/how-to-change-your-browsers-user-agent-without-installing-any-extensions/
https://askubuntu.com/questions/472861/how-to-change-the-user-agent-in-gnome-web-epiphany
https://bugzilla.mozilla.org/show_bug.cgi?id=83376
https://zh.wikipedia.org/wiki/Browser_extension
https://github.com/w3c/webextensions/blob/main/charter.md#webextensions
https://zh.wikipedia.org/wiki/Email
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/Bounce_address
https://zh.wikipedia.org/wiki/Email_client
https://zh.wikipedia.org/wiki/MIME
https://zh.wikipedia.org/wiki/Email_client
https://zh.wikipedia.org/wiki/MIME
https://en.wikipedia.org/wiki/Basic_access_authentication
https://zh.wikipedia.org/wiki/OAuth
https://zh.wikipedia.org/wiki/OAuth
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EH] TE N

evolution V:30,1:236 | 484 X GUI 23§ (GNOMES3, groupware &)
thunderbird V:52, I:121 224527 | X GUI #2=0 (GTK, Mozilla Thunderbird)
kmail V:37,1:95 23871 | X GUI #£3{ (KDE)

mutt V:17,1:157 | 7104 | {RBEFIEEHE vim —EFEANF tRinizn
mew V:0, 1:0 2319 (x)emacs FHIFTRImIEL,

Table 6.2: EHERAEXIETIFR (MUA)

6.2.2 IRACEMFARTEPRA!
IREMHE AR B — ERHIRR/IMERFER (AEENMRRERWEFEN ) BE,

- EHBERIEE LT SMTP RAARSEREZTENEEIBAIERERETIRER,
- —{EBERFRES R M EARTFIHIBRVIELRE, BMERMAR T B, RIFCETEBERZEBAEN,
- AEREE R ENEETERMRB b RRRERH, ERTIRER,

i

il

EH5:

- WEHBERRPRREENEHEREBREEE SMTP 18 (25) BEMWIIET.
- (EABFRABEREY SMTP 18 (25) BRIHBEENMIREHNEIHREEWIIET.
- CHBEERBRRHNEMRED I ERARNAE, Rees@ZRfRIEIE (587) FiX,

- BuiNR E R B (DKIM), BXSERIGHESR (SPF) Ml EMER AN ERE. IMEMKRE (DMARC) SRR
IEARMEZRIREFEHERIE,

- IR IR B ARTS FTRE B AN RAYIEIE® smarthost AYE FEMFEX,
- ERERIUEEHRERRE FEHA AR RIBARS, RS FEEEREE

6.2.3 ELEMFARTEIREASE

—LE7E Debian FHVFER, ©FIFEERHEAEEEARI /usr/sbin/sendmail SSREEZE G, HEXR —EREMLIERTEN
UNIX RGEHEARESRESXE MY, BIRELAIINEE:

- B} RN FIEREN,

« BM42H /usr/sbin/sendmail sr<ERIE,

- BBt AR —E#E, /usr/sbin/sendmail fp S iEITERARI A 53 55, AGERAFHITE /var/mail/$username

CESEN
- HRLEEEIS M S : apt-listchanges, cron, at, ...
- ¥R BHUTE R, /usr/sbin/sendmail &RIGEMEAEI BRI, FH SMTP 8518 DNS MX iC#k,

- HAEEEE4FHRYaE< : popcon, reportbug, bts, ...



http://packages.debian.org/sid/evolution
http://qa.debian.org/popcon-graph.php?packages=evolution
http://packages.qa.debian.org/e/evolution.html
http://packages.debian.org/sid/thunderbird
http://qa.debian.org/popcon-graph.php?packages=thunderbird
http://packages.qa.debian.org/t/thunderbird.html
https://zh.wikipedia.org/wiki/Mozilla_Thunderbird
http://packages.debian.org/sid/kmail
http://qa.debian.org/popcon-graph.php?packages=kmail
http://packages.qa.debian.org/k/kmail.html
http://packages.debian.org/sid/mutt
http://qa.debian.org/popcon-graph.php?packages=mutt
http://packages.qa.debian.org/m/mutt.html
http://packages.debian.org/sid/mew
http://qa.debian.org/popcon-graph.php?packages=mew
http://packages.qa.debian.org/m/mew.html
https://zh.wikipedia.org/wiki/DomainKeys_Identified_Mail
https://zh.wikipedia.org/wiki/Sender_Policy_Framework
https://zh.wikipedia.org/wiki/DMARC
https://zh.wikipedia.org/wiki/反垃圾郵件技術
https://zh.wikipedia.org/wiki/反垃圾郵件技術
https://zh.wikipedia.org/wiki/Email_filtering
https://zh.wikipedia.org/wiki/DomainKeys_Identified_Mail
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6.2.4 EM4{EE{CIE (MTA)

£ Debian 12 Bookworm &, fE;2% mail transfer agent (MTA) F2XBY1EL T, Debian BE) T EIGe] UER SFHHUE
Fis, BEASINEEN GUI (HRERAENTE ).

BAGERY Debian BEEEE{E MTA TR0 R IBHALE /usr/sbin/sendmail &HFER. BENT1Fus HiEREM MTA 1%
JEFET 6.2.2 8 6.2.3 HREITIIE.

R EN T /FiL, BAEIR MTA BIZR exim4-daemon- light 8 postfix, WRBIENEEMNLLEIRIE: “Mail sent
by smarthost; received via SMTP or fetchmail”, SR E MTA Fl1”/etc/aliases” ILEC,

"R

LB exim4 REXMEFEIRES, SEFEFEHHUERSERBNES N, EETSEN, MR —LEX
FRIEREES, EMA msmtp KEREMF], ELLBREZRRESEREFEA UL, AREE MTA EEREBER
EF B,

2T TE N

exima-daemon-119g, )y 1934 | 1574 | Exima ER¢EEEHLI2 (MTA : Debian FEIRHI)
exim4-daemon-heavy,q 1.q 1742 | Exim4 BRFEEHNRIR (MTA : BENERR)
exim4-base V:228,1:242 | 1701 | Exim4 X (XF) MERESR
exim4-doc-html | L1 3746 | Exim4 XX (html)

exim4-doc-info | L0 637 Exim4 X (info)

postfix V:128,1:136 | 4031 | Postfix A E&RMNIE MTA : TEMERE)
postfix-doc .7 4634 | Postfix X (html+text)

sas12-bin V:5,1:14 371 Cyrus SASL API BIR (BIR postfix SMTP R &5
cyrus-saslz-doc |, 2154 | Cyrus SASL - Xt§

msmtp V6, I:11 667 K= MTA

msmtp-mta V:5, 1.6 125 BCE MTA (sendmail ¥ msmtp FIfESE )
esmtp V:0, I:0 129 BE MTA

esmtp-run V:0, 1.0 32 BXE MTA (sendmail ¥f esmtp FIFEEIER)
nullmailer V:8,1:9 474 P INEE MTA, B EAIBEF

ssmtp V5, 1.8 2 A INEE MTA, ;25 ANHEEF
sendmail-bin V:13, [:14 1877 | I MTANRFRELHEZRE)
courier-mta V:0, I:0 2408 | £INEE MTA(web NEF.)

Table 6.3: ERZMEHEECIEAERAAVERIERIIIR

6.2.4.1 exim4 HIEAE

IS ARLEEIB smarthost FIABERERMF, (RIERZIZUN T FA/RAY (EBH) HHEC exim4 - * EXFEEL,

$ sudo systemctl stop exim4
$ sudo dpkg-reconfigure exim4-config

#AHC” General type of mail configuration” B, #3#2”mail sent by smarthost; received via SMTP or fetchmail”,

%7 ”System mail name:” ZFEE%RY FQDN (2R 5.1.1),

it

5% 7E ”IP-addresses to listen on for incoming SMTP connections:” Z&F85%#97127.0.0.1; ::1”,
”Other destinations for which mail is accepted:” ‘ZIEEE T,

G P

“Machines to relay mail for:” JBIEEE S,



https://zh.wikipedia.org/wiki/Message_transfer_agent
https://zh.wikipedia.org/wiki/Email_client
https://zh.wikipedia.org/wiki/Email_client
http://packages.debian.org/sid/exim4-daemon-light
http://qa.debian.org/popcon-graph.php?packages=exim4-daemon-light
http://packages.qa.debian.org/e/exim4-daemon-light.html
http://packages.debian.org/sid/exim4-daemon-heavy
http://qa.debian.org/popcon-graph.php?packages=exim4-daemon-heavy
http://packages.qa.debian.org/e/exim4-daemon-heavy.html
http://packages.debian.org/sid/exim4-base
http://qa.debian.org/popcon-graph.php?packages=exim4-base
http://packages.qa.debian.org/e/exim4-base.html
http://packages.debian.org/sid/exim4-doc-html
http://qa.debian.org/popcon-graph.php?packages=exim4-doc-html
http://packages.qa.debian.org/e/exim4-doc-html.html
http://packages.debian.org/sid/exim4-doc-info
http://qa.debian.org/popcon-graph.php?packages=exim4-doc-info
http://packages.qa.debian.org/e/exim4-doc-info.html
http://packages.debian.org/sid/postfix
http://qa.debian.org/popcon-graph.php?packages=postfix
http://packages.qa.debian.org/p/postfix.html
http://packages.debian.org/sid/postfix-doc
http://qa.debian.org/popcon-graph.php?packages=postfix-doc
http://packages.qa.debian.org/p/postfix-doc.html
http://packages.debian.org/sid/sasl2-bin
http://qa.debian.org/popcon-graph.php?packages=sasl2-bin
http://packages.qa.debian.org/s/sasl2-bin.html
http://packages.debian.org/sid/cyrus-sasl2-doc
http://qa.debian.org/popcon-graph.php?packages=cyrus-sasl2-doc
http://packages.qa.debian.org/c/cyrus-sasl2-doc.html
http://packages.debian.org/sid/msmtp
http://qa.debian.org/popcon-graph.php?packages=msmtp
http://packages.qa.debian.org/m/msmtp.html
http://packages.debian.org/sid/msmtp-mta
http://qa.debian.org/popcon-graph.php?packages=msmtp-mta
http://packages.qa.debian.org/m/msmtp-mta.html
http://packages.debian.org/sid/esmtp
http://qa.debian.org/popcon-graph.php?packages=esmtp
http://packages.qa.debian.org/e/esmtp.html
http://packages.debian.org/sid/esmtp-run
http://qa.debian.org/popcon-graph.php?packages=esmtp-run
http://packages.qa.debian.org/e/esmtp-run.html
http://packages.debian.org/sid/nullmailer
http://qa.debian.org/popcon-graph.php?packages=nullmailer
http://packages.qa.debian.org/n/nullmailer.html
http://packages.debian.org/sid/ssmtp
http://qa.debian.org/popcon-graph.php?packages=ssmtp
http://packages.qa.debian.org/s/ssmtp.html
http://packages.debian.org/sid/sendmail-bin
http://qa.debian.org/popcon-graph.php?packages=sendmail-bin
http://packages.qa.debian.org/s/sendmail-bin.html
http://packages.debian.org/sid/courier-mta
http://qa.debian.org/popcon-graph.php?packages=courier-mta
http://packages.qa.debian.org/c/courier-mta.html
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5% 7E TP address or host name of the outgoing smarthost:” %%”smtp.hostname.dom:587”,

3% %€ ”Hide local mail name in outgoing mail?” IEIEA”"NO”, (B E R ET 6.2.4. 3HRAIABHR(ER /etc/email-addresses”
K&

EIZUN T AT /RAYE A —{B 2R [@] ZF”Keep number of DNS-queries minimal (Dial-on-Demand)?”,

« ”No” SNRENENBIRFR, REAFIEL T HRER
« "Yes” YNRIENBVEHE, RERIZHEE LFEREE,

#%E ”Delivery method for local mail:” 3EIE%”mbox format in /var/mail/”,
»Split configuration into small files?:” JBIEZR %3 Yes”,
BiBEER”/etc/exim4/passwd.client” #E2R, REBILFAH smarthost ISR E,

$ sudo vim /etc/exim4/passwd.client

$ cat /etc/exim4/passwd.client
Asmtp.*\.hostname\.dom:username@hostname.dom:password

EE% exim4(8),fE”/etc/default/exim4” #E=R+ % N”"QUEUERUNNER="queueonly’”,”QUEUERUNNER="nodaemon’”
%, RR/ILRRERER. (FI#E)

BB T FT/REIRLED exim4,

$ sudo systemctl start exim4

»/etc/exim4/passwd.client” IERPHIEHBANEBZERN B, MEXRINTARMIGERIENERSE,

$ host smtp.hostname.dom
smtp.hostname.dom is an alias for smtp99.hostname.dom.
smtp99.hostname.dom has address 123.234.123.89

H1E/etc/exim4/passwd.client” IERAERIERRIZERRLEBFZMRE, BNEFE ISP B 7 B RFTigE A E
£, SMTP AUTH 22T TFHY,
{REESBBUN T FTRBIFENE Fi exim4d FFHEC:

« Ef7/etc/eximd/” BEFTHY eximd 4HEEFE 2=,

- L:‘Z”/etc/ex1m4/ex1m4 conf.localmacros” KR EEEIESTUEN”/etc/exim4/exim4 . conf. template”
BR. (RESEINEE)
- &&" /etc/exim4/exim4.conf.d” FEFPEIFIERIREESHFEMER. (DBIR0HER)

« $1T’systemctl reload exim4”.

b
@ YNER debconf 85 "Keep number of DNS-queries minimal (Dial-on-Demand)?” ”"{IE]F:.‘iEEH%, EET"No” (8
i%ME), FEE eximd EXEREEL B R ATEINBHERNE E R DN ERAEE

#%R9:8”/usr/share/doc/exim4-base/README . Debian.gz” B/518EH] update-exim4.conf(8),

( ) BE
BN EEREE, EA% STARTTLS #§ SMTP 18 587, =(# SMTPS (SSL z L/ SMTP) 18 465, &
4 SMTP 18 25,



https://zh.wikipedia.org/wiki/STARTTLS
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/SMTPS
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5L Ihae

postfix(1) Postfix IEHIFER
postconf(1) Postfix FARC L &
postconf(5) Postfix FHAC S EX
postmap(1) Postfix BFIRAEE
postalias(l) Postfix B BB FEHEE

Table 6.4: EEHY postfix FHEFIZFR

6.2.4.2 #58 SASL [ postfix D

#123818 smarthost BYAEREER(F, (RIEEXE SERRIGE postfix XA FIRARAIFME,
{RIEZIEIN N FrRBY (FH) B postfix 7 sas12-bin #XE2

$ sudo systemctl stop postfix
$ sudo dpkg-reconfigure postfix

JE4E”Internet with smarthost”,

5% 7E”SMTP relay host (blank for none):” Z&” [ smtp.hostname.dom] :587” Wi 3Z4NF A=A EC.
sudo postconf -e ’'smtp_sender_dependent_authentication = yes’

sudo postconf -e ’'smtp_sasl_auth_enable = yes’

sudo postconf -e ’‘smtp_sasl_password_maps = hash:/etc/postfix/sasl_passwd’
sudo postconf -e ’‘smtp_sasl_type = cyrus’

sudo vim /etc/postfix/sasl_passwd

@ BH BB e

%y smarthost 37 ISR E.,

$ cat /etc/postfix/sasl_passwd
[smtp.hostname.dom] :587 username:password
$ sudo postmap hush:/etc/postfix/sasl_passwd

W@ AT 7RRIELEN postfix,

$ sudo systemctl start postfix

dpkg-reconfigure EiEHR{EAM”[” F17]” F1”/etc/postfix/sasl_passwd” BRARNEIRE MX SLigMEE
EERIEEREEME, 287 /usr/share/doc/postfix/html/SASL_README.htm1” #2EH9”Enabling SASL
authentication in the Postfix SMTP client” {&H.,

6.2.4.3 Ep{ihutRARS
BEFLHREGER. HENERAENRIENEGhAEESR,

(EES IhEE [ER
/etc/mailname R (91 %8) EEFRUTE:R £/ | Debian EFHEY, mailname(5)

: o : it exim(8) EFM,
/etc/email-addresses RN EEHMERBARE exim4-config files(s)

/etc/postfix/generic RIS BRI BIRE ?p%;tﬁgéé((l) BHN, postmap(l) I}
/etc/aliases R EREFRTRSE R 2 BAIF, newaliases(l) FESHITERA.

Table 6.5: ERER {1t AR BARVAHREAE SR IR

»/etc/mailname” HEERH A mailname BE 2 2MIHE (FQDN), EELIEIHZAS S WA EHY 1P sk, ¥H08
BRfRAY 1P tht A E BB EN T (ElL, 2% mailname Z”hostname -~ 1B, (EEHL exim4-* F postfix
HEZLEUNNERE, )



https://www.postfix.org/documentation.html
https://www.debian.org/doc/debian-policy/ch-customized-programs#s-mail-transport-agents
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RBR

"/etc/mailname” EPE’JPSI@%&’.:‘F;HE MTA X BEEMNTERITA. ¥ mutt, & ~/muttrc R H:%
E’hostname” #1"from” 2K EZ mailname 18, ¥1/? devscripts BEERIAVFED, HI%0 bts(1) #1 dch(l), EE
Hﬂ—tﬁ“%i"wEBFULLNAME" F"$DEBEMAIL" MEREBETE,

R

popularity-contest %X 2 & — f& U4 FQDN 2 = H root WR 58§ (& X Hf 14: {r =
& /usr/share/popularity-contest/default.conf & FE B # & E’J M & = &
/etc/popularity-contest.conf fEZEF A MAILFROM {8, BEI, R H = # smarthost SMTP {5 BR
221648, BEEBLBRREERZSK, EEAALAMEER MTA LHEL root FHREEXNHEESRILIERS,
B EtE RIZNEER cron I5SBEA,

IR

& :%E mailname Z”hostname - [9{ERS, & MTA KRB Ut A9BEE D] L@ B0 R EIRRER,

« FAIR exim4(8) B”/etc/email-addresses” #8%, exim4-config_files(5) FMERBRANREHMEE
« A postfix(1) B”/etc/postfix/generic” #£2, generic(c) FMETREBNERIRE

58 postfix, ETRMEEINSBREZHIT.

# postmap hash:/etc/postfix/generic
# postconf -e ’smtp_generic_maps = hash:/etc/postfix/generic’
# postfix reload

REESTEB AN T AR B9 SR A GER (- 1t ERI B,

« exim(8) A -brw, -bf, -bF, -bv, ... EI&

« postmap(1) A -q iBIE,

N
Exim %85 —LE5HANIER, F0 exiqgrep(8) 1 exipick(8), 2R’dpkg -L exim4-base|grep man8/” 3
EErTANES.

6.2.4.4 ETZ MTA 12

BERE—LEMRI MTA #(F. B—LrlEEEiA sendmail(l) BHEEMNERER,

BR
£/etc/ppp/ip-up.d/*" BE—(EEHBIEFFEEHFNIESBEREARENEE,

6.3 fA)ikz5=RIm{FENFITHE (SSH)

Secure SHell (SSH) 2 E4548 L1 & 21848 75 2\ 7F Debian #2@, B —{E Al OpenSSH HI% & SSH iR 7, 7£ openssh-client
#0 openssh-server 842,

HREREREE, ssh(1) TAELE telnet(l) EMNEENLL. TM& telnet 182, ssh IS AEEIBE] telnet BB
¥t (¥)EaTEER 2 CTRL-)) BHELE

889X shellinabox R2—{E& SSH t—»_‘t EIEEREARIRLIRHRIN—EEEBNER,
BREIRE X BRI, 28: & 7.8,



https://zh.wikipedia.org/wiki/Secure_Shell
https://www.openssh.org/
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exim 8% postfix 5% Bz
sendmail sendmail AT A\ SEEVER A I H ZHHZIE (- bm)
mailq mailq FHFEBIRENTS] ID FIEHT (-bq)
newaliases newaliases TR RIBERE (-1)
eximd -q postqueue -T SMEESEFHH (-q)
. postsuper -r ALL
exim4 -qf deferred; postqueue -f SHMEIEF GG
. postsuper -r ALL; .
exim4 -qff postqueue -f SMRIEEFECDLKRENEM
exim4 -Mg queue_id postsuper -h queue_id BIBEEFRITY] ID RIREE
exim4 -Mrm queue_id postsuper -d queue_id BIBEEFRTI] ID RBRE
N/A postsuper -d ALL BIRETEEH

Table 6.6: EE MTA 1Z{EFIR

IR TATE XN | THE B

openssh-client | V:868,1:996 | 5821 | ssh(1) SSH ZEFim

openssh-server | V:733,1:819 | 1955 | sshd(8) SSH FR#%im

ssh-askpass .23 102 ssh-askpasgsEapK{ERE i A B SR ssh-add (plain X)

ssh-askpass-gnontey,, |, 199 | ssh-askpasss&fREBEAE A ssh-add Zh5 (GNOME)

ssh-askpass-fulls&ztb’eﬁg 48 ssh-askpass%&ﬁﬁhﬁdd =15 (GNOME), B2 E
shellinabox V:0, I:1 507 shellinabgx @B 23aAM VT100 KiniR#t = 48 2 (a1 Akes

TH

Table 6.7: {AlARZHIZ iR FEXFI TRSIR

=z
IE=)

INRREY SSH RICHEGHAREFE, 2RH 4.6.3,

R’
B screen(l) F2UKEIRIR shell EHERVER L7E (2 RET 9.1.2).

6.3.1 SSH Ef#

OpenSSH SSH & E5T3&12/F (daemon ) R 3z#& SSH 2 ###3%,

FAREE”/usr/share/doc/openssh-client/README.Debian.gz”.ssh(1).sshd(8).ssh-agent(1).ssh-keygen(1).
ssh-add(1) #1 ssh-agent(1).

fo g
=H

: WNRAEEH 1T OpenSSH fRFE, "/etc/ssh/sshd_not_to_be_run” BRTFE,
AERBER? rhost BUR:% ( /etc/ssh/sshd_config HfY) HostbasedAuthentication),

WEFiREE)—{& ssh(1) E4R.



http://packages.debian.org/sid/openssh-client
http://qa.debian.org/popcon-graph.php?packages=openssh-client
http://packages.qa.debian.org/o/openssh-client.html
http://packages.debian.org/sid/openssh-server
http://qa.debian.org/popcon-graph.php?packages=openssh-server
http://packages.qa.debian.org/o/openssh-server.html
http://packages.debian.org/sid/ssh-askpass
http://qa.debian.org/popcon-graph.php?packages=ssh-askpass
http://packages.qa.debian.org/s/ssh-askpass.html
http://packages.debian.org/sid/ssh-askpass-gnome
http://qa.debian.org/popcon-graph.php?packages=ssh-askpass-gnome
http://packages.qa.debian.org/s/ssh-askpass-gnome.html
http://packages.debian.org/sid/ssh-askpass-fullscreen
http://qa.debian.org/popcon-graph.php?packages=ssh-askpass-fullscreen
http://packages.qa.debian.org/s/ssh-askpass-fullscreen.html
http://packages.debian.org/sid/shellinabox
http://qa.debian.org/popcon-graph.php?packages=shellinabox
http://packages.qa.debian.org/s/shellinabox.html
https://github.com/shellinabox/shellinabox
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HRERES HRERE SR R

/etc/ssh/ssh_config SSH EFimtaaR, 2K ssh_config(5)
/etc/ssh/sshd_config SSH BR#%imTEz%, 2R sshd_config(5)
~/.ssh/authorized_keys ZIRIREHR IS EEREE ENEFIn{EFRRITER SSH 18
~/.ssh/id_rsa {FF& M) SSH-2 RSA #A&

~/.ssh/id_key-type-name {EF&R) SSH-2 88, key-type-name 25 ecdsa, ed25519 =

Table 6.8: SSH #4HBEFE R TIR

o R
ssh (ERTERE R
username@hostname.domain.ext

ssh -v 4 .
username@hostname.domain.ext B MAE R AR RN
ssh -o

PreferredAuthentications=password SSH 2 iR7~, 3&HI{EHZE
username@hostname.domain.ext

ssh -t
username@hostname.domain.ext EiRiREM E#1T passwd S REFHZS
passwd

Table 6.9: SSH Z FimpENF 73R

6.3.2 RimE# CHIERERM

MRIFAERMANRREW LERBENERERE, (REENEIEE A username@”,

WMRAMFNIR IR T, FERARKRNERE B, REILAEB#A username@”. BIEEARMMFIR IR EHERARER
EHEBH, (RJLAER”~/ . ssh/config” REEE N\ (ERE B, H Debian Salsa {FARES, EAMRSER foo-guest”,
{RETLASRE”~/ . ssh/config” B TEMASR,

Host salsa.debian.org people.debian.org
User foo-guest

6.3.3 REIERImELR

{EA”PubkeyAuthentication” (SSH-2 tH:%), AFIRILABREGRERIRRLAIIZE.
ERIGAR MR /etc/ssh/sshd_config” #8, :REMEERIKE, "PubkeyAuthentication yes”,
EARMAENIZEWSE, TRENBIERRR,

$ ssh-keygen -t rsa
$ cat .ssh/id_rsa.pub | ssh useril@remote "cat - >>.ssh/authorized_keys”

{RRJLATE”~/ . ssh/authorized_keys” #8245 1% B G IMEIERPEHI E MMM TIHFEIH L2 B sshd(8)”AUTHORIZED_KE

FILE FORMAT” ,

6.3.4 [REIEHTE SSH EFiH

HEFELH-LERER SSH EF i,



https://salsa.debian.org/
https://zh.wikipedia.org/wiki/Secure_Shell
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RIE % & SSH f23(

Windows puTTY (PuTTY: a free SSH and Telnet client) (GPL)

Windows (cygwin) SSH in cygwin (Cygwin: Get that Linux feeling - on Windows) (GPL)
Mac OS X OpenSSH; E#&ImEFF{EA ssh (GPL)

Table 6.10: HEFE F#E SSH EFImdI&R

6.3.5 #£37 ssh XIB

RS RIRFE(RHY SSH REFAREL EMN, MRZEIBE, A ssh-keygen -p” RiRE.

EARE9 88 (Ebgn: »~/.ssh/id_rsa.pub”) BEEiHFE#EY”~/ . ssh/authorized_keys”, EEiRimE#ER L
EHRE R ZBIELR A .

$ ssh-agent bash

$ ssh-add ~/.ssh/id_rsa

Enter passphrase for /home/username/.ssh/id_rsa:

Identity added: /home/username/.ssh/id_rsa (/home/username/.ssh/id_rsa)

REBWITETRWIES, MABEZERNE,
$ scp foo username@remote.host:foo

2 D R4S ssh (UIRES

#1R X fRFEim, @FE MY Debian UENESIEEEARIEFHIT ssh-agent, FILAMRREEZEHIT—IX ssh-add, E—
$HIE:, 5608 ssh-agent(1) #1 ssh-add(1).

6.3.6 fiRImEMIZRERG

WNRARE—(EERERE T DNS RIfEIAR2E £ —{B SSH shell BRSR, REESOASTE(RAM TIFUG EERAVERMG:, (AR
ElAREE LHEH, HEIEMKRIRFEIRESE LEEX,

$ ssh username@example.org /usr/sbin/sendmail -bm -ti -f "username@example.org” < mail _data «
LExt

6.3.7 SMTP/POP3 [} i8R

1EiB ssh By —EEREMNEEEL, % localhost B9 4025 182 remote-server B 25 18, {if{ localhost B9
4110 18% remote-server 89 110 18, EBEAEHITUNTIES

# ssh -q -L 4025:remote-server:25 4110:remote-server:110 username@remote-server

BB E AR SMTP/POP3 FRFSEFNE L H A ERIFEM”/etc/ssh/sshd_config” #i&E Al lowTcpForwar

RB&"yes”.

6.3.8 EixiEiA SSH MEHEIRER %

{REICAEFE at(1) $§< (2 REl 9.4.13) 3R SSH #&imtE{RE& shutdown -h now” (2Rl 1.1.8) IRFiBTE,

# echo ”"shutdown -h now” | at now

£ screen(1) (2Rl 9.1.2) EEE#HIT shutdown -h now”, BAIN—(EHERMERKNER,



https://www.chiark.greenend.org.uk/~sgtatham/putty/
https://www.cygwin.com/
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6.3.9 SSH t4fEHIE

MRIFBZIERE, REHERERNFFAIELA-v” BIE]{T ssh,
FNRARR root BR3R, WLHEAHNGE, ER”-p” BIE; Er]ERER 1 —1023 ZERIARFHIE.

MR ssh BRI RIRHBRAFILETE, EHIFRERAEIEEHBIRIFNER, PJERERMEERNE
T”host_key”. EREREEIERE, BB A EBEBNEER A RENOR IR T, (RP] AERME~/ . ssh/known_hos
Bk host_key” 18 B REFIESELR,

6.4 7JIENRRFEFITE

7E£& 0948 Unix %5, BSD Line printer daemon(lpd) 17 Eﬂ%&%%ﬁ:? BRZIZEE, EHE RETEIEEEY ENE Y
}&TU2 PostScript (PS), %37 AEZ9IENZIE PostScript ENFRE, FEAG—LEBIEER AN Ghostscript —EEH, 2RE0
11.4.1,

7EIR{XHY Debian 24 H, Common UNIX Printing System J@F UNIX JIEN R AR EE LEE, RN BHIRENIEE
ZI|EN#R H A8 = =R Portable Document Format (PDF) F]#IBIERIZ R,

CUPS {£EFH Internet Printing Protocol 48FR48E& 7 ENF3:% (IPP). IPP IREC KM EEIEE A4, I Windows XP 1 Mac OS
X %1&, EEKEmnNEEEmBHENNBEEERIRYENNEETE,

K58 CUPS AGMERBARBEHELIFE, GEMNEEERERE lpr 184, BiSESIEMIIENE L. (E
CUPS &, 1pr BEZ@IBZE cups-bsd ERFEELIRIEEN.)

Debian 48 — LA FHAIEEE B AMRTIENARFEFERIIEN TR,

EREEE mATE NI a7 AR
Tpr V:2,1:3 367 printer (515) | BSD Ipr/lpd ((ZTEENRIEEZEE =720 daemon)
Tprng V:0, I:0 3051 = E ,, (Z5)
cups V:91,1:435 | 1061 | IPP (631) AR AERRFIEN CUPS {aIARES
FHiR CUPS BY System V ENZRIZFES: 1p(1),
cups-client V:111,1:458 | 426 Eill= lpstat(1), lpoptions(1), cancel(l),
lpmove(8), Lpinfo(8), Lpadmin(8), -
. — FR CUPS Y BSD ENRIEFES: pr(1), 1pq(l),
cups-bsd V:28,1:224 | 131 El s Lprm(1), Lpc(8)
printer-driver-g “\y‘iﬂf)lrfﬂt 1219 RBEH CUPS E[IZR{4LEREN

Table 6.11: ZUENARFEFI T EIIR

RBR
{RET LASE{REY web jBIEF 28 77BN http://localhost:631/” 3RiEAEE CUPS R4k,

6.5 EEHIRERRS

EERHTREERR.
B ERR RIS R A RIHE (CIFS) MARTENR IR (SMB) H:E — K&, #MER Windows EiZ B,

&R
2RE 452 RBRAKES,



https://zh.wikipedia.org/wiki/Line_Printer_Daemon_protocol
https://zh.wikipedia.org/wiki/PostScript
https://zh.wikipedia.org/wiki/Ghostscript
https://zh.wikipedia.org/wiki/Common_Unix_Printing_System
https://en.wikipedia.org/wiki/PDF
https://zh.wikipedia.org/wiki/Internet_Printing_Protocol
http://packages.debian.org/sid/lpr
http://qa.debian.org/popcon-graph.php?packages=lpr
http://packages.qa.debian.org/l/lpr.html
https://zh.wikipedia.org/wiki/Line_Printer_Daemon_protocol
http://packages.debian.org/sid/lprng
http://qa.debian.org/popcon-graph.php?packages=lprng
http://packages.qa.debian.org/l/lprng.html
http://packages.debian.org/sid/cups
http://qa.debian.org/popcon-graph.php?packages=cups
http://packages.qa.debian.org/c/cups.html
http://packages.debian.org/sid/cups-client
http://qa.debian.org/popcon-graph.php?packages=cups-client
http://packages.qa.debian.org/c/cups-client.html
https://zh.wikipedia.org/wiki/System_V_printing_system
http://packages.debian.org/sid/cups-bsd
http://qa.debian.org/popcon-graph.php?packages=cups-bsd
http://packages.qa.debian.org/c/cups-bsd.html
https://zh.wikipedia.org/wiki/Line_Printer_Daemon_protocol
http://packages.debian.org/sid/printer-driver-gutenprint
http://qa.debian.org/popcon-graph.php?packages=printer-driver-gutenprint
http://packages.qa.debian.org/p/printer-driver-gutenprint.html
http://localhost:631/
https://zh.wikipedia.org/wiki/Server_Message_Block
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HEEE MITE K/ T Bz

telnetd V0, 1:2 53 TELNET TELNET ARF%
telnetd-ssl V:0, 1:0 159 EE TELNET AR#% (%8 SSL)
nfs-kernel-servery o 165 | 769 | NES Unix {85 =

samba V:108,1:134 | 4003 | SMB Windows @ =RFFIETHE
netatalk Vi1, 1 2003 | ATP Apple/Mac TEZEFFIENHEZE (AppleTalk)
proftpd-basic V9, 1:17 452 FTP BRAEETH

apache2 V:217,1:266 | 566 HTTP 1B web fa]IREE

squid Vi1, 112 9252 5 E 1B web RIEfA]ARES
bind9 V:44, 1:50 1113 | DNS HEFHEA 1P HB3E
isc-dhcp-server | g 138 | 6os2 | DHCP ZEHE S IP it

Table 6.12: HE4HIEERARTEYIR

R
FHEBMTBEER DNS FRFEIEME. HHH DHCP ENREHD AT 1P ik, E188 DNS 8E49(EMA bind9 #
isc-dhcp-server I F 1% E /1T, Debian wiki # DDNS B HEiER.

N
A squid ZFERINIREARES, FIfEA Debian XHAERTEAMIRERFEARIAALL, EAREEHEIEE,

6.6 HEHKREREFRin

6.7 RBKEEESTEN (daemon) ZEf

telnet ERNEEMF DERIRMEREBRIZL (daemon ), WiEITEZER
AlEt4E POP3 BRFS, EFA FEAVEEF

$ telnet mail.ispname.net pop3

53 ISP 12 TLS/SSL 1NZEIPOP3 fRFS, A THIEE, (REERZ telnet-ss1 BB TLS/SSL #J telnet &
FEif, 5 openss1 E8&8,

$ telnet -z ssl pop.gmail.com 995
$ openssl s_client -connect pop.gmail.com:995

TFHEAY RFCs Rt B —ERAEEERTERN (daemon ) FREZRIENGE,
f£7/etc/services” 8, IR TIBFERE



http://packages.debian.org/sid/telnetd
http://qa.debian.org/popcon-graph.php?packages=telnetd
http://packages.qa.debian.org/t/telnetd.html
https://zh.wikipedia.org/wiki/TELNET
http://packages.debian.org/sid/telnetd-ssl
http://qa.debian.org/popcon-graph.php?packages=telnetd-ssl
http://packages.qa.debian.org/t/telnetd-ssl.html
http://packages.debian.org/sid/nfs-kernel-server
http://qa.debian.org/popcon-graph.php?packages=nfs-kernel-server
http://packages.qa.debian.org/n/nfs-kernel-server.html
https://zh.wikipedia.org/wiki/Network_File_System_(protocol)
http://packages.debian.org/sid/samba
http://qa.debian.org/popcon-graph.php?packages=samba
http://packages.qa.debian.org/s/samba.html
https://zh.wikipedia.org/wiki/Server_Message_Block
http://packages.debian.org/sid/netatalk
http://qa.debian.org/popcon-graph.php?packages=netatalk
http://packages.qa.debian.org/n/netatalk.html
https://zh.wikipedia.org/wiki/AppleTalk
http://packages.debian.org/sid/proftpd-basic
http://qa.debian.org/popcon-graph.php?packages=proftpd-basic
http://packages.qa.debian.org/p/proftpd-basic.html
https://zh.wikipedia.org/wiki/File_Transfer_Protocol
http://packages.debian.org/sid/apache2
http://qa.debian.org/popcon-graph.php?packages=apache2
http://packages.qa.debian.org/a/apache2.html
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
http://packages.debian.org/sid/squid
http://qa.debian.org/popcon-graph.php?packages=squid
http://packages.qa.debian.org/s/squid.html
https://zh.wikipedia.org/wiki/Proxy_server
http://packages.debian.org/sid/bind9
http://qa.debian.org/popcon-graph.php?packages=bind9
http://packages.qa.debian.org/b/bind9.html
https://zh.wikipedia.org/wiki/Domain_Name_System
http://packages.debian.org/sid/isc-dhcp-server
http://qa.debian.org/popcon-graph.php?packages=isc-dhcp-server
http://packages.qa.debian.org/i/isc-dhcp-server.html
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
https://zh.wikipedia.org/wiki/Domain_Name_System
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
https://zh.wikipedia.org/wiki/Dynamic_DNS
https://wiki.debian.org/DDNS
https://zh.wikipedia.org/wiki/Post_Office_Protocol
https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Post_Office_Protocol
https://www.ietf.org/standards/rfcs/
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g RITE XN | BEE ZREH
netcat I:29 16 TCP/IP TCP/IP I T ET]
openssl V:838,1:995 | 2294 | SSL TZEERTE (SSL) EMHIFERFNNEZE LR
stunnel4 V7,112 541 & E EH SSL &
telnet V:33,1:566 | 53 TELNET TELNET EFim
telnet-ssl V-0, 1:2 196 EE TELNET AR#% ( <3& SSL)
nfs-common V:151,1:239 | 1124 | NFS Unix la=H=
smbclient V:23,1:204 | 2070 | SMB IR Windows TERFNFNENEZEEFin
cifs-utils V:30, I:121 317 = E IR imMER Windows F& 28 7 4t 12 SN AL R PR Lo f5 &
ftp V:7,1:123 53 FTP FTP EF i
Iftp V4, 1:31 2361 | @EE EE
ncftp V1, I:15 1389 | BE 2EE P XFim
wget V:213,1:980 | 3681 ETTE PN web FEITHR
curl V:184,1:617 | 518 Efs B E
axel V0, I:3 201 Bl TEILEES
aria2 V:2,1:19 1980 | BEE BitTorrent 70 Metalink 2B F 2 01E 2s
bind9-host V:131, 1:940 | 385 DNS KR bind9 BY host(1), "Priority: standard”
dnsutils V:18, 1:293 272 = E REH bind B9 dig(1), "Priority: standard”
isc-dhcp-client | o7 1980 | 2866 | DHCP &2 1P Hiht
Tdap-utils V:13, 1:66 762 LDAP K LDAP lRFBEFENR
Table 6.13: B ERAZEFimRdI&R
RFC R BH
rfc1939 F rfc2449 POP3 fRF%
rfc3501 IMAP4 fR7%
rfc2821 (rfc821) SMTP ARF%
1fc2822 (rfc822) R RIRT
1fc2045 Z AR AR BEIERES (MIME)
rfc819 DNS fR#%
fc2616 HTTP AR7%
1fc2396 URI &

Table 6.14: ' RFC JI3R



http://packages.debian.org/sid/netcat
http://qa.debian.org/popcon-graph.php?packages=netcat
http://packages.qa.debian.org/n/netcat.html
https://zh.wikipedia.org/wiki/TCP/IP
http://packages.debian.org/sid/openssl
http://qa.debian.org/popcon-graph.php?packages=openssl
http://packages.qa.debian.org/o/openssl.html
https://zh.wikipedia.org/wiki/Transport_Layer_Security
http://packages.debian.org/sid/stunnel4
http://qa.debian.org/popcon-graph.php?packages=stunnel4
http://packages.qa.debian.org/s/stunnel4.html
http://packages.debian.org/sid/telnet
http://qa.debian.org/popcon-graph.php?packages=telnet
http://packages.qa.debian.org/t/telnet.html
https://zh.wikipedia.org/wiki/TELNET
http://packages.debian.org/sid/telnet-ssl
http://qa.debian.org/popcon-graph.php?packages=telnet-ssl
http://packages.qa.debian.org/t/telnet-ssl.html
http://packages.debian.org/sid/nfs-common
http://qa.debian.org/popcon-graph.php?packages=nfs-common
http://packages.qa.debian.org/n/nfs-common.html
https://zh.wikipedia.org/wiki/Network_File_System_(protocol)
http://packages.debian.org/sid/smbclient
http://qa.debian.org/popcon-graph.php?packages=smbclient
http://packages.qa.debian.org/s/smbclient.html
https://zh.wikipedia.org/wiki/Server_Message_Block
http://packages.debian.org/sid/cifs-utils
http://qa.debian.org/popcon-graph.php?packages=cifs-utils
http://packages.qa.debian.org/c/cifs-utils.html
http://packages.debian.org/sid/ftp
http://qa.debian.org/popcon-graph.php?packages=ftp
http://packages.qa.debian.org/f/ftp.html
https://zh.wikipedia.org/wiki/File_Transfer_Protocol
http://packages.debian.org/sid/lftp
http://qa.debian.org/popcon-graph.php?packages=lftp
http://packages.qa.debian.org/l/lftp.html
http://packages.debian.org/sid/ncftp
http://qa.debian.org/popcon-graph.php?packages=ncftp
http://packages.qa.debian.org/n/ncftp.html
http://packages.debian.org/sid/wget
http://qa.debian.org/popcon-graph.php?packages=wget
http://packages.qa.debian.org/w/wget.html
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
https://zh.wikipedia.org/wiki/File_Transfer_Protocol
http://packages.debian.org/sid/curl
http://qa.debian.org/popcon-graph.php?packages=curl
http://packages.qa.debian.org/c/curl.html
http://packages.debian.org/sid/axel
http://qa.debian.org/popcon-graph.php?packages=axel
http://packages.qa.debian.org/a/axel.html
http://packages.debian.org/sid/aria2
http://qa.debian.org/popcon-graph.php?packages=aria2
http://packages.qa.debian.org/a/aria2.html
https://zh.wikipedia.org/wiki/BitTorrent_(協議)
https://zh.wikipedia.org/wiki/Metalink
http://packages.debian.org/sid/bind9-host
http://qa.debian.org/popcon-graph.php?packages=bind9-host
http://packages.qa.debian.org/b/bind9-host.html
https://zh.wikipedia.org/wiki/Domain_Name_System
http://packages.debian.org/sid/dnsutils
http://qa.debian.org/popcon-graph.php?packages=dnsutils
http://packages.qa.debian.org/d/dnsutils.html
http://packages.debian.org/sid/isc-dhcp-client
http://qa.debian.org/popcon-graph.php?packages=isc-dhcp-client
http://packages.qa.debian.org/i/isc-dhcp-client.html
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
http://packages.debian.org/sid/ldap-utils
http://qa.debian.org/popcon-graph.php?packages=ldap-utils
http://packages.qa.debian.org/l/ldap-utils.html
https://zh.wikipedia.org/wiki/Lightweight_Directory_Access_Protocol
https://datatracker.ietf.org/doc/rfc1939/
https://datatracker.ietf.org/doc/rfc2449/
https://zh.wikipedia.org/wiki/Post_Office_Protocol
https://datatracker.ietf.org/doc/rfc3501/
https://zh.wikipedia.org/wiki/Internet_Message_Access_Protocol
https://datatracker.ietf.org/doc/rfc2821/
https://datatracker.ietf.org/doc/rfc821/
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://datatracker.ietf.org/doc/rfc2822/
https://datatracker.ietf.org/doc/rfc822/
https://datatracker.ietf.org/doc/rfc2045/
https://zh.wikipedia.org/wiki/MIME
https://datatracker.ietf.org/doc/rfc819/
https://zh.wikipedia.org/wiki/Domain_Name_System
https://datatracker.ietf.org/doc/rfc2616/
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
https://datatracker.ietf.org/doc/rfc2396/
https://zh.wikipedia.org/wiki/Uniform_Resource_Identifier
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Chapter 7

GUI (EIZERETE ) R4

7.1 GUI (B ERENE ) fEHIRIE

£ Debian R4 £, BLENELEM GUI RERITEE,

EFRERREE HITE KAy | FREA

task—gnome—desktop:196 9 GNOME SR

task-xfce-desktop o 9 Xfce REIRE

task-kde-desktop| ;g 6 KDE Plasma SEEE

task—mate—desktopl:43 9 MATE SRS

task—cinnamon—deslﬁmp 9 Cinnamon SEIEE
task—lxde—desktopk29 9 LXDE SEEiE
task—lxqt—desktopl:18 9 LXQt SEIBE
task-gnome-flashbagk-desktop . GNOME Flashback R HEIBIE

Table 7.1: KEIRIESIFT



https://zh.wikipedia.org/wiki/Graphical_user_interface
http://packages.debian.org/sid/task-gnome-desktop
http://qa.debian.org/popcon-graph.php?packages=task-gnome-desktop
http://packages.qa.debian.org/t/task-gnome-desktop.html
https://zh.wikipedia.org/wiki/GNOME
http://packages.debian.org/sid/task-xfce-desktop
http://qa.debian.org/popcon-graph.php?packages=task-xfce-desktop
http://packages.qa.debian.org/t/task-xfce-desktop.html
https://zh.wikipedia.org/wiki/Xfce
http://packages.debian.org/sid/task-kde-desktop
http://qa.debian.org/popcon-graph.php?packages=task-kde-desktop
http://packages.qa.debian.org/t/task-kde-desktop.html
https://zh.wikipedia.org/wiki/KDE_Plasma_5
http://packages.debian.org/sid/task-mate-desktop
http://qa.debian.org/popcon-graph.php?packages=task-mate-desktop
http://packages.qa.debian.org/t/task-mate-desktop.html
https://zh.wikipedia.org/wiki/MATE_(software)
http://packages.debian.org/sid/task-cinnamon-desktop
http://qa.debian.org/popcon-graph.php?packages=task-cinnamon-desktop
http://packages.qa.debian.org/t/task-cinnamon-desktop.html
https://zh.wikipedia.org/wiki/Cinnamon_(desktop_environment)
http://packages.debian.org/sid/task-lxde-desktop
http://qa.debian.org/popcon-graph.php?packages=task-lxde-desktop
http://packages.qa.debian.org/t/task-lxde-desktop.html
https://zh.wikipedia.org/wiki/LXDE
http://packages.debian.org/sid/task-lxqt-desktop
http://qa.debian.org/popcon-graph.php?packages=task-lxqt-desktop
http://packages.qa.debian.org/t/task-lxqt-desktop.html
https://zh.wikipedia.org/wiki/LXDE
http://packages.debian.org/sid/task-gnome-flashback-desktop
http://qa.debian.org/popcon-graph.php?packages=task-gnome-flashback-desktop
http://packages.qa.debian.org/t/task-gnome-flashback-desktop.html
https://zh.wikipedia.org/wiki/GNOME#GNOME_Flashback
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EEE’\JE?%FB?XE%@E’\JW%EE’KE%@, £ Debian JFEERGAGEARIRIE T, HIRRHIVEIEEIEEINE, FIESER
B3R, ¥15¢ task-gnome-desktop, REJBAIR T EKIFAREEEISELEE:

« F sudo aptitude -u R{E) aptitude(8),

. BENHHZEI Tasks” A i% [ EHE,

. BENKIZE"End-user” A IX O EE,

- BENFZEI"GNOME” W% M EE i,

- BEN#IER task-gnome-desktop ik [OEE§E,

- BENIZE) Depends” Wig'm” (FLEE ),

- BENFIZEI"Recommends” Tiig'm” ( FILEE ),

- BENFIZR]" task-gnome-desktop Wik, (MER)

- AEEENEIZE, LRSS EERIEEREER,

- 189" REAIARE.

KERGKER 9 BEE Debian FE:RHIEEIRIE: task-gnome-desktop, 7E wayland iRt GNOME,

7.2 GUI (EWEAENE ) BHE

7£ GNOME SE{FEAI GUI BEliZZE T %

« Wayland (ARFEIRBERIFE) (BE)

- X HERGAEZOEZE (E1B xway land)

551847 freedesktop.org IEE3R T AR Wayland Z2H8F0 X 1RE L ER MAIREL,

EERENER, TEREMRBEIERA:

« Wayland R7EE—BE# L1 GUI @ RE: #i. BB, WRiE, RNEE setuid root I
« X Window 2 —EEB4ERINEER GUL B NiHE: @M. 5. 18, FE setuid root ZHEAIH

52 fE A Wayland =R, B VNC Bi RDP RZER—(ERinEH LB EMBERNAE, 288 7.7

RK X FRFABMIT HELIERER , WA X ERmEAAMAZCIBEETEN. EfGE T HRER
B9 Xlib 2R AEREE, RA T ARERIEIENEE. EthE Wayland ERIFARKMIR GULEMBENEIE SR,

£ GNOME #&inRAEIRY xeyes 12T, fREESIBERE GUI (BREERENE ) BAREIVERR GULEMEZ,

$ xeyes

- NRBRIEASER Wayland FRFSIRBERIBEMEAIER L, tEW “GNOME &i%", IREETZIRMESBRBE.
- IRBREEREA X REARZOHENEAERN L, bW “xterm”, REBESREFRBEY, RELAZIEMIL
B X RERBRE,

52021 FF 4 B, FFBRITH GUI EAER, LW GNOME # LibreOffice (LO) B4 EE] T Wayland BRFSIHRER 17
#. FLEEIR xterm, gitk, chromium, firefox, gimp, dia #1 KDE BRI RAER X RER KD IHRE.



https://zh.wikipedia.org/wiki/Wayland_(display_server_protocol)
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/Wayland_(display_server_protocol)
https://zh.wikipedia.org/wiki/X_Window_System_core_protocol
https://wayland.freedesktop.org/architecture.html
https://zh.wikipedia.org/wiki/Virtual_Network_Computing
https://zh.wikipedia.org/wiki/Remote_Desktop_Protocol
https://zh.wikipedia.org/wiki/MIT-SHM
https://wayland.freedesktop.org/faq.html
https://zh.wikipedia.org/wiki/LibreOffice
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E

¥ Wayland 2 £E B xwayland SR E M X HEZGK, EMELEMNWEN X R IREKE EE
&F"/etc/X11/xorg.conf” NEEERMKE L7, BERTMEBARXEBRZHZ DK DRM, KMS 1 udev i
B, FEMN X REIREKEEREFEHREM. 28 Linux 0 XE#9"modedb default video mode support”,

7.3 GUI (B ERENT ) 2218

5182 Wayland 3815 5 GNOME MIE &M GUI 32188586,

7]
#REEE AITE BK | &RFA

I\
mutter V:1, 1:66 186 GNOME B mutter fRE =128 [auto]
xway land V:230,1:310 | 2388 | FATTIE wayland Z ER9—{E X ARF%im [auto]
gnome-remote-desk{op ., 1063 {EH PipeWire i) GNOME J= i & H18 =T s€12/7 ( daemon )

e [auto]

gnome - tweaks V:20, 1:225 1200 | GNOME BFISPEECERE
gnome-shell-extenyiniBEets| o) | wmASm GNOME SRR EHHTE

Table 7.2: EZH GUI ZRHEE 285K

i3
I
e
it
i

B4, ”[auto]” RNELEFERTE task-gnome-desktop TEERF

N
gnome - tweaks B —{EARTTRIVHEETE, flU:

- (REEEGEARBEEE, ) “General (&) F"Over-Amplification (IBHHLK) 7,

+ {REEZM58IB"Caps” EERYEsc” §8, #£"Keyboard & Mouse” -> "Keyboard” -> "Additional Layout Option”.

BR
GNOME R HIRIEMFMISHEMNFEHRA LARKEE, EK T Super-i#1g, E@BEE settings”, "tweaks”
"extensions” REXEIECE.

7.4 GUI (BERENE ) ER

IRTETE Debian £, B Z B GUI BAFHE. WRE GNOME RERIEFISHEREINGENERE, BELELN
scribus (KDE) SHRIEEEER TP ERN, ERXRKBSNEERNKEER, SEMNAKLEL,

EEE—MRERERKN GUl (B ERENE ) EXIIX,

7.5 FHI

¥I% Debian FfERE, BFZFERANEEFEGFE. FAEMIRERRETG, EREEFABIEERRNFE,
Ibsh, AT ILEE R URELIRR GUI (B ERENE ) BRAEREE,

Debian Z#{EF FreeType 2.0 BERMIE(LEFZ MEF LR, AREEFIIED:



https://zh.wikipedia.org/wiki/Direct_Rendering_Manager
https://wiki.debian.org/KernelModesetting
https://zh.wikipedia.org/wiki/Udev
https://www.kernel.org/doc/html/latest/fb/modedb.html
http://packages.debian.org/sid/mutter
http://qa.debian.org/popcon-graph.php?packages=mutter
http://packages.qa.debian.org/m/mutter.html
https://zh.wikipedia.org/wiki/Mutter_(software)
http://packages.debian.org/sid/xwayland
http://qa.debian.org/popcon-graph.php?packages=xwayland
http://packages.qa.debian.org/x/xwayland.html
https://zh.wikipedia.org/wiki/Wayland_(display_server_protocol)
http://packages.debian.org/sid/gnome-remote-desktop
http://qa.debian.org/popcon-graph.php?packages=gnome-remote-desktop
http://packages.qa.debian.org/g/gnome-remote-desktop.html
http://packages.debian.org/sid/gnome-tweaks
http://qa.debian.org/popcon-graph.php?packages=gnome-tweaks
http://packages.qa.debian.org/g/gnome-tweaks.html
http://packages.debian.org/sid/gnome-shell-extension-prefs
http://qa.debian.org/popcon-graph.php?packages=gnome-shell-extension-prefs
http://packages.qa.debian.org/g/gnome-shell-extension-prefs.html
https://freetype.org
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E7E]
e RITE BX | A 5B

I
evolution V:30, 1:236 484 GNOME BAENEIE ( BEEHEHERTEN BE)
thunderbird V:52, 1121 | 224527| GIK EFHHFZEFnm (Mozilla Thunderbird (& & ) )
kontact Vi1, 1112 2208 | KDE BAENEZE (FHEHRENETHHF)
libreoffice-writer ;i 1435 | 30069 | LO Y EEIPEE
abiword V:1, I:8 3467 | GNOME NERIEFRE
calligrawords V:0, 1.7 6097 | KDE NERIEFEE
scribus Vi1, 17 30242 | KDE 4miE PDF % 2=HY desktop publishing 4w H 28
glabels V0, 1:3 1338 | GNOME ERARtE s
libreoffice-cald . 0, 1409 | 25688 | LO BEFRIE
gnumeric V:3, I:15 9909 | GNOME BETRIE
calligrasheets | V0,15 11396 | KDE e
Libreoffice-impress, 146 | 2542 | LO oE
calligrastage V:0, I:5 5339 | KDE iGE
libreoffice-base \.,q 1198 | 5038 | LO BrEEE
kexi V0, I:1 7118 | KDE ENEEE
libreoffice-dray ... 150 | 10405 | LO mEERmES ()
inkscape V:15,1:118 | 99852 | GNOME mEE miEas (2R )
karbon V-0, .6 3610 | KDE mzlﬁ/,.miﬁ%%( & )
dia V:3,1:23 3908 | GTK RIEEF R B E AR EE
gimp V:38,1:255 | 19303 | GTK EEBEIIJE?F. FHae (FEE)
shotwell V:17,1:252 6237 GTK HEEREIES
digikam V:2,1:10 293 KDE BSEREIERR
darktable V4, 1:13 30563 | GTK REmNERBENERE
planner V:0, [:4 1394 | GNOME BEEEHE
calligraplan V:0, I:2 19013 | KDE EXEE
gnucash V:2,1:8 28309 | GNOME BAS nJr
homebank V:0, I:2 1218 GTK EAE:
Tilypond V0, I.7 16092 | - “*QHH&
kmymoney V:0, 1:2 13937 | KDE BAE:T
Tibrecad V1, 1:15 8798 | QtFEF STEHEEENERET (CAD) &4 (2D)
freecad 18 53 QtEH EEWJr (CAD) #4 3D)
kicad V2, 1:14 235913] GTK ES]
xsane V12,1145 | 2339 | GIK }ﬁ;?“ggguﬁy
libreoffice-math .o, 1409 | 1960 | LO b N W
calibre V6, 1:28 62167 | KDE = EREEE
fbreader Vi1, 1.9 3783 | GIK ErEREDS
evince V93, [:313 | 941 GNOME XE (pdf) BiE
okular V:40, 1:121 17728 | KDE X& (pdf) FiEzs

B8 4 pA [

x11l-apps V:31, 1:460 2460 ;..FEE’J X & xeyes(l) &,
x11-utils V:195, 1:565 | 651 Fﬁm@E’J X & xev(l), xwininfo(1) &,

Table 7.3: ERMIA GUI (BRERENT ) ERAYIER



http://packages.debian.org/sid/evolution
http://qa.debian.org/popcon-graph.php?packages=evolution
http://packages.qa.debian.org/e/evolution.html
http://packages.debian.org/sid/thunderbird
http://qa.debian.org/popcon-graph.php?packages=thunderbird
http://packages.qa.debian.org/t/thunderbird.html
https://zh.wikipedia.org/wiki/Mozilla_Thunderbird
http://packages.debian.org/sid/kontact
http://qa.debian.org/popcon-graph.php?packages=kontact
http://packages.qa.debian.org/k/kontact.html
http://packages.debian.org/sid/libreoffice-writer
http://qa.debian.org/popcon-graph.php?packages=libreoffice-writer
http://packages.qa.debian.org/libr/libreoffice-writer.html
http://packages.debian.org/sid/abiword
http://qa.debian.org/popcon-graph.php?packages=abiword
http://packages.qa.debian.org/a/abiword.html
http://packages.debian.org/sid/calligrawords
http://qa.debian.org/popcon-graph.php?packages=calligrawords
http://packages.qa.debian.org/c/calligrawords.html
http://packages.debian.org/sid/scribus
http://qa.debian.org/popcon-graph.php?packages=scribus
http://packages.qa.debian.org/s/scribus.html
https://en.wikipedia.org/wiki/PDF
https://zh.wikipedia.org/wiki/Desktop_publishing
http://packages.debian.org/sid/glabels
http://qa.debian.org/popcon-graph.php?packages=glabels
http://packages.qa.debian.org/g/glabels.html
http://packages.debian.org/sid/libreoffice-calc
http://qa.debian.org/popcon-graph.php?packages=libreoffice-calc
http://packages.qa.debian.org/libr/libreoffice-calc.html
http://packages.debian.org/sid/gnumeric
http://qa.debian.org/popcon-graph.php?packages=gnumeric
http://packages.qa.debian.org/g/gnumeric.html
http://packages.debian.org/sid/calligrasheets
http://qa.debian.org/popcon-graph.php?packages=calligrasheets
http://packages.qa.debian.org/c/calligrasheets.html
http://packages.debian.org/sid/libreoffice-impress
http://qa.debian.org/popcon-graph.php?packages=libreoffice-impress
http://packages.qa.debian.org/libr/libreoffice-impress.html
http://packages.debian.org/sid/calligrastage
http://qa.debian.org/popcon-graph.php?packages=calligrastage
http://packages.qa.debian.org/c/calligrastage.html
http://packages.debian.org/sid/libreoffice-base
http://qa.debian.org/popcon-graph.php?packages=libreoffice-base
http://packages.qa.debian.org/libr/libreoffice-base.html
http://packages.debian.org/sid/kexi
http://qa.debian.org/popcon-graph.php?packages=kexi
http://packages.qa.debian.org/k/kexi.html
http://packages.debian.org/sid/libreoffice-draw
http://qa.debian.org/popcon-graph.php?packages=libreoffice-draw
http://packages.qa.debian.org/libr/libreoffice-draw.html
http://packages.debian.org/sid/inkscape
http://qa.debian.org/popcon-graph.php?packages=inkscape
http://packages.qa.debian.org/i/inkscape.html
http://packages.debian.org/sid/karbon
http://qa.debian.org/popcon-graph.php?packages=karbon
http://packages.qa.debian.org/k/karbon.html
http://packages.debian.org/sid/dia
http://qa.debian.org/popcon-graph.php?packages=dia
http://packages.qa.debian.org/d/dia.html
http://packages.debian.org/sid/gimp
http://qa.debian.org/popcon-graph.php?packages=gimp
http://packages.qa.debian.org/g/gimp.html
http://packages.debian.org/sid/shotwell
http://qa.debian.org/popcon-graph.php?packages=shotwell
http://packages.qa.debian.org/s/shotwell.html
http://packages.debian.org/sid/digikam
http://qa.debian.org/popcon-graph.php?packages=digikam
http://packages.qa.debian.org/d/digikam.html
http://packages.debian.org/sid/darktable
http://qa.debian.org/popcon-graph.php?packages=darktable
http://packages.qa.debian.org/d/darktable.html
http://packages.debian.org/sid/planner
http://qa.debian.org/popcon-graph.php?packages=planner
http://packages.qa.debian.org/p/planner.html
http://packages.debian.org/sid/calligraplan
http://qa.debian.org/popcon-graph.php?packages=calligraplan
http://packages.qa.debian.org/c/calligraplan.html
http://packages.debian.org/sid/gnucash
http://qa.debian.org/popcon-graph.php?packages=gnucash
http://packages.qa.debian.org/g/gnucash.html
http://packages.debian.org/sid/homebank
http://qa.debian.org/popcon-graph.php?packages=homebank
http://packages.qa.debian.org/h/homebank.html
http://packages.debian.org/sid/lilypond
http://qa.debian.org/popcon-graph.php?packages=lilypond
http://packages.qa.debian.org/l/lilypond.html
http://packages.debian.org/sid/kmymoney
http://qa.debian.org/popcon-graph.php?packages=kmymoney
http://packages.qa.debian.org/k/kmymoney.html
http://packages.debian.org/sid/librecad
http://qa.debian.org/popcon-graph.php?packages=librecad
http://packages.qa.debian.org/libr/librecad.html
http://packages.debian.org/sid/freecad
http://qa.debian.org/popcon-graph.php?packages=freecad
http://packages.qa.debian.org/f/freecad.html
http://packages.debian.org/sid/kicad
http://qa.debian.org/popcon-graph.php?packages=kicad
http://packages.qa.debian.org/k/kicad.html
http://packages.debian.org/sid/xsane
http://qa.debian.org/popcon-graph.php?packages=xsane
http://packages.qa.debian.org/x/xsane.html
http://packages.debian.org/sid/libreoffice-math
http://qa.debian.org/popcon-graph.php?packages=libreoffice-math
http://packages.qa.debian.org/libr/libreoffice-math.html
http://packages.debian.org/sid/calibre
http://qa.debian.org/popcon-graph.php?packages=calibre
http://packages.qa.debian.org/c/calibre.html
http://packages.debian.org/sid/fbreader
http://qa.debian.org/popcon-graph.php?packages=fbreader
http://packages.qa.debian.org/f/fbreader.html
http://packages.debian.org/sid/evince
http://qa.debian.org/popcon-graph.php?packages=evince
http://packages.qa.debian.org/e/evince.html
http://packages.debian.org/sid/okular
http://qa.debian.org/popcon-graph.php?packages=okular
http://packages.qa.debian.org/o/okular.html
http://packages.debian.org/sid/x11-apps
http://qa.debian.org/popcon-graph.php?packages=x11-apps
http://packages.qa.debian.org/x/x11-apps.html
http://packages.debian.org/sid/x11-utils
http://qa.debian.org/popcon-graph.php?packages=x11-utils
http://packages.qa.debian.org/x/x11-utils.html
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« Type 1 (PostScript) FE! FA=/X HEBHR (EFSEEMNIBN)
« TrueType FE& EATRK BEBHAR (FRIEERER)
« OpenType FE! FH=X BEBHE REBIEIED)

7.5.1 EHiEFH

THMNRERWREEEZHYEAETEEEENQEFE, LERBIIERHIRIEIFAES (metric compatibility ) FIFHE

B, KEBHRFRBETHREAT. FEA Cyril Ft. RLEENMAFIHRFMEXE
SR RARTARIRED,

g, BEFRREAWAR

fai

EREZEL ATE A/ | sans serif mono FHGIE

. E'E

fonts-cantarell Vi213, 572 59 - - (iantarell (GNOME 3, %4
1:304 )
_ Noto fonts (Google, B
fonts-noto 1:149 31 61 63 40 CIK 2 E=
DejaVu (GNOME 2,
fonts-dejavu 1:423 35 58 68 40 MCM: Verdana, I8 E 4
Bitstream Vera)
V125 Liberation &I FHiR
fonts-liberation2 1_420 ’ 15 56 60 40 LibreOffice (Red Hat,
' MCMATC)
Chrome OS: Arimo, Tinos
fonts-croscore V:20, .41 5274 | 56 60 40 #0 Cousine (Google,
MCMATC)
fonts-crosextra- L Chrome fEE & %:: Carlito
carlito Vi21, 11138 | 2696 >7 ) ) (Google, MCM:Calibri )
Chrome fEER%:
fonts-crosextra- ) Caladea (Google,
caladea L:135 347 ) > ) MCM:Cambria ) (RE#I
TFT)

- GNU FreeFont (BREHF
fonts-freefont-ttf V:74, 1:220 14460 | 57 59 40 URW Nimbus)

Debian {EF5 R M,
fonts-quicksand V:86, 1:432 | 392 56 - - Quicksand (B8/~, REHI
TFn)

o BRI —EF
fonts-hack V:24,1:116 2508 - - 40P % Hack (Facebook)
fonts-sil- I:32 14345 | - 54 - Gentium SIL
gentiumplus
fonts-sil-charis .27 6704 - 59 - Charis SIL

V-164 URW Nimbus (Nimbus
fonts-urw-base35 1_457 ’ 15558 | 56 60 40 Sans, Roman No. 9L,

' Mono L, MCAHTC)
fonts-ubuntu V:2, .5 4339 | 58 - 33P Ubuntu 27 (FE7R)
fonts-terminus V:0, I:3 453 - - 33 Cool retro 2R im 51
ttf-mscorefonts- TERETIERFEFE

. . b}
installer V1, I:51 85 567 60 40 (BF)

Table 7.4: & &HY TrueType 0 OpenType FHIF|F
b

« "MCM” RR” BB RN F R R HRIEIREER”



https://zh.wikipedia.org/wiki/PostScript_fonts#Type_1
https://en.wikipedia.org/wiki/Bézier_curve
https://zh.wikipedia.org/wiki/TrueType
https://en.wikipedia.org/wiki/Bézier_curve
https://zh.wikipedia.org/wiki/OpenType
https://en.wikipedia.org/wiki/Bézier_curve
https://zh.wikipedia.org/wiki/Sans-serif
https://zh.wikipedia.org/wiki/Serif
https://zh.wikipedia.org/wiki/Monospaced_font
http://packages.debian.org/sid/fonts-cantarell
http://qa.debian.org/popcon-graph.php?packages=fonts-cantarell
http://qa.debian.org/popcon-graph.php?packages=fonts-cantarell
http://packages.qa.debian.org/f/fonts-cantarell.html
https://zh.wikipedia.org/wiki/Cantarell_(typeface)
http://packages.debian.org/sid/fonts-noto
http://qa.debian.org/popcon-graph.php?packages=fonts-noto
http://packages.qa.debian.org/f/fonts-noto.html
https://zh.wikipedia.org/wiki/Noto_fonts
http://packages.debian.org/sid/fonts-dejavu
http://qa.debian.org/popcon-graph.php?packages=fonts-dejavu
http://packages.qa.debian.org/f/fonts-dejavu.html
https://zh.wikipedia.org/wiki/DejaVu_fonts
https://zh.wikipedia.org/wiki/Verdana
https://zh.wikipedia.org/wiki/Bitstream_Vera
http://packages.debian.org/sid/fonts-liberation2
http://qa.debian.org/popcon-graph.php?packages=fonts-liberation2
http://qa.debian.org/popcon-graph.php?packages=fonts-liberation2
http://packages.qa.debian.org/f/fonts-liberation2.html
https://zh.wikipedia.org/wiki/Liberation_fonts
https://zh.wikipedia.org/wiki/LibreOffice
http://packages.debian.org/sid/fonts-croscore
http://qa.debian.org/popcon-graph.php?packages=fonts-croscore
http://packages.qa.debian.org/f/fonts-croscore.html
https://zh.wikipedia.org/wiki/Croscore_fonts
https://zh.wikipedia.org/wiki/Croscore_fonts
http://packages.debian.org/sid/fonts-crosextra-carlito
http://packages.debian.org/sid/fonts-crosextra-carlito
http://qa.debian.org/popcon-graph.php?packages=fonts-crosextra-carlito
http://packages.qa.debian.org/f/fonts-crosextra-carlito.html
https://zh.wikipedia.org/wiki/Croscore_fonts
https://zh.wikipedia.org/wiki/Calibri
http://packages.debian.org/sid/fonts-crosextra-caladea
http://packages.debian.org/sid/fonts-crosextra-caladea
http://qa.debian.org/popcon-graph.php?packages=fonts-crosextra-caladea
http://packages.qa.debian.org/f/fonts-crosextra-caladea.html
https://zh.wikipedia.org/wiki/Croscore_fonts
https://zh.wikipedia.org/wiki/Croscore_fonts
https://zh.wikipedia.org/wiki/Cambria_(typeface)
http://packages.debian.org/sid/fonts-freefont-ttf
http://qa.debian.org/popcon-graph.php?packages=fonts-freefont-ttf
http://packages.qa.debian.org/f/fonts-freefont-ttf.html
https://zh.wikipedia.org/wiki/GNU_FreeFont
https://zh.wikipedia.org/wiki/URW_Type_Foundry
http://packages.debian.org/sid/fonts-quicksand
http://qa.debian.org/popcon-graph.php?packages=fonts-quicksand
http://packages.qa.debian.org/f/fonts-quicksand.html
https://fonts.google.com/specimen/Quicksand
http://packages.debian.org/sid/fonts-hack
http://qa.debian.org/popcon-graph.php?packages=fonts-hack
http://packages.qa.debian.org/f/fonts-hack.html
https://sourcefoundry.org/hack/
http://packages.debian.org/sid/fonts-sil-gentiumplus
http://packages.debian.org/sid/fonts-sil-gentiumplus
http://qa.debian.org/popcon-graph.php?packages=fonts-sil-gentiumplus
http://packages.qa.debian.org/f/fonts-sil-gentiumplus.html
https://zh.wikipedia.org/wiki/Gentium
http://packages.debian.org/sid/fonts-sil-charis
http://qa.debian.org/popcon-graph.php?packages=fonts-sil-charis
http://packages.qa.debian.org/f/fonts-sil-charis.html
https://zh.wikipedia.org/wiki/Charis_SIL
http://packages.debian.org/sid/fonts-urw-base35
http://qa.debian.org/popcon-graph.php?packages=fonts-urw-base35
http://qa.debian.org/popcon-graph.php?packages=fonts-urw-base35
http://packages.qa.debian.org/f/fonts-urw-base35.html
https://zh.wikipedia.org/wiki/URW_Type_Foundry
https://zh.wikipedia.org/wiki/Nimbus_Sans
https://zh.wikipedia.org/wiki/Nimbus_Sans
https://zh.wikipedia.org/wiki/Nimbus_Roman_No._9_L
https://zh.wikipedia.org/wiki/Nimbus_Mono_L
http://packages.debian.org/sid/fonts-ubuntu
http://qa.debian.org/popcon-graph.php?packages=fonts-ubuntu
http://packages.qa.debian.org/f/fonts-ubuntu.html
https://zh.wikipedia.org/wiki/Ubuntu_(typeface)
http://packages.debian.org/sid/fonts-terminus
http://qa.debian.org/popcon-graph.php?packages=fonts-terminus
http://packages.qa.debian.org/f/fonts-terminus.html
https://github.com/Swordfish90/cool-retro-term
http://packages.debian.org/sid/ttf-mscorefonts-installer
http://packages.debian.org/sid/ttf-mscorefonts-installer
http://qa.debian.org/popcon-graph.php?packages=ttf-mscorefonts-installer
http://packages.qa.debian.org/t/ttf-mscorefonts-installer.html
https://zh.wikipedia.org/wiki/TrueType
https://zh.wikipedia.org/wiki/OpenType

Debian 2= F 123/232

« "MCMATC” RRH” MERHAYZFEL : Arial, Times New Roman, Courier New HERRIEIZIEE”
« "MCAHTC” FR/=” 1 Adobe B HH9FEY: Helvetica, Times, Courier HEARIEIZERT”

- AFRAFIINBFRAEBEEHNFTIE M FEIBEEMEE (25 M KRR Medium BH, FERBMEIERE
EIEHE ),

« £ mono FRLAYRIFFREY"P RRAMIZIVERETH, BESBMIRIE S 07/°0” F1” 17/ 17117,

« ttf-mscorefonts-installer EREEE) T HMERHI” Core fonts for the Web” ;28 Arial, Times New Roman, Courier
New, Verdana, ... , EEXLENFEEN, 2IEFMIENERN,

HZBEEMRIT F8Y, B URW Nimbus ZX&EL Bitstream Vera B[ 498 B,

BR
MRGHESREMEENFEZEE L EMNFRAPRE, EEMA aptitude 7" Tasks” -> "Localization” N EI&EE
mEEarR, FRMEEEA Depends:” Bi’Recommends:” 7, EARMMLIEFRHESEEIEEERENEE,

7.5.2 FHEIHIR(L

Debian {3 FreeType RHH&{LFE, ©HFELERELEH Fontconfig FRIFLEEIRH,

EEs MITE XA | FREA

libfreetype6 V565, 1:997 | 933 FreeType F A& {LE

Tibfontconfigl | V:561,1:850 | 580 Fontconfig 2 0C & &

fontconfig V:443,1.719 | 679 fc-*: Fontconfig 2 3aR<

font-manager V2, 1:8 1038 Font EI225: Fontconfig GUI (BN EARAENE ) %
nautilus-font-mangger., 37 | Font &I i Nautilus IR EL

Table 7.5: & BN FRIRIFFNBRHEFER TR

R

—LEFRIEREEE, LLUWIER fonts-noto*, BRRTASHFE, MAUFRBELFRREENTE, BEEER
FERAMNERTEM, B Han unification FHBHE—REXF, —L Unicode ISEMIIEEZE FH, &%
ENFHERESWLBHREN Fontconfig EiEE, —ERTATBRKNBERRE CIK FHERBKPRI"U+3001
IDEOGRAPHIC COMMA” #1”U+3002 IDEOGRAPHIC FULL STOP”, {REES(ER GUI (B ERENT ) FRE
1288 (font-manager) BERVEC & FER FEL KB RIS (EREE .

R RT AT ER <L 75 HF BUEC EAR RS,

« {FH “fc-match(1)” #&4] fontconfig FITEZRFHL
« {ER “fc-list(1)” #WEFTHERI A/ fontconfig FE!

REESHIE X FHREERECEF R ENE, BEREEN, 28 fonts.conf(5).



https://zh.wikipedia.org/wiki/Arial
https://zh.wikipedia.org/wiki/Times_New_Roman
https://zh.wikipedia.org/wiki/Courier_(typeface)
https://en.wikipedia.org/wiki/PostScript_fonts
https://zh.wikipedia.org/wiki/Core_fonts_for_the_Web
https://zh.wikipedia.org/wiki/Arial
https://zh.wikipedia.org/wiki/Times_New_Roman
https://zh.wikipedia.org/wiki/Courier_(typeface)
https://zh.wikipedia.org/wiki/Courier_(typeface)
https://zh.wikipedia.org/wiki/Verdana
https://zh.wikipedia.org/wiki/URW_Type_Foundry
https://zh.wikipedia.org/wiki/Bitstream_Vera
https://freetype.org
https://zh.wikipedia.org/wiki/Fontconfig
http://packages.debian.org/sid/libfreetype6
http://qa.debian.org/popcon-graph.php?packages=libfreetype6
http://packages.qa.debian.org/libf/libfreetype6.html
https://freetype.org
http://packages.debian.org/sid/libfontconfig1
http://qa.debian.org/popcon-graph.php?packages=libfontconfig1
http://packages.qa.debian.org/libf/libfontconfig1.html
https://zh.wikipedia.org/wiki/Fontconfig
http://packages.debian.org/sid/fontconfig
http://qa.debian.org/popcon-graph.php?packages=fontconfig
http://packages.qa.debian.org/f/fontconfig.html
https://zh.wikipedia.org/wiki/Fontconfig
http://packages.debian.org/sid/font-manager
http://qa.debian.org/popcon-graph.php?packages=font-manager
http://packages.qa.debian.org/f/font-manager.html
https://github.com/FontManager/font-manager
https://zh.wikipedia.org/wiki/Fontconfig
http://packages.debian.org/sid/nautilus-font-manager
http://qa.debian.org/popcon-graph.php?packages=nautilus-font-manager
http://packages.qa.debian.org/n/nautilus-font-manager.html
https://github.com/FontManager/font-manager
https://zh.wikipedia.org/wiki/Han_unification
https://zh.wikipedia.org/wiki/Unicode
https://zh.wikipedia.org/wiki/Glyph
https://github.com/FontManager/font-manager
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7.6

&
Fo

Linux EXE4 GUI (B ERENE ) BEEIE Debian IR £, U TEMFIIEAEFE.

« Applmage -- {E{E[# 5 EATTHY Linux FEF
« FLATHUB -- Linux fEF8, FiRiE®E
« snapcraft -- Linux fE A& 5

@%%

(EELLuhBE R ENMHIEREEEL, BRI B AR B HIIERIRERE,

¥J{£F Debian FE HEFERVIIRABITE, BEEMHNBANDE, F—LFENER, RRERMGE —EEFH
S, M Debian RHHENhSERAEAEREN LEEREEROE, BB,

BTN EMBINEBERR, BEER PERIE AL, ERIRM Linux T215H0FEL, (288 4.74),

« ¥15% AppImage F1—Lb Fisub Bk i ENMSI, £ FTEE %Y firejail BE1T,

« ¥R FLATHUB RR9 Z&EiIfl, 7EFlatpak BHITEM. (FEEFIRKE, )

« ¥R snapcraft 2REY IS, 7E Snap BEAMITEM. (AEEFIRE, FEE-TEREF (daemon) A, )

xdg-desktop-portal M EABEAMNEEIFHRME —EZEELN APL, £ R xdg-desktop-portal (flatpak) F1 xdg-
desktop-portal (snap) .

HESE mITE KAV | 5REA

flatpak V62, 1:67 7498 | Flatpak RHEEFTEVAC B IER
gnome-software-plyging fLatppk o« | cNoME srseEIRSRH Flapak SIE

snapd V:66, 1:70 62774 | BXFA snap REBBIRVBETaE 27 (daemon ) A1 THE

gnome—software—plkl/gﬂq:ésnap 17 GNOME Br88&E 381 Snap 1B

xdg-desktop-portal. o, 1350 | 1936 | Flatpak F Snap S FEESPIS

xdg-desktop- porta%/:_ﬂigl,(lz%l 715 gtk (GNOME) #9 xdg-desktop-portal &

xdg-desktop-portal: kde .. 1432 | Qt(KDE) #9 xdg-desktop-portal 0

xdg-desktop-port a%/?(y\,’ 5 131 wlroots (Wayland) #J xdg-desktop-portal & i
firejail Vi1, 14 1771 | #0 Applmage — & fEMARY SUID Z2PEFE firejail

Table 7.6: ZRIPEIRIZIERAERIZELIIR

EEZPERERTNEEEFRFRAR LNERENFERER, SENERRENBREERMBAZIIES THRITH,

—LE XM GUI (BFERENE ) BAEIN, LLIlEH Debian ERVERZIERS, hERNEMER TORRERME, KR
EfiREHELT,



https://appimage.org/
https://www.flathub.org/
https://snapcraft.io/
https://zh.wikipedia.org/wiki/Sandbox_(computer_security)
https://firejail.wordpress.com/documentation-2/appimage-support/
https://firejail.wordpress.com
https://zh.wikipedia.org/wiki/Flatpak
https://zh.wikipedia.org/wiki/Snap_(software)
https://github.com/flatpak/xdg-desktop-portal
https://snapcraft.io/docs/xdg-desktop-portals
https://snapcraft.io/docs/xdg-desktop-portals
http://packages.debian.org/sid/flatpak
http://qa.debian.org/popcon-graph.php?packages=flatpak
http://packages.qa.debian.org/f/flatpak.html
https://zh.wikipedia.org/wiki/Flatpak
http://packages.debian.org/sid/gnome-software-plugin-flatpak
http://qa.debian.org/popcon-graph.php?packages=gnome-software-plugin-flatpak
http://packages.qa.debian.org/g/gnome-software-plugin-flatpak.html
http://packages.debian.org/sid/snapd
http://qa.debian.org/popcon-graph.php?packages=snapd
http://packages.qa.debian.org/s/snapd.html
https://zh.wikipedia.org/wiki/Snap_(software)
http://packages.debian.org/sid/gnome-software-plugin-snap
http://qa.debian.org/popcon-graph.php?packages=gnome-software-plugin-snap
http://packages.qa.debian.org/g/gnome-software-plugin-snap.html
http://packages.debian.org/sid/xdg-desktop-portal
http://qa.debian.org/popcon-graph.php?packages=xdg-desktop-portal
http://packages.qa.debian.org/x/xdg-desktop-portal.html
http://packages.debian.org/sid/xdg-desktop-portal-gtk
http://qa.debian.org/popcon-graph.php?packages=xdg-desktop-portal-gtk
http://packages.qa.debian.org/x/xdg-desktop-portal-gtk.html
https://github.com/flatpak/xdg-desktop-portal-gtk
http://packages.debian.org/sid/xdg-desktop-portal-kde
http://qa.debian.org/popcon-graph.php?packages=xdg-desktop-portal-kde
http://packages.qa.debian.org/x/xdg-desktop-portal-kde.html
https://github.com/KDE/xdg-desktop-portal-kde
http://packages.debian.org/sid/xdg-desktop-portal-wlr
http://qa.debian.org/popcon-graph.php?packages=xdg-desktop-portal-wlr
http://packages.qa.debian.org/x/xdg-desktop-portal-wlr.html
https://github.com/emersion/xdg-desktop-portal-wlr
http://packages.debian.org/sid/firejail
http://qa.debian.org/popcon-graph.php?packages=firejail
http://packages.qa.debian.org/f/firejail.html
https://zh.wikipedia.org/wiki/AppImage
https://firejail.wordpress.com
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7.8.1 X BRFBumAithiELR

£/ X L BRI AER, 8

B access cookie HFZHER

BRNET. HRELEESKE

username $ gitk

EWEE

E20IEIBAHE UNIX iR EEFETAUELS,
%JEME L—Jfﬁ B AIEIEIE SXAUTHORITY” IRIEEBET, X BB RS
ST, PHEERITEE. i, TE gitk”,

RanfEAR X fRFSIR, 18

ERHEE ATE XV | HE Bz
gnome-remote-deskfan 1517 | 1063 | RDP GNOME =% S RS
xrdp V:22, 1:25 3173 RDP xrdp, Remote Desktop Protocol (RDP) server
x1lvnc V:7,1:25 2107 RFB (VNC) | x11lvnc, Remote Framebuffer Protocol (VNC) server
tigervnc-standal 0{)%’?? Ver| oo RFB (VNC) ;Felfj;yNC’ Remote Framebuffer Protocol (VNC)
gnome-connection SV:O, I:1 1267 RDP, RFB GNOME remote desktop client
(VNC)
RDP, RFB
vinagre V:3, .74 4249 | (VNQ), Vinagre: GNOME & in R H & F i
SPICE, SSH
RDP, RFB
. (VNC),
remmina V:15, 1:71 915 SPICE Remmina: GTK Rin R HZE Fin
SSH, ...
krdc Vi1, I:17 3873 | RDP, RFB KRDC: KDE iEifn R EEF i
(VNQ)
RDP, RFB PN .
) . EE LU /o St il E;@
guacd V20, 1:0 80 (VNC), SSH g’;ﬁig”“amde' RE PRI RS ERE
/ HTML5
. . . RFB (VNO), ke eiEas NS PEIEZRGRN GUI BER
virt-viewer V:5, I:52 1284 SPICE =
Table 7.7: & &BIVRImHEARTSIRIIZR
7.7 BiRREE
7.8 X BR¥5UmELR
BH&fER ZMRE T ERERESD X RF iR ( BiEAHE#A xwayland ),
#RHEE TATE ) 5L Bz
sshd A
openssh-server | V:733,1:819 | 1955 | i&I& SSH RR#5im (&L2)
X11-forwariding
openssh-client | V:868,1:996 | 5821 | ssh -X SSHEFin (£&)
xauth V:162,1:959 | 81 xauth XEEREETE
X11-Xserver-utils, o) 1504 | 568 | xhost X FRFEIR AR
Table 7.8: E4RZ X A ARZEAV TN

BEr iEB
B”$DISPLAY” IR



http://packages.debian.org/sid/gnome-remote-desktop
http://qa.debian.org/popcon-graph.php?packages=gnome-remote-desktop
http://packages.qa.debian.org/g/gnome-remote-desktop.html
https://zh.wikipedia.org/wiki/Remote_Desktop_Protocol
https://wiki.gnome.org/Projects/Mutter/RemoteDesktop
http://packages.debian.org/sid/xrdp
http://qa.debian.org/popcon-graph.php?packages=xrdp
http://packages.qa.debian.org/x/xrdp.html
https://zh.wikipedia.org/wiki/Remote_Desktop_Protocol
https://en.wikipedia.org/wiki/Xrdp
http://packages.debian.org/sid/x11vnc
http://qa.debian.org/popcon-graph.php?packages=x11vnc
http://packages.qa.debian.org/x/x11vnc.html
https://zh.wikipedia.org/wiki/RFB_protocol
https://en.wikipedia.org/wiki/X11vnc
http://packages.debian.org/sid/tigervnc-standalone-server
http://qa.debian.org/popcon-graph.php?packages=tigervnc-standalone-server
http://packages.qa.debian.org/t/tigervnc-standalone-server.html
https://zh.wikipedia.org/wiki/RFB_protocol
https://en.wikipedia.org/wiki/TigerVNC
http://packages.debian.org/sid/gnome-connections
http://qa.debian.org/popcon-graph.php?packages=gnome-connections
http://packages.qa.debian.org/g/gnome-connections.html
https://zh.wikipedia.org/wiki/Remote_Desktop_Protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://apps.gnome.org/Connections/
http://packages.debian.org/sid/vinagre
http://qa.debian.org/popcon-graph.php?packages=vinagre
http://packages.qa.debian.org/v/vinagre.html
https://zh.wikipedia.org/wiki/Remote_Desktop_Protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/Simple_Protocol_for_Independent_Computing_Environments
https://zh.wikipedia.org/wiki/Secure_Shell
https://zh.wikipedia.org/wiki/Vinagre
http://packages.debian.org/sid/remmina
http://qa.debian.org/popcon-graph.php?packages=remmina
http://packages.qa.debian.org/r/remmina.html
https://zh.wikipedia.org/wiki/Remote_Desktop_Protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/Simple_Protocol_for_Independent_Computing_Environments
https://zh.wikipedia.org/wiki/Secure_Shell
https://zh.wikipedia.org/wiki/Remmina
http://packages.debian.org/sid/krdc
http://qa.debian.org/popcon-graph.php?packages=krdc
http://packages.qa.debian.org/k/krdc.html
https://zh.wikipedia.org/wiki/Remote_Desktop_Protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://apps.kde.org/krdc/
http://packages.debian.org/sid/guacd
http://qa.debian.org/popcon-graph.php?packages=guacd
http://packages.qa.debian.org/g/guacd.html
https://zh.wikipedia.org/wiki/Remote_Desktop_Protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/Secure_Shell
https://guacamole.apache.org/
https://guacamole.apache.org/
http://packages.debian.org/sid/virt-viewer
http://qa.debian.org/popcon-graph.php?packages=virt-viewer
http://packages.qa.debian.org/v/virt-viewer.html
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/Simple_Protocol_for_Independent_Computing_Environments
https://en.wikipedia.org/wiki/Virt-manager
http://packages.debian.org/sid/openssh-server
http://qa.debian.org/popcon-graph.php?packages=openssh-server
http://packages.qa.debian.org/o/openssh-server.html
https://zh.wikipedia.org/wiki/Secure_Shell
http://packages.debian.org/sid/openssh-client
http://qa.debian.org/popcon-graph.php?packages=openssh-client
http://packages.qa.debian.org/o/openssh-client.html
https://zh.wikipedia.org/wiki/Secure_Shell
http://packages.debian.org/sid/xauth
http://qa.debian.org/popcon-graph.php?packages=xauth
http://packages.qa.debian.org/x/xauth.html
http://packages.debian.org/sid/x11-xserver-utils
http://qa.debian.org/popcon-graph.php?packages=x11-xserver-utils
http://packages.qa.debian.org/x/x11-xserver-utils.html
https://en.wikipedia.org/wiki/X_Window_authorization#Cookie-based_access
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E
{52 xwayland, XAUTHORITY B#E{l\"/run/user/1000/ .mutter -Xwaylandauth.YVSU30” B1&.

7.8.2 X BRFRIRIRIRIELR

R X O RENR IR E AR A A X (FIARSSEETR, M X11 EEs g,
. TEAH MBI —IE gnome 4L,

< BBTIIGRS, BT -X BB ssh(1), BIIEEmIEEENES,

localname @ localhost $ ssh -q -X loginname@remotehost.domain
Password:

- BB TGS, ERBEMNT—E X BARER, fli “gitk’,

loginname @ remotehost $ gitk

fflﬁlﬁli‘quEa-\XQiﬁﬁ X EFiREL, MERE —{EZH UNIX 1843 socket E{TAS A LR,
2 8 /)43 SSH/SSHD BIEf 6.3,

( ) &
MIRE SRR, 7 Debian R L, S8 TCPIP BRE X Mk, RIGARERN, AE5EMENS
'xhost + SEFATEM, MBEMBREIE, tIRERA XDMCP B4,

7.8.3 X ARF%im chroot HE4R

?’"ﬂ—ﬂﬁlf—iﬂ'l: (ttn Chroot) EH X O RENERGERE— %0 X RS, REERBENR, €HEH
xhost EITLLMIZHE, FBER User-based access , FISITEIgitk”,

username $ xhost + si:localuser:root ; sudo chroot /path/to
# cd /src

# gitk

# exit

username $ xhost -

BB FRIBIALE, 2 RE 144,
IR REIBIRLE, 2RE 116,

—EmLIMa S thEIRFF T HENE (TR EMEELE ),



https://zh.wikipedia.org/wiki/Transmission_Control_Protocol
https://zh.wikipedia.org/wiki/Internet_Protocol
https://zh.wikipedia.org/wiki/X_display_manager
https://zh.wikipedia.org/wiki/X_Window_authorization#User-based_access

127 /232
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7L ‘
74 42} ATE BX | EpBE Bkl

N
xsel V29, 1:42 55 X X EBENGLITE (HESE)
xclip V:12,T:61 64 X X EEMNGLIIINE (FHEEE)

- - . JHES RS |/\
wl-clipboard V2, 1:13 162 | Wayland ‘%} copy wl-paste: Wayland BIRS BYER 2517
o Linux %=8] | & Linux FHIE L REBREGNEETERF
gpm V:10, 1:12 521 e ( daemon )
Table 7.9: #R{EFLE B EMERAIER TR



http://packages.debian.org/sid/xsel
http://qa.debian.org/popcon-graph.php?packages=xsel
http://packages.qa.debian.org/x/xsel.html
http://packages.debian.org/sid/xclip
http://qa.debian.org/popcon-graph.php?packages=xclip
http://packages.qa.debian.org/x/xclip.html
http://packages.debian.org/sid/wl-clipboard
http://qa.debian.org/popcon-graph.php?packages=wl-clipboard
http://packages.qa.debian.org/w/wl-clipboard.html
https://wiki.gnome.org/Initiatives/Wayland/PrimarySelection
http://packages.debian.org/sid/gpm
http://qa.debian.org/popcon-graph.php?packages=gpm
http://packages.qa.debian.org/g/gpm.html
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Chapter 8

118N #1 L10N

—(EERAEEER SRESL (MI7N) SiAESZIE, &8 2 [ESRTM.

- EIFRL (118N): (E— (BB AESNRIE S (B STRAA,
+ AL (LION): (E— (BRI — B EIE TR,

N

There are 17, 18, or 10 letters between "m” and "n”, "i” and "n”, or "I" and "n” in multilingualization, international-
ization, and localization which correspond to M17N, 118N, and L10N. See Internationalization and localization for
details.

8.1 SRR

EAZEBERMLNITS, BSEBKRERITEESLANG” RTEARMIL, ESRENERTIE, K libc ERMHAVE
M, WERZL locales B locales-all EX52El, locales EAEEWBEZENVIRIL,

30R locales 2k locales-all MEERUIIRBLRE, XEBESREMWHMER, RMAEM US REMI, L% ASCIH
RIZEH, SEITAIN"SLANG” #HIRER”LANG=", ”LANG=C” B\"LANG=POSIX” 18[E,

GNOME 1 KDE SRR ZESM, IS AEIE UTF-8 EXRREBIRERY, 1iEB gettext(l) ZREIRLEE
EIRAMY, FEEM AT UBBII A EREE BRI M,

B BifY Debian £HE GUI (B ERABENE ) RABEBEE GUI RIBRREESIRIEALANG=XX_YY.UTF-8”, B4,
"xX” ;& IS0 639 FBSFETVAE , "YY” R IS0 3166 Bt EFENAE, BELERICERMEAY GUI HEEHIRRKERTE, WikE:
BEXNTA, 286 152

8.1.1 UTF-8 ESRIENEARRIE

REBHXFEMNRER ASCIL, EHREBEZRAN, Lt 127 BFT (ERA 7 (i ),
BMEALSR X FHATREBIZIE ASCII FiT, BIMNMMEMIZSGS|SRE ASCI RENATARY,

b’’""“b’"double quoted textb’’”b’’ is not ”“double quoted ASCII”
b’"*b’"single quoted textb’’’'b’’ is not ’‘single quoted ASCII’

ATSERESFN, FSFNENRERAKARIIEZSES, (Z2ERIE 11.2),
Unicode FAFEER] AR 21 (U tSEhEEE RN LF B ALECANFETT (180, +SEARIFIAY 0 B 10FFFF ),



https://zh.wikipedia.org/wiki/Internationalization_and_localization
https://zh.wikipedia.org/wiki/Internationalization_and_localization
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/ISO_639-1
https://zh.wikipedia.org/wiki/ISO_3166-1
https://zh.wikipedia.org/wiki/Unicode
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N F4miE Z 4 UTF-8 #% Unicode BB ECE| —ESIER 8 (U B MR, W AEHHEE ASCI éﬂﬁffﬁ%% iE(EfE
UTF-8 {EAIRHENEIE, UTF X/ Unicode #2248\ ( Unicode Transformation Format ), & ASCII 4 F& ¥l
% UTF-8 B8, EBHMEI ASCII R2—EMASTIK/N, FiLARRE UTF-8 BERIEAEBIAEX.

£ UTF-8 EESIRIZE TERMEAER, Ru]MERNMREBINENFEN, ERERNFMEBNEZLRIMARER, F

W7E”LANG=fr_FR.UTF-8” :E=IRIET, gedit(l) (GNOME £HEMX F4RiEEe) SeBERIREBINFTNFEN,
MmaERAVBRE R EE,

BR

FEXERY"en_US.UTF-8” FIZIZER'C' /' POSIX” A RIEENMERAIZEERN US RXGE, EfEHIFESEEAMN
MARE, FEEEZRC AthiTRE, MRMANERRE ASCI Fit, FMEREMRNERE UTF-8 HmiSHNFT, &
Debian F{EFHIEIZ#ER)"C.UTF-8" ;B IRIE,

iE

—LERRESIE 1SN BEHEE S MEERE. | 251'5.75'5 PR TREEL, MENBER UTF-32(UCS4) KR 1E
Unicode, i B & {EBIIFESRIEFMEN ASCIl FTERESIEM 4 EfITE. BF—Kit, EA UTF-8 ESRIE
WAEEIREERTE,

8.1.2 ESERIEMNENRAL

ATEZFHERE-—BSRIE, SeREENVAKESREENETRE.
locales 2R R B ESTALRMENESRIEEN., FEERRTENGEKLE:

# dpkg-reconfigure locales
ZiBIEER 2 ASR,

1. BEMBEENESREENREEA TEUGTIIN., (BRIAZLVEES—(E UTF-8 ESRIE)
2. EBEIT “/etc/default/locale” RiZFTRAIERMESIRIBELA PAM EH (2RHE 45),

-

iRTEE”/etc/default/locale” B ALKEENTERESIRIE, PJUA#H GUI (BRERENE ) BREENH GUI
REEE

1.
FrERAMNEYERREIBERATTANIEIR “/usr/share/i18n/SUPPORTED” R AE:Z, HE UL, "LANG=en_uUS”
£"LANG=en_US.IS0-8859-1",

locales-all BB EFMEEMENESIRIEEN, ERFEI"/etc/default/locale”, RAIEEEELHK
locales EXgEH1,

RBR
—LE Debian R EE1ThHRAY locales EXi2El, BB ERS RIENTELHEFNESRIEEN, & 7TRESEERN
RRIRIE, REEFERSTE Debian %8 locales # locales-all EXEEE,

8.1.3 1ERRE

ﬂﬁ"ﬂ*?gﬂ’]éﬂ R (2 REN 10.1.7), (MFEERNHRIRISHEIERRR. BEFF, TEMEIER, mount(8) &
% viat {ESR R4 LR CP437. (RRBARER RHIATEIHEIRIAREMAUTE-8 2K CPI32.



https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/UTF-32/UCS-4
https://zh.wikipedia.org/wiki/File_Allocation_Table
https://zh.wikipedia.org/wiki/Code_page_437
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/Code_page_932
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E
7£ GNOME EEMIRKKREIRIZE T, & BENHE —[EzRkiE U 8865, 1 TUJE&E*%E’\JEE!ZEIEO GERE LD
B, E5%® Drive”, "Setting”, i A”utf8” Z"Mount options:”. EiE{E U BT XIHEE, UTF-8 BimIA T,

tﬂ%%?‘ﬂ%&—ﬂﬁ%%, HERERIE UTF-8 RRBLHLIER, IF ASCl FAMER TR EAEER 1SO-8859-1
8% eucJP RiwhS. FERXFERT RICMHFIERE UTF-8. 2RE 11.1.

EFERRER T, Samba ¥FRIZE iR (Windows NT, 200x, XP) f§£F Unicode, {E¥1ZIIE Fif (DOS F1 Windows 9x/Me)
R CP850. BJLA7E”/etc/samba/smb.conf” #£=4#& @, {FAH”dos charset” REEEZF IR SETE MRS, tE
ﬂﬂnﬁ, CP932 %/—J_\%Enno

8.1.4 AH{LEMMENRE M

£ Debian R 4AREERIVFT 2 XX FENBIETE, LLAFEREN. RERNE L. EBEMNFME. GNU gettext(1)
B TREERXS D HEFIMNERIRTE,

aptitude(8) ##, “Tasks” - ”Localization” It —EBRAMN T EMBIDIEFRIIR, H[ERAENIGMNACE AR
EEN

BEFF, {ReTLALHE manpages-LANG BIREBF A ML man FMEEN. #&”/usr/share/man/it/” KFEH
programname FXF|EERY man FME, B1T FEHIVRE,

LANG=it_IT.UTF-8 man programname

i® SLANGUAGE IRIBZ 8], GNU gettext RESNBEIEENZESWELIEFYIR, HlU0
$ export LANGUAGE="pt:pt_BR:es:it:fr”

EREZE, 28 info gettext , BiE”The LANGUAGE variable” Eff,

8.1.5 (ESIRIEBMEE

The sort order of characters with sort (1) and 1s(1) are affected by the locale. Exporting LANG=en_US . UTF - 8 sorts in the dic-
tionary A->a->B->b. . .->Z->z order, while exporting LANG=C . UTF - 8 sorts in ASCII binary A->B->. . .->Z->a->b. ..
order.

The date format of 1S(1) is affected by the locale (see & 9.3.4).
The date format of date(1) is affected by the locale. For example:

$ unset LC_ALL

$ LANG=en_US.UTF-8 date

Thu Dec 24 08:30:00 PM JST 2023
$ LANG=en_GB.UTF-8 date

Thu 24 Dec 20:30:10 JST 2023

$ LANG=es_ES.UTF-8 date

jue 24 dic 2023 20:30:20 JST

$ LC_TIME=en_DK.UTF-8 date
2023-12-24T720:30:30 JST

AERSREMBFIEHAN—. LLI:R, REBESRED, — T8 —H/RA71,000.1”, MEEZEESRED, ©ME
~A71.000, 1. (RR]AEEFRIEEXNEEEZEERE
“$LANG” IRIZE B S — (B E IS A 5’]1&J_E§E”$LC o ESEREBEE, ELIRIBEBNEELNE

BHMEBARAEE, WET2R locale(?) man FME, RIEGEHZIMIEREEMRNEE, ?E
F”$LANG” £ 812k E —{@ UTF-8 REAS IRIE.

E $LC_ALL”
ﬂﬂﬂ’iit &

%’



https://zh.wikipedia.org/wiki/ISO/IEC_8859-1
https://zh.wikipedia.org/wiki/Extended_Unix_Code
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/Samba_(software)
https://zh.wikipedia.org/wiki/Code_page_850
https://zh.wikipedia.org/wiki/Code_page_932
https://zh.wikipedia.org/wiki/Gettext
https://zh.wikipedia.org/wiki/Gettext
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8.2 EigEIA

8.2.1 Linux ITHIIEF X RERVEEREA

Debian £ 4t 7] LAfEEF keyboard-configuration 1 console-setup EXEEEEEC S ERBIF L EGR.

# dpkg-reconfigure keyboard-configuration
# dpkg-reconfigure console-setup

R Linux 26BN X MERFK, EHBEHE”/etc/default/keyboard” #1”/etc/default/console-setup”
BMEEES|8. EEMEESE Linux RFHEFE, FF23F ASCI Fit, BIEFSBRNESERNEST T, PIUERA
FESE. AlGr § F1 AHE# RBWBAER,

8.2.2 Wayland E8&#5 A

Wayland REZ 4 LRI GNOME, & 8.2.1 AZIBIFRFEBEIIEMNGES, [Bus MEZBILMNES, thZIBEUMNEES. GNOME
FHEENSEEKERZEB gnome-she11” #E”ibus” , ”ibus” IR IBECKLEHEE setxkbmap 1 XKB
RIEINAE, HSESHBBHA, FEEMN"GNOME Settings” 8,”GNOME Tweaks” B2 & ibus,

S
R ibus BUA, BMEEENRESN X WEERIET, FiB setxkbmap EBEAEH X 2588, thEH ibus BE,
{REESAE IR ibus, ﬁﬁﬁ im-config :REHAN/EZA None”, ES &R, £ R Debian 2&% gEas

8.2.3 IBus XXIEMEIN L

GNOME f£mIRIEEB”gnome-shell” #E”ibus”, *ibus” I NERKR, B—EFHEIE,
MASEESNEREANERIERENT:

Keyboard Application
| A

I I
+-> Linux kernel -> Input method (ibus) -> Gtk, Qt, X, Wayland
+-- Engine--+

FERZ Bus FlIERIS | ZEERTIR,

s

I, "feitx5” AR —EZERMNBNIEES, HH Emacs FIERAEIFE, "uim” SR —EER. ERW
AL, ReTEEER im-config M— LRI FTIERE, K 'kinput2” B EEDN A% {EJATE Debian EEHR
7, BERNEBHIIRRIRIER,

8.2.4 —{ERFEMAF

FEFIRAEREEIRIE ("en_US.UTF-8”) TRAENEH BN ZIEE B H. TEREE Wayland £#) GNOME T 1Bus A4
i

1. TEANBNEEFEE ibus-mozc (8% ibus-anthy ), LA im-config FiEEMEGEE

2. ﬁ}%”Setﬁngs” - ”Keyboard” — ”Input Sources” — 7E”Input Sources” F1EEE8”+” _, “Japanese” — “Japanese mozc
(or anthy)”, SABEEEAdd”, MREZEHAE,



https://zh.wikipedia.org/wiki/Dead_key
https://en.wikipedia.org/wiki/AltGr_key
https://zh.wikipedia.org/wiki/Compose_key
https://zh.wikipedia.org/wiki/Intelligent_Input_Bus
https://wiki.debian.org/Keyboard
https://zh.wikipedia.org/wiki/Input_method
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74 mITE K ZENESIRE

ibus V:195,1:239 | 1723 | &M dbus FIEA 5 NIESE

ibus-mozc V1, 1:3 935 HX

ibus-anthy V0, I:1 8856 [ E

ibus-skk V:0, I:0 242 EE

ibus-kkc V-0, 1.0 210 B £

ibus-libpinyin Vi1, 1:3 2760 | A3 (zh_CN)

ibus-chewing V:0, 1.0 422 A3 (zh_TW)

ibus-libzhuyin V:0, I.0 40987 | HAXX (zh_TW)

ibus-rime V:0, I.0 73 FX (zh_CN/zh_TW)

ibus-cangjie V:0, I:0 119 A (zh_HK)

ibus-hangul V:0, 1:2 264 BX

ibus-libthai 1.0 90 =X

ibus-table-thai I:0 58 "X

ibus-unikey V:0, I.0 318 TR

ibus-keyman V:0, .0 138 Z55=: Keyman 5|2, B8 2000 f&sE5

ibus-table V:0, I:1 2176 | IBus &R5|2&

ibus-m17n Vo0, I:1 388 ZES: HERE. MAMAEENEE

plasma-widgets Vi47,1:97 | 1992 | Plasma 5 BUEBSNTAE, BIATRABIERES
Table 8.1: 1Bus F1'ERI5 | ZEIERTIT

3. REJLLEEZERF S HAR,

N~

. BEANERERSE,
5. GREE GUI TERER, RS BN
. {3 SUPER-SPACE 7E&Z#ERI#g \iE 2 BT, (SUPER $#18% & Windows $#.)

(<3}

B

MRMMAEEBERAYIBEE (shift-2 RPAEE—E” E351581Z% ) LB EFTEROBBIRIE, £ LENBG
FEHhEIE Japanese” , {REESA7EYPIERY “US” 888 (shift-2 %RiEZIBEE—E @ 1Z:2 ) L{FFM"Japanese mozc (2K
anthy)” # A HX,

« im-config(8) MIfEAE N EIEE A OE” Input method”,

o tb4h, RMERERY shell R#1T7im-config”,

+ im-config(8) MRIESEHE root IRIFMITHIRIZE BRI AEL

+ im-config8) BRENBN EFARRFERMARTEERE T,

8.3 FERENL

Linux ZHlE R BERRBRNF T, (RFREEASHRIZIRTZIN, B0 jfbterm(l), EMEIE GUI EHIERRERIE
BRMNEES. )

REFEMNFRLTRIEKA, GUI (BRERENE ) RIE (5 7) 8MIRTRIER UTF-8 Fit. ([RIEFRERIE
WEWERE, TIHERAERRIER. )



http://packages.debian.org/sid/ibus
http://qa.debian.org/popcon-graph.php?packages=ibus
http://packages.qa.debian.org/i/ibus.html
http://packages.debian.org/sid/ibus-mozc
http://qa.debian.org/popcon-graph.php?packages=ibus-mozc
http://packages.qa.debian.org/i/ibus-mozc.html
http://packages.debian.org/sid/ibus-anthy
http://qa.debian.org/popcon-graph.php?packages=ibus-anthy
http://packages.qa.debian.org/i/ibus-anthy.html
http://packages.debian.org/sid/ibus-skk
http://qa.debian.org/popcon-graph.php?packages=ibus-skk
http://packages.qa.debian.org/i/ibus-skk.html
http://packages.debian.org/sid/ibus-kkc
http://qa.debian.org/popcon-graph.php?packages=ibus-kkc
http://packages.qa.debian.org/i/ibus-kkc.html
http://packages.debian.org/sid/ibus-libpinyin
http://qa.debian.org/popcon-graph.php?packages=ibus-libpinyin
http://packages.qa.debian.org/i/ibus-libpinyin.html
http://packages.debian.org/sid/ibus-chewing
http://qa.debian.org/popcon-graph.php?packages=ibus-chewing
http://packages.qa.debian.org/i/ibus-chewing.html
http://packages.debian.org/sid/ibus-libzhuyin
http://qa.debian.org/popcon-graph.php?packages=ibus-libzhuyin
http://packages.qa.debian.org/i/ibus-libzhuyin.html
http://packages.debian.org/sid/ibus-rime
http://qa.debian.org/popcon-graph.php?packages=ibus-rime
http://packages.qa.debian.org/i/ibus-rime.html
http://packages.debian.org/sid/ibus-cangjie
http://qa.debian.org/popcon-graph.php?packages=ibus-cangjie
http://packages.qa.debian.org/i/ibus-cangjie.html
http://packages.debian.org/sid/ibus-hangul
http://qa.debian.org/popcon-graph.php?packages=ibus-hangul
http://packages.qa.debian.org/i/ibus-hangul.html
http://packages.debian.org/sid/ibus-libthai
http://qa.debian.org/popcon-graph.php?packages=ibus-libthai
http://packages.qa.debian.org/i/ibus-libthai.html
http://packages.debian.org/sid/ibus-table-thai
http://qa.debian.org/popcon-graph.php?packages=ibus-table-thai
http://packages.qa.debian.org/i/ibus-table-thai.html
http://packages.debian.org/sid/ibus-unikey
http://qa.debian.org/popcon-graph.php?packages=ibus-unikey
http://packages.qa.debian.org/i/ibus-unikey.html
http://packages.debian.org/sid/ibus-keyman
http://qa.debian.org/popcon-graph.php?packages=ibus-keyman
http://packages.qa.debian.org/i/ibus-keyman.html
https://keyman.com/
http://packages.debian.org/sid/ibus-table
http://qa.debian.org/popcon-graph.php?packages=ibus-table
http://packages.qa.debian.org/i/ibus-table.html
http://packages.debian.org/sid/ibus-m17n
http://qa.debian.org/popcon-graph.php?packages=ibus-m17n
http://packages.qa.debian.org/i/ibus-m17n.html
http://packages.debian.org/sid/plasma-widgets-addons
http://packages.debian.org/sid/plasma-widgets-addons
http://qa.debian.org/popcon-graph.php?packages=plasma-widgets-addons
http://packages.qa.debian.org/p/plasma-widgets-addons.html
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8.4 RuRETEEREZENFT

AERDESREN, HIEER, FRFTNAERFOIESERFILMERNEFEE, ERSERKIRHHHEY
AERE (28 Unicode IZEERH % #11 ),

eI BB IE (ERERE :

- gnome-terminal: EEIE - EEER - &R - BHEM - EEBLENFT - F

« ncurses: (RERELE export NCURSES_NO_UTF8_ACS=0,



https://unicode.org/reports/tr11/

Debian 2= F 134 /232

Chapter 9

RERIRIT

B, EAREMEERBNERRTT, KD EEHRIERIE,

9.1 FHIERIS

LT AEARENRIEGIEEE.

e ITE KAV | 5REB

mc V50, 1:213 1542 | Z2EH 1.3

bsdutils V:513,1:999 | 356 script (1) a2 KRR AL Im = ol

screen V:74,1:235 1003 | VT100/ANSI ZRimiR#t 2585 8 V2% m
tmux V:42, 1:145 1114 | BinERANEERR (£ “Control-B” X&)
fzf V4, I:15 3648 | BRI FEz

fzy V:0, I:0 54 ERIFI X FEshEe

rlwrap Vi1, 15 330 B 1 readline FfBRIARLFNEHE

Tedit V0, I:11 331 EL1& readline FFEHRIGR L IIETEE

rife V:0, .0 45 E 1 readline BB S E

ripgrep V:4,1:18 5129 | ARBHETREELCESFH, LEHENBE

Table 9.1: SZIRIZHIEEENRIFENIIR

9.1.1 ;EMIRYECER shell jEE]

EIEEHI(FE A script(l) (2 RET 1.49) B8k shel ;FENEEE —EBEHIFETHER, ELIEHIFr] AR TERNS
&, {#H col(l) iz,

$ script
Script started, file is typescript

LR /E----- 3% Ctr1-DBH script.

$ col -bx < typescript > cleanedfile
$ vim cleanedfile

BENRBITITUIRETER shell i5EN:

« {§F tee (fF initramfs BIRLENBFZH BT FH):



http://packages.debian.org/sid/mc
http://qa.debian.org/popcon-graph.php?packages=mc
http://packages.qa.debian.org/m/mc.html
http://packages.debian.org/sid/bsdutils
http://qa.debian.org/popcon-graph.php?packages=bsdutils
http://packages.qa.debian.org/b/bsdutils.html
http://packages.debian.org/sid/screen
http://qa.debian.org/popcon-graph.php?packages=screen
http://packages.qa.debian.org/s/screen.html
http://packages.debian.org/sid/tmux
http://qa.debian.org/popcon-graph.php?packages=tmux
http://packages.qa.debian.org/t/tmux.html
http://packages.debian.org/sid/fzf
http://qa.debian.org/popcon-graph.php?packages=fzf
http://packages.qa.debian.org/f/fzf.html
http://packages.debian.org/sid/fzy
http://qa.debian.org/popcon-graph.php?packages=fzy
http://packages.qa.debian.org/f/fzy.html
http://packages.debian.org/sid/rlwrap
http://qa.debian.org/popcon-graph.php?packages=rlwrap
http://packages.qa.debian.org/r/rlwrap.html
http://packages.debian.org/sid/ledit
http://qa.debian.org/popcon-graph.php?packages=ledit
http://packages.qa.debian.org/l/ledit.html
http://packages.debian.org/sid/rlfe
http://qa.debian.org/popcon-graph.php?packages=rlfe
http://packages.qa.debian.org/r/rlfe.html
http://packages.debian.org/sid/ripgrep
http://qa.debian.org/popcon-graph.php?packages=ripgrep
http://packages.qa.debian.org/r/ripgrep.html
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$ sh -i 2>&1 | tee typescript

« {EF gnome-terminal $GN1T4EE, FREEIGRTR,
« M screen f1I”AA H” (2 RE1 9.1.2) REITIEFIEECER,

« FERAvVImBA”: terminal” EALHER, FEHACtr1-w N” &R IHERR B E@EER, £A”:w typescript”
A IRENEE 2 — A 2R,

« 5F emacs #1”M-x shell”, "M-x eshell”, Z”M-x term” REANREKITHIIE, FEH”C-x C-w” iFREVERE

Ro

9.1.2 screen 23\

screen(l) MEAF—ELIRIRENITSEIERF, BEAFRIR shell 127 IEPEIAELR. SERE —(EHEH) screen(l)
ERIS=.

1.
2.

BB —ERiHE,

EEEEHIE LRYE) screen,

{f§ A ¢ (“Control-A” $5&”c”) 7£ screen REMNHREHI TS EIEX.
1% AA n ("Control-A” #EE7"n”) RIEZ @ screen R EEEIR.

- KRR, (REERRRIEE, BT EEFEEEMMNIF, mELTFFEEERRR.

IRETAEBER 98 screen BiE,
« BRI R RAVERELR

. B AA d ("Control-A” (BB d") B F TIHEREGIBHBA
o iﬁ])\ AA DD (”CODU‘OI—A” %%”DD”) ﬁj\%ﬁ screen jﬁigﬂjﬁ)\

7. (REFHEANBIE—EREETH (BNERRRILLR ),

8. fE”screen -r” BY&f screen.

9. screen EHRRIAVEFMI _ESCRIFTER) screen (REFIFT B EZENMITHIIER.

BR

IR BSESE IR BT ENAREL, (RoTAER screen ETEELER, BART] AEEFD ESIGE—(EIRF4EE

1T, BRERBRERIFERHLE,

£ screen €8, RTHESKRBINNMERBEABIRE LI EFNRE. screen TERSRBRER A
(”Control-A”) INE{EH [MMEFI2E] RGN EEE - LEEMNESREFTETE.

e £

{HET2 R screen(l).
28 tmux(1) , EHEENXHESHIINEE,
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HEHTETNRE iR EE

AA 2 BrENER (BEREES)

AA C B —EFRNRELIRAZERE
AA N AT —ERE

A p i —ERE

AA O 20 SERE

AA 1 21 5ERE

AA W BrfREIR

AA a FAEBEBAEE Cul-A FERKRE
AA h EEARENEEERR—EER
AA H PR/ R E AR @ 21 E S A JaC ek
AA AX THE 4L (RS TRRE)

AA d RER IR 5 BE screen Zaa

AA DD SBE screen B NE LN

Table 9.2: screen $#E2 455K

9.1.3 7EHiREiEE

fEET 1.4.2, 2 ERISAAFFIRIETE B ERELEE, £ SCOPATH ] mc i,
MRIFERRMXFBIBIERN, REEAMNMABERE, It fzf KEE, £~/ . bashrc EEEBETIIAE,

FZF_KEYBINDINGS_PATH=/usr/share/doc/fzf/examples/key-bindings.bash
if [ -f $FZF_KEYBINDINGS_PATH ]; then

. $FZF_KEYBINDINGS_PATH
fi
FZF_COMPLETION_PATH=/usr/share/doc/fzf/examples/completion.bash
if [ -f $FZF_COMPLETION_PATH ]; then

. $FZF_COMPLETION_PATH
fi

540 :

- (REESAR/IMURTIRIEBRAIER RO F IR, MEKBA cd ** 8% Tab, ARMAERIRBRIZRRT, BMAZBHIE
BF&, tti s/d/b foo, WEMERERE, ZBBEFFMOERY cd, FBEEREERIIBRE,

« RE]ARSRAVLEVRIE, KT ELEEEZE—EGm<S, EmLIRRMA % Ctri-R, RERIMBHIERZENG
L. WABAGLFS, ttillvin d, BEHEFREE, ERFSTOEREEFCEERNGS.

9.1.4 Readline 14

—La5<, bWl /usr/bin/dash, ERVEHESTIELREEEES, B r lwrap SNEMSEY FHITHEESERAYE
IERRAIINEE.

$ rlwrap dash -i

ERM—EERNTERA dash FIAMZEE, EAEMU bash FIRIFIRIE,

9.1.5 FERIRIEHE

£ ripgrep MEERLHM rg(1) A<, ERMERABHNMERISSH, BHT —@EL grep() L ERENENR, €
ZHMATRNA S CPU, LEHEREENBIRERZIE—LEESR,
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9.2 TH vim

E{Tﬁﬁ 1.4.8 2EEARR vim(1) &, 578 Bram Moolenaar fY”Seven habits of effective text editing (2000)” 3R IE fi#
vim EEEREFEA,

Or”

ﬁﬂE%‘ﬂ%E"JIEEE ANEEAN NS TERMREL,

9.21 HAAEFHER vim

vim BITREESRARERIIRE, Fil Ex—*ﬁiﬁﬂ’ﬂu‘ﬁ%\, RUAERMEREE, tkil”set .. .” BRERTE vim EIE,

BL EX-ERNEGRS, SEREERERN vimre IEREEEIE, BRI~/ . vimre” 3% git RIFRI"~/.vim/vimrc”, &
BE—EIEEHEML, 1

colorscheme murphy " from /usr/share/vim/vim??/colors/*.vim
filetype plugin indent on " filetype aware behavior

syntax enable " Syntax highlight

"set spelllang=en_us " Spell check language as en_us

"set spell " Enable spell check

set autoindent " Copy indent from current line

set smartindent " More than autoindent (Drop/Pop after {/})
set nosmarttab " <Tab>-key always inserts blanks

set backspace=indent,eol,start ” Back space through everything

set laststatus=2 " Always show status line

set statusline=%<%f%m%r%h%w%=%)Yy [U+%04B]%21/%2L=%P, %2Cc%V

9.2.2 HAIINEFEREERIER vim

BEEEER, A& vim-scripts EREEE, LI TEINBEERAE vimre $EZR, BESRLA secure-modelines F1{&
419 IDE,

packadd! secure-modelines

packadd! winmanager

let mapleader = ' '/

" Toggle paste mode with <SPACE>p

set pastetoggle=<leader>p

” IDE-like UI for files and buffers with <space>w

nnoremap <leader>w :WMToggle<CR>

" Use safer keys <C-?> for moving to another window
nnoremap <C-H> <C-W>h

nnoremap <C-J> <C-W>j

nnoremap <C-K> <C-W>k

nnoremap <C-L> <C-w>1

ATELENRBEAERENTT, QIREAFERSE: Backspace-$#ES%"ASCII DEL”, Delete-$##E4 Escape

sequence”,

WMHRE vim REEE R 4Egit” M7git submodule” IEFRB TF, —EESHKAEE G FEEHE FAY git BE:
dot-vim %%, AE LRERMAY:

- FEBfFEA git” M git submodule”, RIMMIBEAREMIEEE, LLANER "name”, E#ME ~/ . vim/pack/*/opt/name
FEFCARIIM TS,

1ESHELDRENERGF: ”Vim Galore”, “sensible.vim”, “#vim Recommendations” ...



https://www.moolenaar.net/habits.html
https://packages.debian.org/unstable/vim-scripts
https://github.com/osamuaoki/dot-vim
https://github.com/osamuaoki/dot-vim
https://github.com/mhinz/vim-galore
https://github.com/tpope/vim-sensible
https://www.vi-improved.org/recommendations/
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- FEBIENN : packadd! name {TEIEAER vimre 185, ELIBEMME runtimepath,
« Vim EEMVIA L EIFEASLEERFEEE] runtimepath,
- ZEVRENRE, TRXGNEBWHES, £F/A”helptags ALL”,

BZEH, BFEH”vim --startuptime vimstart.log” BE) vim RiGEERMMITIEFR IS —E L EBEEN
H%Faﬁo

THEEESIEEIR B WA RN BN EREE R
o Vim - BFAARNTEII X F4REESE - Vim ¥ vim 1§ S1EH0E 75 LA %,
« VimAwsome -- Vim #M#FIFR

« vim-scripts -- Debian #X§2€1: —{& vim #§SRBRIULEE

BHEEERMNBIEREZMA N2 REEMFHNELIMNIEIEEE vin, RERBNENRRTNTGE,

R &5

‘help package fRFE vim EX5E BL AR

:help runtimepath f#%= runtimepath ]

:version AERIREE, BIE vimrc 18 =AY EE

recho $VIM IRIREESVIM” FREN vimre 2 RAIERTE

:set runtimepath? EARESMEHITREXEERNEF

- echo SYIMRUNTIME I;T;%@T’WIMRUNTIME” AREMREZRREEPORITHIE |

Table 9.3: vim BY¥I88LEEN

9.3 BRI IER

9.3.1 HiEFEBEE=R!]EN (daemon)

S ERIIENE"/var/log/” B T AXFERE IR EMIREE.
E—EELRSAMERNAR L, A logrotate(8) Rt HIIERMEIE,

2 M2 INERA systemd-journald(8) BaSARFSH &M BHESRIZ TR EFIRYIEEN, £/ var/log/journal”
BT,

{RBEZATE shell 35S B0 E 412 systemd-journald(8) Hik, #EF systemd-cat(l) &%,
286 3.4 F087 3.3.
9.3.2 HEENM

EBERFTEMHGEDITEEE ("~Gsecurity: : log-analyzer” £ aptitude(8) #).

£
CRM114 RILESHRBERBIEMBIEE, FH7T TRE ERRENE , EXTEEIREHEIEENER, BN
) N=ESa N

2vim-pathogen 18R 1T,



https://www.vim.org/
https://vimawesome.com/
https://packages.debian.org/unstable/vim-scripts
https://en.wikipedia.org/wiki/CRM114_(program)
https://github.com/laurikari/tre/
https://packages.debian.org/unstable/vim-pathogen
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E7 ] ATE P NINBELE

Togwatch V12, 1:14 2328 | F Perl BRIHGE P TTEREE, BHFHE T
fail2ban V:100, 11113 | 2129 | RS S [ERE R axad IP

analog V:3,1:96 3739 | web fAIfREEHGE DT

awstats V7, 11 6928 | ARFNEHTEEEHRY web fRIARER HE DT

sarg V1, -1 845 Y squid PITERES

pflogsumm Vi1, I:4 109 Postfix HiE R EHE

fwlogwatch V:0, I:0 480 BhKiE Has 2 IEREE

squidview V:0, .0 189 EXEEHN 9 # squid access.log f& 352

swatch V0, 1:0 99 BIERTEN. a=MBENHEER GRS
crmils V:0, 1.0 1119 | Controllable Regex Mutilator 057 3% R #;E (CRM114)
icmpinfo V:0, I:0 44 fERE ICMP &3l

9.3.3 TEHNFERMIER

EEHIEN more(1) # less() EHEMNHERRN (2RE 1.4.5) FIAS
BUERMBEERAXFEN, EBANRERS (2R 1.46) EEEREN, B4 RS,

Table 9.4: R B HTEREETIR

A B

=
=T

MEAWEESRETR (2RE 11.18) 7

BN

52 vim(l) MIEMNS ERRAFR view(l), “:set hls” FJLAMAESRES,

9.3.4 TEAFEH B HAREER

“Is -1" f<FRRRAVASRIF] B BB RAB U ER S

ATEZ=
~AA /=

EEEHWELMN “SLC_TIME” Z"$LC_ALL” IRIBSHEE,

BEESRIEERNTERBERENEUVRRFTERN C 2EEMMA ( 1ibce BE2E ), thEiiR, ARAY Debian 3517
IR B AREIRFER ISR, E15L iso-formates, £ & ISO 8601,

MRMMENEEEEBHESRIBEMSEMH ARSI, REZEE “
FMEREERSEEINE (2R 1s(1). date(). “info coreutils ’1s invocation’”),

--time-style

RIE (HRANEZSRET 1.26), “SLANG” ZERIREXRER,

S8(EY, “$TIME_STYLE”

AFERIVE RBEIRIE B EF0 H HRRE R
iso EE 01-19 00:15
Tong-iso EE 2009-01-19 00:15
. 2009-01-19 00:15:16.000000000
full-iso A +0900
locale C Jan 19 00:15
locale en_US.UTF-8 Jan 19 00:15
locale es_ES.UTF-8 ene 19 00:15
+%d . %m . %y %H : %M EE 19.01.09 00:15
+%d . %b . %y %H:%M Coren_US.UTF-8 19.Jan.09 00:15
+%d . %b . %y %H :%M es_ES.UTF-8 19.ene.09 00:15

Table 9.5: £ BEFEIEIVER"1s - 17 ap S HIBHEF B AREEREIF

N

{REIAEAGLRBURREGRLT A RIEIE, (2RE 159):
alias ls='1ls --time-style=+%d.%m.%y %H:%M’



http://packages.debian.org/sid/logwatch
http://qa.debian.org/popcon-graph.php?packages=logwatch
http://packages.qa.debian.org/l/logwatch.html
http://packages.debian.org/sid/fail2ban
http://qa.debian.org/popcon-graph.php?packages=fail2ban
http://packages.qa.debian.org/f/fail2ban.html
http://packages.debian.org/sid/analog
http://qa.debian.org/popcon-graph.php?packages=analog
http://packages.qa.debian.org/a/analog.html
http://packages.debian.org/sid/awstats
http://qa.debian.org/popcon-graph.php?packages=awstats
http://packages.qa.debian.org/a/awstats.html
http://packages.debian.org/sid/sarg
http://qa.debian.org/popcon-graph.php?packages=sarg
http://packages.qa.debian.org/s/sarg.html
http://packages.debian.org/sid/pflogsumm
http://qa.debian.org/popcon-graph.php?packages=pflogsumm
http://packages.qa.debian.org/p/pflogsumm.html
http://packages.debian.org/sid/fwlogwatch
http://qa.debian.org/popcon-graph.php?packages=fwlogwatch
http://packages.qa.debian.org/f/fwlogwatch.html
http://packages.debian.org/sid/squidview
http://qa.debian.org/popcon-graph.php?packages=squidview
http://packages.qa.debian.org/s/squidview.html
http://packages.debian.org/sid/swatch
http://qa.debian.org/popcon-graph.php?packages=swatch
http://packages.qa.debian.org/s/swatch.html
http://packages.debian.org/sid/crm114
http://qa.debian.org/popcon-graph.php?packages=crm114
http://packages.qa.debian.org/c/crm114.html
http://packages.debian.org/sid/icmpinfo
http://qa.debian.org/popcon-graph.php?packages=icmpinfo
http://packages.qa.debian.org/i/icmpinfo.html
https://zh.wikipedia.org/wiki/ISO_8601
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9.3.5 shell F echo HJEEER

KER5 R AL URAY shell AR echo BESA{EF ANSI EERF T REEREEE® (2R “/usr/share/doc/xterm/ctlseqgs. txt.gz”
ERXTIEF

$ RED=$(printf ”\x1b[31m")

$ NORMAL=$(printf ”\x1b[Om”)

$ REVERSE=$(printf ”\x1b[7m")

$ echo "${RED}RED-TEXT${NORMAL} ${REVERSE}REVERSE-TEXT${NORMAL}”

9.3.6 HBEALHWLIIES

EEMAMRIET, BINBHTEESR, RMGRERSHNIMITRER, BAER -~/ bashrc” EIMAT FTEARE.

if [ "$TERM” != "dumb” ]; then
eval ”"‘dircolors -b’”
alias ls='1ls --color=always’
alias 11='1ls --color=always -1’
alias la='1ls --color=always -A’
alias less='less -R’
alias ls='1ls --color=always’
alias grep='grep --color=always’
alias egrep='egrep --color=always’
alias fgrep='fgrep --color=always’
alias zgrep='zgrep --color=always’
else
alias 11="1s -1’
alias la='1ls -A’
fi

EEEXIESYH, FHNBRMEHECNS EHE, EHIRIEEZE export GREP_OPTIONS='--color=auto’”
tWETE, SHEMHE less() ZEMERERSTIER, Eﬁﬁﬁé BRHEESH, MEXEER, LEI
F»~/.bashrc” FHIAE, BJLAEM”- -color=auto” {L&.

AN
EGENXIRIEF, @@ TERM=dumb bash” IF0l shell , {REESARARAISLEERRIA,

9.3.7 FCERAmEEZRISFEMVEIRIRIFENMF

{RBESAC R 4 §E 38 18 ARV B R IRIFEN{F,
152 Vim, B N EIRF,
- 7qa”: FREHRBAF T EEFNEFR a”.
o - URERRIISMF
« Q7 FEERECERE AR F TT,
- 02" MITEFR"a IRE.
#1512 Emacs, i1 TEIRE.
- 7C-x (”: FHAREE—(ERBESE.
- HmEE SR IR1E
« 7C-x ) HRERE—ERBESE
« 7C-x e”: T —(ARBELE.



https://zh.wikipedia.org/wiki/轉義序列
https://zh.wikipedia.org/wiki/Vim_(text_editor)
https://zh.wikipedia.org/wiki/Emacs
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9.3.8

ik X [EREKER

BLEREA M X BRERNE

, BIIE xterm BER,

EREEE ATE KN | &%

gnome-screenshot| v.,g 1164 | 1334 | Wayland

flameshot V:8, I:15 3364 Wayland

gimp V:38, 1:255 19303 | Wayland + X

x11-apps V31,460 | 2460 | X

imagemagick 1:319 73 X

scrot V:5, .64 131 X

Table 9.6: B, REIET AFIR

9.3.9 EKAERIERMEE

BREWITEAIER DVCS NEBNRECHICE

ERMEEFE Bufs LRIERRIRE,

EREEE ATE K| FREA
e & Git (785% ). Mercurial 5% GNU Bazaar REFRLERRIE
etckeeper V:26, 1:30 164 M E e
timeshift V5, 1.9 3421 | {#Fd rsync 2% BTRFS REM R TkE LE
snapper V4, 1:5 2419 | Linx ERAGREBEEZEETE
Table 9.7: SCERECE R L RIERFEELTZR
RIBETABEAMIESHEE 1023 A%,

e £
9.4 B =

|FORAENFE TV iEED

VAR e s fE MY RNy TR B IEFIE S,

=R
procps B TIFFEERMWEE. EHRENZHINEMBRENIENINGE. RREEMMASIMES,

9.4.1 EFERS
FE RIS I TS RS AR,

# time some_command >/dev/null

real OmO.035s # time on wall clock (elapsed real time)
user Ome.000s # time in user mode

sys OmO.020s # time in kernel mode



http://packages.debian.org/sid/gnome-screenshot
http://qa.debian.org/popcon-graph.php?packages=gnome-screenshot
http://packages.qa.debian.org/g/gnome-screenshot.html
http://packages.debian.org/sid/flameshot
http://qa.debian.org/popcon-graph.php?packages=flameshot
http://packages.qa.debian.org/f/flameshot.html
http://packages.debian.org/sid/gimp
http://qa.debian.org/popcon-graph.php?packages=gimp
http://packages.qa.debian.org/g/gimp.html
http://packages.debian.org/sid/x11-apps
http://qa.debian.org/popcon-graph.php?packages=x11-apps
http://packages.qa.debian.org/x/x11-apps.html
http://packages.debian.org/sid/imagemagick
http://qa.debian.org/popcon-graph.php?packages=imagemagick
http://packages.qa.debian.org/i/imagemagick.html
http://packages.debian.org/sid/scrot
http://qa.debian.org/popcon-graph.php?packages=scrot
http://packages.qa.debian.org/s/scrot.html
https://zh.wikipedia.org/wiki/Btrfs
http://packages.debian.org/sid/etckeeper
http://qa.debian.org/popcon-graph.php?packages=etckeeper
http://packages.qa.debian.org/e/etckeeper.html
https://zh.wikipedia.org/wiki/Git_(software)
https://zh.wikipedia.org/wiki/Mercurial_(software)
https://zh.wikipedia.org/wiki/GNU_Bazaar
http://packages.debian.org/sid/timeshift
http://qa.debian.org/popcon-graph.php?packages=timeshift
http://packages.qa.debian.org/t/timeshift.html
http://packages.debian.org/sid/snapper
http://qa.debian.org/popcon-graph.php?packages=snapper
http://packages.qa.debian.org/s/snapper.html
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HEEE mITE KAV | EREA
coreutils V:883,1:999 | 18306 | nice(1): B EMHIEEEERNT —ERE
bsdutils V:513,1:999 | 356 renice(l): AE—EBRIEIIT ;
procps V:762,1:999 | 2390 ”/proc” FERAGZ T E: ps(1), top(1), kill(1), watch(l), -
DSMiSC V418, 1:779 | 909 “/proc” lEERZRHL LE: killall(l), fuser(), peekfd(l)
pstree(l)
time V-9, 1:140 129 Eﬁlme(l) fr—felzsy, WhErsRE) ERA S ’
sysstat V:153,1:173 | 1785 sar(l), iostat(1l), mpstat(d), --: linux R&EETE
isag V0, I:3 106 sysstat W E NNV R G SENE]
Tsof V:420, 1:944 | 482 Lsof(8): ER”-p” BIEIEHE —ERRIZFFHREIESR
strace V:12, 1:122 2897 | strace(l): IRME R G FAUFOGNSE
ltrace Vi1, 1:16 330 ltrace(1): ERHEEMEM
xtrace V0, 1.0 353 xtrace(1): IRHE X11 EFimA0{al AR 25 im < EIEEEN
powertop V:17,1:214 677 powertop(l): R RFEFERER
cron V:869,1:995 | 236 1RiE cron(8) BES EET (daemon) HEERIT—EFER
anacron V:395, 1:476 | 92 FARSIEEEX 24 I\ i
] ] at(1) 2k batch(l): £— ﬂﬁlﬁ?iﬂ’]ﬂﬁ’ﬁ?ﬁ’ﬂﬁ%ﬁ EE—ZREa
at V:105, 1:162 | 158 T
Table 9.8: Es¥zFNizHIF2z0/EEN TRIIFR
EFEXIERE HiRZ B xlER
19 RRELIEFRERF
0 EFEENEEBFERAEREIERFER
-20 root FRHEIERESNEXIEFZF

Table 9.9: HEFZBEIEFETIR



http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/bsdutils
http://qa.debian.org/popcon-graph.php?packages=bsdutils
http://packages.qa.debian.org/b/bsdutils.html
http://packages.debian.org/sid/procps
http://qa.debian.org/popcon-graph.php?packages=procps
http://packages.qa.debian.org/p/procps.html
http://packages.debian.org/sid/psmisc
http://qa.debian.org/popcon-graph.php?packages=psmisc
http://packages.qa.debian.org/p/psmisc.html
http://packages.debian.org/sid/time
http://qa.debian.org/popcon-graph.php?packages=time
http://packages.qa.debian.org/t/time.html
http://packages.debian.org/sid/sysstat
http://qa.debian.org/popcon-graph.php?packages=sysstat
http://packages.qa.debian.org/s/sysstat.html
http://packages.debian.org/sid/isag
http://qa.debian.org/popcon-graph.php?packages=isag
http://packages.qa.debian.org/i/isag.html
http://packages.debian.org/sid/lsof
http://qa.debian.org/popcon-graph.php?packages=lsof
http://packages.qa.debian.org/l/lsof.html
http://packages.debian.org/sid/strace
http://qa.debian.org/popcon-graph.php?packages=strace
http://packages.qa.debian.org/s/strace.html
http://packages.debian.org/sid/ltrace
http://qa.debian.org/popcon-graph.php?packages=ltrace
http://packages.qa.debian.org/l/ltrace.html
http://packages.debian.org/sid/xtrace
http://qa.debian.org/popcon-graph.php?packages=xtrace
http://packages.qa.debian.org/x/xtrace.html
http://packages.debian.org/sid/powertop
http://qa.debian.org/popcon-graph.php?packages=powertop
http://packages.qa.debian.org/p/powertop.html
http://packages.debian.org/sid/cron
http://qa.debian.org/popcon-graph.php?packages=cron
http://packages.qa.debian.org/c/cron.html
http://packages.debian.org/sid/anacron
http://qa.debian.org/popcon-graph.php?packages=anacron
http://packages.qa.debian.org/a/anacron.html
http://packages.debian.org/sid/at
http://qa.debian.org/popcon-graph.php?packages=at
http://packages.qa.debian.org/a/at.html
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9.4.2 HIEEEIER
ERNHIZEEIEF 2 — BB LI EEE,

# nice -19 top # very nice
# nice --20 wodim -v -eject speed=2 dev=0,0 disk.img # very fast

ERLEERT, BiENREFELIEFESHARENSRE, N EREERES.

9.43 psiEd

£ Debian R4 LRI ps(1) FELFERFZIE BSD #0 SystemV 451, BEIIHAFFRENIZFIEE.

BRIV HAIES SE
BSD ps aux BE/R%CPU %MEM
System V ps -efH EE7R PPID

Table 9.10: ps <R TIER
HRIBRE (FETHI) FI2RF, (RAEZ0IEIB”PPID” MAIMIRIER ID RIFFEE .,
pstree(l) #§$RERIETVEL,
9.4.4 top 8%
Debian 24 EH top(1) MEE SIS, BENIEHIEFEBNEIREITA,
EE—EEERANLRERER. MIERR Y BREBINCHERER, %7q” #RE&IEZER,
9.4.5 JIH#—(EIZFFRBIESR

fReesmiEIA— @2 ID(PID) ZR7| %2R G RIRRAVIESE, U0, PID & 1 Mg, A TERIA.
$ sudo lsof -p 1

PID=1@EAM init .

9.4.6 [RItFEI/EEN

1REESHERMTZTN;EED, (M strace(l), ltrace(l), xtrace(l) KIEM A ARMEAUFONSE. EBEITA, X11 ZFEHF{EIR
2805 z RAR@:EN.

IR 1s I8 R G,

$ sudo strace 1s

B
fEEATE lusrishareldoc/stracelexamples/ H13515 [ strace-graph 1§15 R A& — BT BB IRR
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9.4.7 BWAERERMERFIERF

fRe] BAEIB fuser(l) REEAIHERERMERF, Flal, A TEMGINERIL"/var/log/mail. log” EHWHETEFR
R,

$ sudo fuser -v /var/log/mail. log
USER PID ACCESS COMMAND
/var/log/mail. log: root 2946 F.... rsyslogd

{Re]LAB R /var/log/mail. log” 2H rsyslogd(8) ISR E A,
fRe] L1818 fuser(l) R:BHILEREEFIER, F0, BTEYANERH”smtp/ tep” HWHMEFEFRERL

$ sudo fuser -v smtp/tcp
USER PID ACCESS COMMAND
smtp/tcp: Debian-exim 3379 F.... exim4

IRERERERBEINIT exima(8) REGIZELE] SMTP 18 (25) B TCP E4R.

9.48 FHREEMEMEE—(EES

watch(l) EREEERERRNIT—EES, TeESEREL.

$ watch w

RBARMPLEANZ AR RS, =2 EEH—X,

9.4.9 EARIEREENREE—EES
EALRERLEREMERREOBEE —EIES, BEESE, flW, DRESIFHHER" . ext”.
- Shell iBE I (2 RE 12.1.4):

for x in *.ext; do if [ -f ”"$x”]; then command "$x” ; fi; done

« find(1) 1 xargs(1) B&:

find . -type f -maxdepth 1 -name ’'*.ext’ -print® | xargs -0 -n 1 command

« find(1) fER”-exec” BIBL #ITIES:

find . -type f -maxdepth 1 -name ’'*.ext’ -exec command "{}’ \;

« find(1) A7 -exec” BIRIL 1T —{EIFGHY shell 15HE:
find . -type f -maxdepth 1 -name '*.ext’ -exec sh -c "command ’"{}’ && echo ’‘successful’” \;

LEMNFIFRABEREEEMER (WEEZH), find() ESEEMAE, 2186 10.15.



https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/Transmission_Control_Protocol
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9.4.10 X GUI EI—EER

¥i52 8L 5INE ( command-line interface, CLI) , $PATH IRIZEHFTIEEMN B P E—ELRERESBHIETH
WiT. 2RE 153,

EHNBHE freedesktop.org 1Z2ER BIiZ{EAENE ( graphical user interface, GUI) , /usr/share/applications/ B
XY * . desktop ERABERREA GUIE EE“E' NIRRT WERBMY, B Freedesktop.org xdg FE R R EF—(E
#]E2g, mﬂwmmMMMMMMWTwﬁwmfk{m”ﬂ*&%bMﬁﬁoLmEﬂkme@ﬁ IR EE
IRIB, H xdg-utils MEBERAELENEMERINEE, £ R /usr/share/doc/xdg-utilsyREADME”,

B{E{FIF, chromium.desktop #ERH % “Chromium 4BE%2EE" ’”*T’fﬁﬁﬁ s, FIENFENR “Name”, FEZVHEL
ITIRIEFNZ B “Exec”, FHEAMETR “Icon” £% (2R SEAKRIERE ), EENSUT:

[Desktop Entry]
Version=1.0
Name=Chromium Web Browser
GenericName=Web Browser
Comment=Access the Internet
Comment[fr]=Explorer le Web
Exec=/usr/bin/chromium %U
Terminal=false
X-MultipleArgs=false
Type=Application
Icon=chromium
Categories=Network;WebBrowser;
MimeType=text/html; text/xml;application/xhtml_xml;x-scheme-handler/http;x-scheme-handler/ <+
https;
StartupwMClass=Chromium
StartupNotify=true

ER— AR AMENRE, *.desktop ERETEIPEWIEZS,
SEIRIEIRTE $XDG_DATA_HOME Fl1 $XDG_DATA DIR IBIE&E, £E(EHF, £ GNOME 3 Hf:

[ai

* KRFE $XDG_DATA_HOME, ( A%5fEFIFRER{E $HOME/ . local/share, )
+ $XDG_DATA_DIRS & E % /usr/share/gnome: /usr/local/share/:/usr/share/,

EH#EH$% (2R XDG Base Directory Specification ) F1fERE B ##30 TR,

$HOME/ . local/share/ — $HOME/.local/share/applications/

/usr/share/gnome/ - /usr/share/gnome/applications/

/usr/local/share/ - /usr/local/share/applications/

/usr/share/ - /usr/share/applications/

* . desktop ERGRBEREIEFEEL applications BEPETIES,

N
EEV—EFERAEBEEMN GUI BEIE, FETE $HOME/. local/share/applications/ B HiiE—{&E
* . desktop tE3,

BR
MBlt, NERESLEEERE T autostart BB 7 —1@& *.desktop 8%, Bl *.desktop ERHIETE
MR EESERIBEMEFSEEMIT. 2R Desktop Application Autostart Specification,



https://zh.wikipedia.org/wiki/Command-line_interface
https://www.freedesktop.org/wiki/
https://zh.wikipedia.org/wiki/Graphical_user_interface
https://specifications.freedesktop.org/desktop-entry-spec/desktop-entry-spec-latest.html
https://specifications.freedesktop.org/basedir-spec/basedir-spec-latest.html
https://specifications.freedesktop.org/autostart-spec/autostart-spec-latest.html
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=7

FE{At, WNR7E $HOME/Desktop BERHEIL T —fE *.desktop #ER B KRERIEW AL AZIE R EE RBE
B3IN6E, RIENZEEREHEEMRERNSWMNIT, 5FE, $HOME/Desktop B ERBBAESIRIEEH. 2
xdg-user-dirs-update(l),

9.4.11 BEEWREINED
—iERER s —EREHNE. TEEEEEBRENSL,

- EAENRRRE:

GNOME3 £ME: “BE" - “&R#" - “FH@EEHR" - “7EEARERX

— KDE £H: "K” - ”Control Center }2#l#/»” - "KDE Components J5f4” — ”Component Chooser JT{4iE1Z28”
Iceweasel BIEE2E: “#REE" - “EHRIE" - “ERARERX

mc(1): “/etc/mc/mc.ext”

"o

- 530 “$BROWSER”. “$EDITOR”. “$VISUAL” F1 “$PAGER” EREMIRIZEEE (2K environ(?))

« FAREIE “editor”, “view”. “x-www-browser”. “gnome-www-browser” 1 “www-browser” iEEMIER
#J update-alternatives(l) &4 (2R 14.7)

« “~/.mailcap” # “/etc/mailcap” HERIINERAE T F2VA MIME BF (28 mailcap(s))
« “~/.mime.types” F “/etc/mime.types” ERINEMEE T MIME BFIMEIESR (2R run-mailcap(l))

<7
update-mime(8) & FE Fi"/etc/mailcap’ 1€ X, H B € B %"/etc/mailcap.order” 2% (2 B
mailcap.order(5)).

B
debianutils EXBEEIIR{ sensible-browser(1l). sensible-editor(1l) 1 sensible-pager(1), EM=TLA
DRIBEFIMMREERSE. P EENFARAESEHIPSMNBIE, FEBREEIRL shell 545,

N

BTHEGU (BRERENE ) FHITHM nutt ERMETHEBARIRFRMFNEEEAREN, FEZERTE
B —E GUI (BFERENE ) BARERNILIRE “/usr/local/bin/mutt-term” ZR{REERNENNTEE
BRI

# cat /usr/local/bin/mutt-term <<EOF
#1/bin/sh

gnome-terminal -e "mutt \$@”

EOF

# chmod 755 /usr/local/bin/mutt-term



https://zh.wikipedia.org/wiki/MIME
https://zh.wikipedia.org/wiki/MIME
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N

GUI (BIXERENE ) EREXNENRETSNNERERBEEE THIT, EEMHEEN *.desktop EREEH
FR"Exec” MR AN E RT BTG, RrIURBAIERGRBIMAL kitty: ALRFEMNWMALANERR, &
FA—f& ibus % fcitx5 RIEANESR, LFEW T A NEIL—(E shell LR /usr/local/bin/kitty”,

# cat /usr/local/bin/kitty <<EOF

#!/bin/sh

GLFW_IM_MODULE=ibus exec /usr/bin/kitty ”\$@”
EOF

# chmod 755 /usr/local/bin/kitty

EE kitty IS BRI B BE MR E~/bin/” 8~/ .local/bin/” B %, R EiEL B #F E'$SPATH” A,
tt"/usr/bin/” Bt EREER.

9.4.12 RIE—ERER

fER kill(1) BidFER ID KR3QFE ((EEX—E:N%E ) — @2,
A killall(l) 5 pkill(l) BiBFEF G SHRBFHHEBMRMEIENESIS.

B AIRR BE | IR
k]
aflsk
0 (E5ES BEIRFEONT
258
kill(2))
®&IE
2
#IE
[k
&IF
EF
i 8
%
dump
core
&IE
2
#1E
EF

1 SIGHUP IEASImERRDIELR (FMAREME )

2 SIGINT 1 $283RER (CTRL-C)

~

3 SIGQUIT H32A2iR Y (CTRL-\)

9 SIGKILL AETFEZER kill FT5E

15 SIGTERM B #EPEERYAL LEEN SR

Table 9.11: kill #£< E HSETIR

9.4.13 B R{EFREFRILHE

1T at(1) B REH— R MR TIF,

$ echo ’'command -args’| at 3:40 monday

9.4.14 TEREFELHE

f$H cron(8) KETEREFELH, 28 crontab(1) l crontab(s).



https://zh.wikipedia.org/wiki/SIGHUP
https://zh.wikipedia.org/wiki/Signals_intelligence
https://zh.wikipedia.org/wiki/Signal_(IPC)#SIGQUIT
https://zh.wikipedia.org/wiki/Core_dump
https://zh.wikipedia.org/wiki/Core_dump
https://zh.wikipedia.org/wiki/Signal_(IPC)#SIGKILL
https://zh.wikipedia.org/wiki/Unix訊號#SIGTERM
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REESF R —EE BERAEEIRNIT—(EIZRF, tbil, foo M crontab -e” §<$E T —1{E crontab(5) AY1E
Z”/var/spool/cron/crontabs/foo”,

B8 2 —1E& crontab(5) IR F,

# use /usr/bin/sh to run commands, no matter what /etc/passwd says
SHELL=/bin/sh

# mail any output to paul, no matter whose crontab this is

MAILTO=paul

# Min Hour DayOfMonth Month DayOfWeek command (Day... are OR’ed)

# run at 00:05, every day

5 0 * ** $HOME/bin/daily.job >> $HOME/tmp/out 2>&1

# run at 14:15 on the first of every month -- output mailed to paul

15 14 1 * * $HOME/bin/monthly

# run at 22:00 on weekdays(1-5), annoy Joe. % for newline, last % for cc:
0 22 * * 1-5 mail -s "It’s 10pm” joe%Joe,%%¥Where are your kids?%.%%
23 */2 12 * echo ”"run 23 minutes after ©am, 2am, 4am ..., on Feb 1”
5 4~ * sun echo "run at 04:05 every Sunday”

# run at 03:40 on the first Monday of each month

40 3 1-7 * * [ "$(date +%a)” == "Mon” ] && command -args

N
HIALLIEEENI TR A, K8 anacron BREEEURERFHITIBEMMIES, BOEBROESREINBIZHIT, I
AHFEREMNISE”ZMR. 28 anacron(8) #1 anacrontab(s).

R

HRERBARMKMEEE SN, REEHLL root IRIEEHNIT, LESHEE WM A"/etc/cron. hourly/”,
"/etc/cron.daily/”, "/etc/cron.weekly/”, 8"/etc/cron.monthly/”. BELIES BRI TR, =TLA
Bi@"/etc/crontab” #1"/etc/anacrontab” REX,

cron BE-FEEF (daemon ) NFTERF, Systemd W B IRAFREIET I TIZNAVRPERE /15140, / 1ib/systemd/system/apt
# /1ib/systemd/system/apt-daily.service B3 EXH apt FE{TE., 2R systemd.timer(5),

9.4.15 AIlt-SysRq i

& Alt-SysRq (PrtScr) S RIR—EF &%, ETAIBENRRERIZS,

Alt-SysRq Z &I 1TR%EIR
K kill FRFEEE pi ERIZHIE LB TERF (SAK)
s sync TEEXRBIERZARRBERENIER
u SEMURELSXREFFAEEREFIERZELR (umount)
r X BaE, I raw B RIEEE

Table 9.12: ER&M SAK #p S iETIR

FZEM2R Linux ZIMEAEEIESFM » Linux Magic System Request Key Hacks

R
% SSH 4&UR%5, {RAEEZ@IRE)"/proc/sysrq-trigger” BARRRER Alt-SysRq #5tE, 130, % root shell 12
RFETTHITecho s > /proc/sysrq-trigger; echo u > /proc/sysrq-trigger” 3 syncs #1 umounts

FTEERSIERZR A,



https://zh.wikipedia.org/wiki/Systemd
https://zh.wikipedia.org/wiki/Secure_attention_key
https://www.kernel.org/doc/html/latest/admin-guide/sysrq.html
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B &l (2021) Debian amd64 Linux #Zi0\&s /proc/sys/kernel/sysrq=438=0b110110110:

 2=0x2 - A FREEHIE B ARRIES (FARY)
« 4 =0x4 - BFA#ERRIEH] (SAK, unraw) (FIRY)

* 8=0x8 - ATEFFREEE R (debugging dumps of processes ) F. ([EHRA)

* 16 = 0x10 - B{ A sync &% (IR

* 32=0x20 - RRFARBEFEE (F)

* 64 = 0x40 - RYFRFEFEN3E (term, kill, oom-kill) (BAEA)

- 128 =0x80 - ALFFERY. BARAEIR (BERY)

« 256 = 0x100 - SLFFAAEEFTE RT (ERS) EFHEZIEF (FRY)

9.5 ZARinHERI

9.5.1 HERGRE?
RETBB TEN S SR ERBANELAE,

« who(1) BERHEBANERREE.

- w(l) BETREEAERGER, MRS,
- last() BERERAEREEANTIR,

« lastb(1) BEREAEREERE AR,

TN

"/var/run/utmp” ¥1"/var/log/wtmp” fEFERIEREZN. 28 login(1) # utmp(5).

9.5.2

g

SRMBEA

R ABA TENARNER wall(l) AEARGNE—BAEEE.

$ echo "We are shutting down in 1 hour” | wall

9.5.3 fEESHA!

152 PCI $88E & (AGP, PCI-Express, CardBus, ExpressCard 55), —BIRFAER 1spci(8) (EFM L7 -nn” 3EIE) EITHEE

sl LB T

LEsh, fReTBAEIBREE"/proc/bus/peci/devices” BEKMRENEZE"/sys/bus/peci” NHEHAIE sk RIEITHEES

Al (2RET 1.2.12).



https://zh.wikipedia.org/wiki/Peripheral_Component_Interconnect
https://zh.wikipedia.org/wiki/AGP
https://zh.wikipedia.org/wiki/PCI_Express
https://zh.wikipedia.org/wiki/PC_Card#CardBus
https://zh.wikipedia.org/wiki/ExpressCard
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EE] TE XV | FREA

pciutils V:247,1:991 | 212 Linux PCI TH: 1spci(8)
usbutils V:74,1:867 | 320 Linux USB L HE: Tsusb(8)
nvme-cli V:14,1:21 1526 | Linux NVMe LT E: nvme(1)
pcmciautils V:6,1:10 91 Linux PCMCIA T E: pccardct1(8)
scsitools V0, I:2 346 SCSItgRE &R T E&: 1sscsi(8)
procinfo V:1, 1.9 132 &7 /proc”: 1sdev(8) BB RAZEN
Tshw V:13, 1:90 919 MEREsAc = an: Lshw(l)

discover V:41,1.957 | 98 TEREER B R 4% discover(8)

Table 9.13: fERE:55 TRYIR

ES 1) MITE XA | FREA

console-setup V:84,1:967 428 Linux FHRIIEFEFREERTE

X11-xserver-utils o) 1504 | 568 | X FBFEEETE: xset(1), xmodmap(l)

acpid V.88, 11156 | 157 BIESPE R A E RS THE (ACPI) NN EEEEET
( daemon )

acpi V10, I:144 | 47 R~ ACPI REEHNMTE

sleepd V-0, 1.0 86 EELATHE, FHEAKERBHNEEERIEN (daemon)

hdparm V:187,1:356 | 256 BWIEFIREL (BRE 96.9)

smartmontools V:202,1:246 | 2358 | fEFI SM.ART. EHIHERREER S

setserial V4, 1.7 103 FIEEETHE

memtest86+ Vi1, 121 12687 | i BREFREEIE L ER

scsitools V:0, I:2 346 SCSIFFEEE T HE

setcd V0, 1.0 37 FEEFRREX

big-cursor L.0 26 BRI KB R

Table 9.14: FEES AR TRYIFE



http://packages.debian.org/sid/pciutils
http://qa.debian.org/popcon-graph.php?packages=pciutils
http://packages.qa.debian.org/p/pciutils.html
http://packages.debian.org/sid/usbutils
http://qa.debian.org/popcon-graph.php?packages=usbutils
http://packages.qa.debian.org/u/usbutils.html
http://packages.debian.org/sid/nvme-cli
http://qa.debian.org/popcon-graph.php?packages=nvme-cli
http://packages.qa.debian.org/n/nvme-cli.html
http://packages.debian.org/sid/pcmciautils
http://qa.debian.org/popcon-graph.php?packages=pcmciautils
http://packages.qa.debian.org/p/pcmciautils.html
http://packages.debian.org/sid/scsitools
http://qa.debian.org/popcon-graph.php?packages=scsitools
http://packages.qa.debian.org/s/scsitools.html
http://packages.debian.org/sid/procinfo
http://qa.debian.org/popcon-graph.php?packages=procinfo
http://packages.qa.debian.org/p/procinfo.html
http://packages.debian.org/sid/lshw
http://qa.debian.org/popcon-graph.php?packages=lshw
http://packages.qa.debian.org/l/lshw.html
http://packages.debian.org/sid/discover
http://qa.debian.org/popcon-graph.php?packages=discover
http://packages.qa.debian.org/d/discover.html
http://packages.debian.org/sid/console-setup
http://qa.debian.org/popcon-graph.php?packages=console-setup
http://packages.qa.debian.org/c/console-setup.html
http://packages.debian.org/sid/x11-xserver-utils
http://qa.debian.org/popcon-graph.php?packages=x11-xserver-utils
http://packages.qa.debian.org/x/x11-xserver-utils.html
http://packages.debian.org/sid/acpid
http://qa.debian.org/popcon-graph.php?packages=acpid
http://packages.qa.debian.org/a/acpid.html
http://packages.debian.org/sid/acpi
http://qa.debian.org/popcon-graph.php?packages=acpi
http://packages.qa.debian.org/a/acpi.html
http://packages.debian.org/sid/sleepd
http://qa.debian.org/popcon-graph.php?packages=sleepd
http://packages.qa.debian.org/s/sleepd.html
http://packages.debian.org/sid/hdparm
http://qa.debian.org/popcon-graph.php?packages=hdparm
http://packages.qa.debian.org/h/hdparm.html
http://packages.debian.org/sid/smartmontools
http://qa.debian.org/popcon-graph.php?packages=smartmontools
http://packages.qa.debian.org/s/smartmontools.html
https://zh.wikipedia.org/wiki/S.M.A.R.T.
http://packages.debian.org/sid/setserial
http://qa.debian.org/popcon-graph.php?packages=setserial
http://packages.qa.debian.org/s/setserial.html
http://packages.debian.org/sid/memtest86+
http://qa.debian.org/popcon-graph.php?packages=memtest86+
http://packages.qa.debian.org/m/memtest86+.html
http://packages.debian.org/sid/scsitools
http://qa.debian.org/popcon-graph.php?packages=scsitools
http://packages.qa.debian.org/s/scsitools.html
https://zh.wikipedia.org/wiki/SCSI
http://packages.debian.org/sid/setcd
http://qa.debian.org/popcon-graph.php?packages=setcd
http://packages.qa.debian.org/s/setcd.html
http://packages.debian.org/sid/big-cursor
http://qa.debian.org/popcon-graph.php?packages=big-cursor
http://packages.qa.debian.org/b/big-cursor.html
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9.5.4 1EREIAEC

& GNOME # KDE BRI B RE A4, AKX EIEMREEHEESEEENER AR TEREE, BHE
—EREEFNERAN, LR —EFNES,

548, ACPI 2—fEtt APM S EREIE R AIES,

b
RRRGER CPU JARAEINGE, REZIMEME acpi_cpufreq EIEHY,

9.5.5 H#EASEFIFEESATR

THEHRERAIEIEIFRIA: MM/DD hh:mm, CCYY.

# date MMDDhhmmCCYY
# hwclock --utc --systohc
# hwclock --show

Debian RIS EE B RN AAMAGRE, EEEEEREER UTC(GMT) BE,
WNRIERERSEERE S UTC BSR, 57F “/etc/default/rcS” #BME:RE “UTC=yes’,
THEREHFA Debian R4 FEASE,

# dpkg-reconfigure tzdata

MRIRFHLBEBFEIEREFARIFE, EEMEM ntp, ntpdate # chrony SR ERHEAY NTP ARFS.

N
7 systemd F, RfEHR systemd-timesyncd RENETHEEEFERET. 28R systemd-timesyncd(8).

&M

. FRRERSFREFN B EAEIE HOWTO
« NTP A HRFEER

« ntp-doc &

BR
7£ ntp BEERM ntptrace(8) BEFIRME NTP FRFSSEZERIBIR,

9.5.6 #imFEEC
BEETH I ARRAEF TIEHIEFR ncurses(3) RARINEE,

« “/etc/terminfo/*/*” 13 (terminfo(5))
« “$TERM” IRIREE (term(7))
« setterm(l). stty(l). tic(1) #0 toe(l)

AZ| Debian Z 4205, (RFEECXEIRAVAE IR

MR xterm By terminfo ¥3E Debian B xterm RNEEVER, BIEMRIGERRES
EZANRLR"/usr/share/doc/libncurses5/f

R
RIB“STERM”, it “xterm” BN ATHEEZPRAVARAS (90 “xterm-r6")
= “$TERM” FERERN,



https://zh.wikipedia.org/wiki/高級調配與電源接口
https://zh.wikipedia.org/wiki/高級電源管理
https://zh.wikipedia.org/wiki/UTC
https://zh.wikipedia.org/wiki/Network_Time_Protocol
https://zh.wikipedia.org/wiki/Systemd
https://tldp.org/HOWTO/TimePrecision-HOWTO/index.html
https://www.ntp.org/

Debian 2= F 152 /232

9.5.7 EBEEM:L

AARIBFER) Linux MEMNETEEEETFENH S8 Linux EHT2 4 ( Advanced Linux Sound Architecture, ALSA ) 124,
ALSA Rt THEZAIH MBS 24 (Open Sound System, OSS) BIFE#EEIL,
ERAHREAETREEATEEERFHSEEE, o UEB —LEEKESRBEAARABEM B,
PulseAudio, JACK # PipeWire # FH{FB SHRFEIRZA MR, 2R Debian EEB S EHH SRIRMIBN.
BERATHNEERREEEHE —EERANESS|Z, SEREREXNEANESS|ZE T NBEEREARMNESE
BR2E,

BR
A “cat /dev/urandom > /dev/audio” B{ speaker-test(l) HKAl;Hi5EE2E ("CELE),

B
MRREEERBE, IMEMNBESETEERD T —EFSHE. BRNESAREFSHEH, alsa-utils #KiE
B alsamixer (1) s ARIF AR B SHFERE,

78] TTE IR

alsa-utils V:327,1:464 | 2607 | FABCFI{ER ALSA BT E

0ss-compat Vi1, 118 20 7£ ALSA FNEZE 0SS, F8F5 "/dev/dsp not found” #Eiz
pipewire V:265,1:316 | 119 a5 A BRlE 5| 22 2 TR A= IR 5 U - JL & A4 EL
pipewire-bin V:276,1:316 | 1627 | Baltle R RIES | Z 2 ERARTSIR - S anistlm < JITEs
pipewire-alsa V:94, T:141 205 B R RS | Z 2 EEAR S in - (K& ALSA FUEARTE
pipewire-pulse | V:149,1:193 | 49 HME R EIES | ZE 2 HEEART%In - fNZ PulseAudio RIS ENARTS
pulseaudio V269, 1:322 | 6462 | PulseAudio FRIZim

TibpuTse0® V:411, 1579 | 969 PulseAudio BEFIm/E

jackd V:2,1:19 9 JACK Audio Connection Kit. JACK) {aiREE ({KZEE )
libjacko V:1, 1.9 329 JACK Audio Connection Kit. JACK) & ({RZEE )
Libgstreamerl.0-Py. ) 1503 | 4453 | GStreamer: GNOME B3| 8

Libphonon4qt5-4 1 y.7) 1167 | 593 | Phonon: KDE B&3|%

Table 9.15: BFEIER

9.5.8 RIS E{R:E
PRI EIRE, R TENES.

IRIR ik

Linux =HIE setterm -powersave off
XRE (FRERRE) xset s off

X & (FR dpms) xset -dpms

X RE (EER:E GUIARS ) xscreensaver-command -prefs

Table 9.16: BAPAERRERLIIR



https://zh.wikipedia.org/wiki/ALSA
https://zh.wikipedia.org/wiki/Open_Sound_System
https://wiki.debian.org/Sound
http://packages.debian.org/sid/alsa-utils
http://qa.debian.org/popcon-graph.php?packages=alsa-utils
http://packages.qa.debian.org/a/alsa-utils.html
http://packages.debian.org/sid/oss-compat
http://qa.debian.org/popcon-graph.php?packages=oss-compat
http://packages.qa.debian.org/o/oss-compat.html
http://packages.debian.org/sid/pipewire
http://qa.debian.org/popcon-graph.php?packages=pipewire
http://packages.qa.debian.org/p/pipewire.html
https://zh.wikipedia.org/wiki/PipeWire
http://packages.debian.org/sid/pipewire-bin
http://qa.debian.org/popcon-graph.php?packages=pipewire-bin
http://packages.qa.debian.org/p/pipewire-bin.html
https://zh.wikipedia.org/wiki/PipeWire
http://packages.debian.org/sid/pipewire-alsa
http://qa.debian.org/popcon-graph.php?packages=pipewire-alsa
http://packages.qa.debian.org/p/pipewire-alsa.html
https://zh.wikipedia.org/wiki/PipeWire
http://packages.debian.org/sid/pipewire-pulse
http://qa.debian.org/popcon-graph.php?packages=pipewire-pulse
http://packages.qa.debian.org/p/pipewire-pulse.html
https://zh.wikipedia.org/wiki/PipeWire
http://packages.debian.org/sid/pulseaudio
http://qa.debian.org/popcon-graph.php?packages=pulseaudio
http://packages.qa.debian.org/p/pulseaudio.html
https://zh.wikipedia.org/wiki/PulseAudio
http://packages.debian.org/sid/libpulse0
http://qa.debian.org/popcon-graph.php?packages=libpulse0
http://packages.qa.debian.org/libp/libpulse0.html
https://zh.wikipedia.org/wiki/PulseAudio
http://packages.debian.org/sid/jackd
http://qa.debian.org/popcon-graph.php?packages=jackd
http://packages.qa.debian.org/j/jackd.html
https://zh.wikipedia.org/wiki/JACK_Audio_Connection_Kit
http://packages.debian.org/sid/libjack0
http://qa.debian.org/popcon-graph.php?packages=libjack0
http://packages.qa.debian.org/libj/libjack0.html
https://zh.wikipedia.org/wiki/JACK_Audio_Connection_Kit
http://packages.debian.org/sid/libgstreamer1.0-0
http://qa.debian.org/popcon-graph.php?packages=libgstreamer1.0-0
http://packages.qa.debian.org/libg/libgstreamer1.0-0.html
https://zh.wikipedia.org/wiki/GStreamer
http://packages.debian.org/sid/libphonon4qt5-4
http://qa.debian.org/popcon-graph.php?packages=libphonon4qt5-4
http://packages.qa.debian.org/libp/libphonon4qt5-4.html
https://zh.wikipedia.org/wiki/Phonon_(KDE)
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9.5.9 [HARFIEEE

FILAIBE SRV I5E 3 th 19 2R RARAIENS R, 1B pcspkr #IOEAAMIBR, tha]CAMEIEES,
bash(1) FAZI# readline(3) 12X, BBE|EZEF T (ASCII=7) BF, HEEE, THEHAVRFEASEMHELEES:,

$ echo "set bell-style none”>> ~/.inputrc

9.5.10 FCIEEEEA

HRRR, EEEMETRNAEREEGCIERNERER.

« “/var/log/dmesg” FREZORENENE S T Rl B IERRFEREE R,
- free(1) # top(1) BERIEERITH R MK CIEIE S RIVERFER.

TER—EFF

# grep ’'\] Memory’ /var/log/dmesg
[ 0.004000] Memory: 990528k/1016784k available (1975k kernel code, 25868k reserved, 931k <«
data, 296k init)

$ free -k
total used free shared buffers cached
Mem: 997184 976928 20256 0 129592 171932
-/+ buffers/cache: 675404 321780
Swap: 4545576 4 4545572
fREJBEEBBTR: “dmesg 53R 1R free 7 990 MB, T free -k &H&R{R free #3 320 MB, &K T #8i@ 600 MB =",

BB “Mem:” BEITH “used” BAKMELAR “free” BNBIE, MERRE, MEEMENE TEHMINME (ELEW
fBlFHhEPE 675404 F0 321780 ),

EHRFAY MacBook, B 1GB=1048576k ;0152 (BERRRMGAE L), HEZNWNOT,

HmE KN

dmesg H total FIK /N 1016784k = 1GB - 31792k
dmesg FRY free 990528k

shell 87 total 997184k

shell FHY free 20256k (EBREIA 321780k )

Table 9.17: $RESHIFCIETE R/

9.5.11 ZRBELXEMMTEMEE

BRENAREETERESREMNAR, EREWINBIEEER,
HRARREUMTBEMRE, MFRRETEELESEMLRE.

- debsums EREEE, 28 debsums(1) FEi 2.5.2,

chkrootkit #X§8%8l, £ & chkrootkit(1),
« clamav 2B X%k, 28 clamscan(l) 0 freshclam(1),
* Debian security FAQ,

* Securing Debian Manual,



https://www.debian.org/security/faq
https://www.debian.org/doc/manuals/securing-debian-manual/
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74 1) mITE KAV | ZREA —
L BEES=E1, (daemon ), BARGHREE EEEAEREE
logcheck V6, I:8 110 Eue =T e
debsums V:5,1:36 98 ERERN, FA MD5 REais¥ O Ti=ikis B fE RETRER
chkrootkit V:7,1:17 926 rootkit 1% ;AER T
clamav V:10, 1:46 27703 | Unix E’J}i@ﬁﬁ&‘t—} RN
tiger V:1,1:2 7800 5
tripwire Vi1, 122 12168 *ﬁ?‘ﬂ aﬁm
john V:1,1:9 471 %ﬁE’J E%EE%ZIE-
aide Vi, Tl 293 g
integrit V:0, 1.0 2659 ffm ré%ﬁ;ﬂ{t
crack V0, I:1 152 ZHEERIFER

Table 9.18: AARAMEEMMTEMUBENTER

THR—EMENESH, ARERMANAE AR SSERIERTTE,
# find / -perm 777 -a \! -type s -a \! -type 1 -a \! \( -type d -a -perm 1777 \)

pE =1
@ 5 debsums EREEELEAARMMFEEFR MD5 K515, ALLEEHEERE, UAETLBERAT2 MR
TITH,

9.6 ENEFRIS

{3 live CD BX, debian-installer CD LABUIEIRTVRIENREV R AR, PILAR(REG BB RERIMEIRENEBIHETE.

MRELEBEFEGUI(ERERENT) REASA FHEIHE, EHEMETIREER, ROUREEXGSIFL
umount(8) iSLLiE &,

9.6.1 MEEZEFERBR
R SR E ISR AT LAE® mount. coreutils F xdu EREEEIZ (EAVFE T AR ET(E

- mount(8) BERFTERIEIER AL (= HAME).
- df (1) IREERAZRERIFETR,
. du(l) 5 B SR E R EE A,

B
{RRTLARE du(8) AuEa i {EE6 48 xdu(1x), REAEHWBEREEIRNER, #I30 “du -k . |xdu”, “sudo du -k -x

” kh- A—N

/ |xdu” F5F,

9.6.2 HEREDEIFEREC

HIHER S BIERES, BE fdisk(8) WRARIFENE, (BR parted8) TREREREEH,



http://packages.debian.org/sid/logcheck
http://qa.debian.org/popcon-graph.php?packages=logcheck
http://packages.qa.debian.org/l/logcheck.html
http://packages.debian.org/sid/debsums
http://qa.debian.org/popcon-graph.php?packages=debsums
http://packages.qa.debian.org/d/debsums.html
http://packages.debian.org/sid/chkrootkit
http://qa.debian.org/popcon-graph.php?packages=chkrootkit
http://packages.qa.debian.org/c/chkrootkit.html
https://zh.wikipedia.org/wiki/Rootkit
http://packages.debian.org/sid/clamav
http://qa.debian.org/popcon-graph.php?packages=clamav
http://packages.qa.debian.org/c/clamav.html
http://packages.debian.org/sid/tiger
http://qa.debian.org/popcon-graph.php?packages=tiger
http://packages.qa.debian.org/t/tiger.html
http://packages.debian.org/sid/tripwire
http://qa.debian.org/popcon-graph.php?packages=tripwire
http://packages.qa.debian.org/t/tripwire.html
http://packages.debian.org/sid/john
http://qa.debian.org/popcon-graph.php?packages=john
http://packages.qa.debian.org/j/john.html
http://packages.debian.org/sid/aide
http://qa.debian.org/popcon-graph.php?packages=aide
http://packages.qa.debian.org/a/aide.html
http://packages.debian.org/sid/integrit
http://qa.debian.org/popcon-graph.php?packages=integrit
http://packages.qa.debian.org/i/integrit.html
http://packages.debian.org/sid/crack
http://qa.debian.org/popcon-graph.php?packages=crack
http://packages.qa.debian.org/c/crack.html
https://zh.wikipedia.org/wiki/MD5
https://zh.wikipedia.org/wiki/Live_CD
https://www.debian.org/releases/stable/debian-installer/
https://zh.wikipedia.org/wiki/Disk_partitioning
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E/ PC EAZBIAYE5|IBECE% ( Master Boot Record, MBR ) /A%, gk N BIEERRTFES —ERE, BILBA B
[E 0 (512 fiIjcél ),

—LEZE B G — o] IEAEAZ)TE/ " E ( Unified Extensible Firmware Interface, UEFI) B9iF{X PC, BIEEHL Intel Y Mac,
£ M — 12357 EIfER ( GUID Partition Table, GPT ) /A%, WD EIEENIARFEFEE —ERE,

BE fdisk(8) —ERBHSIEIEBHRETER, (BIR# parted®) BRTE,

]iEe ATE XAV | FREA

util-Tinux V:881,1:999 | 5284 | STHRMAILE, B8 fdisk(8) f cfdisk(8)
parted V:412,1:565 | 122 GNU Parted, fERE7 EIIBARIZN

gparted V:14,1:103 | 2175 | Eh? libparted B GNOME 73 2/ /& 4REETZ TV
gdisk V:329,1:507 | 885 FAHX GPT/MBR i {7 RIRERERY 73 EIFE AREETE TV
kpartx V21, 1:34 75 AR EERIREHRMER

Table 9.19: IFRE N EIFEE IR SR

/EEE'
@ FE parted(8) EMAERAKREUIRBIERZS, BEEAEESRTNEMIARMELEEEEALR,
3‘1[] mkfs(S)(mkfs msdos(8). mkfs.ext2(8). mkfs.ext3(8), mkfs.ext4(8):---- ) ¥l resize2fs(8),

7%7?" GPT #1 MBR Z[EtI 1, fiREEEMIRMARHABERTOANR (£ 6) Mi{EM “parted
/dev/sdx mklabel gpt” 8 “parted /dev/sdx mklabel msdos” QEEQE'EO %‘ EEEMAM “msdos”
=R MBR,

"'ui

9.6.3 {#H UUID 775 EItE

BEENEEMNS BRI REFEFNENRABIRFRIEELNEEEEARRNBEF, BRI AEAR—{E uUID
e, MR ﬁyflﬁlﬁﬁﬁ%jtﬁfuxﬁ’] BIOS/UEFI ;2 B4 EfI—BMEKERMEE, £A UUID BR#EINEE,

- mount(8) IESHE “-U” BIER]UEAUUID REEH —EIREE, MANERMIERTRE, Flu “/dev/sda3”,
« “/etc/fstab” (2R fstab(5)) FJLAfEHA UUID,

. BIEEAIER (6 3.1.2) thELA{EA UUID,

N
fRETLAfEEAE blkid(8) RigR —EIFEIRIEER UUID,
R BT AMER"1sb1k -f” 3Ri&8 UUID TR EEE,

9.6.4 LVM2

LVM2 2—{EA Linux #ZOMBEEESEIEES, A LVM2 MEE, B BT UAENI B R ER Y IRERE,
LVM B FIIEK,

+ Linux DAY EE BT IE ( Debian 20O FEERSZIE )
- FHEECEKRENMIEE ( libdevmapper * #X5288 )



https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/Disk_partitioning
https://zh.wikipedia.org/wiki/Logical_block_addressing
https://zh.wikipedia.org/wiki/Unified_Extensible_Firmware_Interface
https://zh.wikipedia.org/wiki/GUID_Partition_Table
https://zh.wikipedia.org/wiki/Disk_partitioning
http://packages.debian.org/sid/util-linux
http://qa.debian.org/popcon-graph.php?packages=util-linux
http://packages.qa.debian.org/u/util-linux.html
http://packages.debian.org/sid/parted
http://qa.debian.org/popcon-graph.php?packages=parted
http://packages.qa.debian.org/p/parted.html
http://packages.debian.org/sid/gparted
http://qa.debian.org/popcon-graph.php?packages=gparted
http://packages.qa.debian.org/g/gparted.html
http://packages.debian.org/sid/gdisk
http://qa.debian.org/popcon-graph.php?packages=gdisk
http://packages.qa.debian.org/g/gdisk.html
http://packages.debian.org/sid/kpartx
http://qa.debian.org/popcon-graph.php?packages=kpartx
http://packages.qa.debian.org/k/kpartx.html
https://zh.wikipedia.org/wiki/GUID_Partition_Table
https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://zh.wikipedia.org/wiki/Logical_Volume_Manager_(Linux)
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- FRAEATEELVM2 THE ( lvm2 818268)

A T EAY man FFEREERE LVM2,

lvm(8): LVM2 #HIRIEREENG: (FIH TFRE LVM2 8%
« lvm.conf(5): LVM2 HI4REEIEZE

lvs(8): EEHEESHIIERME

- vgs(8): HREEHEMERAER

- pvs(8): IREVIESHIHERAEN

9.6.5 ERZAFAALR
L ext4 1ER R, e2fsprogs BRI TERMNTE,

« mkfs.ext4(8) BIFil ext4 IERARMGR

- fsck.ext4(8) @EFMERIRE x4 ERZRR

« tune2fs(8) AR extd IERRAAVBULIR

- debugfs(8) EENTLRIIREE extd EER R M. (EF undel IS RIRESLMPRAESR.)

mkfs(8) Fl fsck(8)$‘§’v\zE'EH3 e2fsprogs BZ Y, R B EER A RBRAEMRIM.(mkfs . fstype # fsck. fstype).
L ext4 EERL, B2 mkfs.ext4(8) Fl fsck.ext4(8) (EMHAFSEELR mke2fs(8) #1 e2fsck(8)).

Linux XENE—EERZK, GHEMNIES.

nEe ATE KN | FREA

e2fsprogs V:759,1:999 | 1501 | ext2/ext3/ext4 la At L E

btrfs-progs V:42,1:71 4851 | Bufs f@RAHZILE

reiserfsprogs V:10, 1:25 473 Reiserfs fe R Z 4t L &

zfsutils-linux | V:28,1:29 1619 OpenZFS fEXZG L E

dosfstools V:188,1:535 | 315 FAT f8= %%t L E. (Microsoft: MS DOS, Windows)

exfatprogs V:21,1:348 301 exFAT FERZHZTEH, =

exfat-fuse V:6, 1:136 73 FUSE FE & exFAT i& =A% (Fﬁn E’ﬁ) ERE],

exfat-utils V:4,1:123 231 exFAT TR A% LH, H exfat-fuse FIIEBEE,

xfsprogs V:21, 1:96 3493 | XFS $%‘_5‘5<%..?§IE (SGI: IRIX)

ntfs-3g V:165,1:509 | 1470 | FUSE &% NTFS &= £ 4t ( WEX: Windows NT

jfsutils V:0, I:8 1577 | IFS BEZHIE. (IBM: AIX, 0S/2)

reiser4progs V:0, I.2 1367 | Reiserd ig=ZAH/ 1L E

hfsprogs V:0, I:5 394 HFS #1 HFS Plus fER &% T E. (Apple: Mac OS)

Zerofree V:5, 1:130 25 1B ext2/3/4 TER A B LRI IZRESZHTER
Table 9.20: 1ERAKREIEETIR

R

Ext4 {@RAMRE Linux R LTERIIERAS, MEBEREERE

TEERIE R R 4.

—“IE—ILMI: 28 Linux ZIO0ZENER T FRERZR (2RE 9.8.2).

KRS, RIEMGBIFFRWIERAER,
Btrfs ARBEBESNTE Debian wiki on btrfs 1 kernel.org wiki on btrfs 2538, TRHAEEIES extd BREAKZEN T —E
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http://packages.debian.org/sid/reiserfsprogs
http://qa.debian.org/popcon-graph.php?packages=reiserfsprogs
http://packages.qa.debian.org/r/reiserfsprogs.html
https://zh.wikipedia.org/wiki/Reiserfs
http://packages.debian.org/sid/zfsutils-linux
http://qa.debian.org/popcon-graph.php?packages=zfsutils-linux
http://packages.qa.debian.org/z/zfsutils-linux.html
https://zh.wikipedia.org/wiki/OpenZFS
http://packages.debian.org/sid/dosfstools
http://qa.debian.org/popcon-graph.php?packages=dosfstools
http://packages.qa.debian.org/d/dosfstools.html
https://zh.wikipedia.org/wiki/File_Allocation_Table
http://packages.debian.org/sid/exfatprogs
http://qa.debian.org/popcon-graph.php?packages=exfatprogs
http://packages.qa.debian.org/e/exfatprogs.html
https://zh.wikipedia.org/wiki/ExFAT
http://packages.debian.org/sid/exfat-fuse
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http://packages.qa.debian.org/e/exfat-fuse.html
https://zh.wikipedia.org/wiki/ExFAT
http://packages.debian.org/sid/exfat-utils
http://qa.debian.org/popcon-graph.php?packages=exfat-utils
http://packages.qa.debian.org/e/exfat-utils.html
https://zh.wikipedia.org/wiki/ExFAT
http://packages.debian.org/sid/xfsprogs
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https://zh.wikipedia.org/wiki/XFS
http://packages.debian.org/sid/ntfs-3g
http://qa.debian.org/popcon-graph.php?packages=ntfs-3g
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https://zh.wikipedia.org/wiki/NTFS
http://packages.debian.org/sid/jfsutils
http://qa.debian.org/popcon-graph.php?packages=jfsutils
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https://zh.wikipedia.org/wiki/JFS_(file_system)
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http://packages.debian.org/sid/hfsprogs
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http://packages.qa.debian.org/h/hfsprogs.html
https://zh.wikipedia.org/wiki/Hierarchical_File_System
https://zh.wikipedia.org/wiki/HFS_Plus
http://packages.debian.org/sid/zerofree
http://qa.debian.org/popcon-graph.php?packages=zerofree
http://packages.qa.debian.org/z/zerofree.html
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9.6.6 ERAZREBUMTEMRE

mkfs(8) #£ Linux R4 ERBIERRMR, fsck(®) IBLE Linux R LIRMIER AR TEMRENZIETNEE,
FERRRZRREIIR, Debian IRTEFRIZAEHAMERIMIT Fsck,

=z
EE

HEEEHERERZRZ LT fsck, —MRBTZEH.

<N

7£’/etc/mke2fs.conf” 5% E enable_periodic_fsck” ii{f"tune2fs -c0 /dev/partition_name”
MESRAHHENS 0, FErJLAEERIAE, Froot ERRABEEANMBERRA L, TEMMIT fsck(®) EL.
28 mke2fs.conf(5) #1 tune2fs(8).

WRYENIA B EMITH fsck(8) FESLER, FILAE"/var/log/fsck/” Bk T8,

9.6.7 BEBHFEIBENMERZRSR

“/etc/fstab” FEETERWBRIERARARL. H1W0,

«file system» «mount point» «type» «options» «dump» «pass»
proc /proc proc defaults 00
UUID=709che4c-80c1-56db-8ab1-dbce3146d2f7 / ext4 errors=remount-ro 0 1
UUID=817baeb6b-45d2-5aca-4d2a-1267ab46ac23 none swap sw 00
/dev/scd0o /media/cdrom@ udf,iso09660 user,noauto 0 0
R
UUID (2R# 9.6.3) aJLABRK—ARAVIREE R (Fla “/dev/sdal”, “/dev/sda2” -+ ) IRE% B — (iR i
%O

{& Linux 2.6.30 2, #ORIFERRITARRM relatime” EIE,
£ 8 fstab(5) # mount(8),

9.6.8 1EIBIBALIR ( superblock) BXIEREZRLR
— EIEE RGNS T AMER tune2fs(8) 35S BIBBARIRRE(L,

o #4T “sudo tune2fs -1 /dev/hdal” BJLARER “/dev/hdal” LFHIERAGZBAIRNE,

« #M{T’sudo tune2fs -c 50 /dev/hdal” i¥&”/dev/hdal” i8R K GZHIEE (TERENRSFHIT fsck) SEEXRAT 50
RESE.

« 1T “sudo tune2fs -j /dev/hdal” BLAERZMAINYEHEINAE, B1 “/dev/hdal” KIER RN ext2 Eifa
& ext3, (HRBEIERRBEEM. )

« 11T “sudo tune2fs -0 extents,uninit_bg,dir_index /dev/hdal && fsck -pf /dev/hdal” 7E
“/dev/hdal” EHEHR ext3 BiRA exd, (HRBENRAESEM. )

"R
EE tune2fs(8) WBRFREIEHKET, BENERAN ext2 IBRZME, tHAEAN ext3 T extd IBRZAM.



https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
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9.6.9 HEREERIE(L

iﬂ:
T{:J\}ﬁﬂéﬁﬁﬁ%lﬁEEZﬁﬁ. B ERIVIEREIERIEE hdparm(8) B9 man FE, EAESFIREEHEN TEBMIE
EEAMEE,

fRETAE@ “hdparm -tT /dev/hda” ZRAIE “/dev/hda” EREMIZEURE, #Hi—LER (E)IDE Lﬁﬂ’]ﬁﬁﬁ%
fRe]AER “hdparm -q -c3 -d1 -ul -m16 /dev/hda” REZF “(E)IDE 32 fiiz38". R{A “using_dma flag”.
(%% “interrupt-unmask flag” WERE “multiple 16 sector I/O” ( f&k& !), KREMINEEEFEGERE,

{RETLAIEI® “hdparm -W /dev/sda” Al “/dev/sda” EMEAIE ANREINAE, fREJUAER “hdparm -w 0
/dev/sda” RARAE NIREXINEE,

IHXSIE CD-ROM Jeht, (ReJbAER”setecd -x 27 BREE, FKEBEEAEBE4LER CDROM i,

9.6.10 [EREMFIRRIENL

FERERERE ( Solid state drive, SSD ) B &I bA#E B EhaAl,
7£ /etc/fstab 8@, BESEMHERREEE A tnpfs”, LR AN ER IR R PE IR IEEE,

9.6.11 £/ SMART FEAIRERE S
{RR] A{E S SMART £ smartd(8) 225 =21\ (daemon ) REIZFNFCERIRAVIERE,

1. ¥£ BIOS RS A SMART IfjgE,
2. &k smartmontools ERFEE,
3. @i df(1) 7 HrERR EREN L 3 5 E 1P,
- BERMFRERSERNERS “/dev/hda”,
4. & “smartctl -a /dev/hda” BIEi, & SMART IR B ERA,
- INRZH, @BiB “smartctl -s on -a /dev/hda” BATE.
5. BB TIARIIT smartd(@) BEE=FEX (daemon ),

« jBFR /etc/default/smartmontools” #EEH “start_smartd=yes” MEifE,
« iB@ “sudo systemctl restart smartmontools” EFE{EN smartd(8) EE~T:EFEF (daemon ),

"R
smartd(8) BEE=TE (daemon) TJLAfEHRA /etc/smartd.conf EERETEES, BETES THENEE,

9.6.12 1&B $TMPDIR (EEEERS(EZE %

FEREN—RRTEERES AT AR “/tmp” TEIZERIHESR, MR “/tmp” BB RHAMN=RE, (FFTIIEE $TMPDIR £
RAEENIEE R HET B .



https://zh.wikipedia.org/wiki/Solid-state_drive
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9.6.13 Ei® LVM ER S HREEZM

ELREFEITE Logical Volume Manager #EEEFEEEIE (LVM) (Linux 4514) LRI EE, SRS SNBERSHIE
FZREMIFRIEFZR A NRE KR, MAEZAEZ ERFRE DETRENEHRRAR,

9.6.14 EBHIE S — (BN ENERIER T HFEEFH

MRIFE—EZ=RIDENE (B0 “/dev/sdx”), fREJBAGER mkfs.ext4(1) ASERRIL, LEA mount(8) IGERHE
AFFEEZ=ANER. (FREERFEREHNNE. )

$ sudo mv work-dir old-dir

$ sudo mkfs.ext4 /dev/sdx

$ sudo mount -t ext4 /dev/sdx work-dir
$ sudo cp -a old-dir/* work-dir

$ sudo rm -rf old-dir

N
R AT LORIBH S — (BT EEMEER (2RE 9.75) (FA—EEEEE (2RH 9.7.3), BERMNEEEHES
FEE B AFE RN DM,

9.6.15 & “mount --bind” #\& 5 —EBFRIEAEAHTRREZ=AE

WRMFAERS—ESAREE—EFFEITRAEEN=E & (I “/path/to/emp dir”), fReIAiEi@sE “--bind”
EIERY mount(8), MFEMBE—EMFTEES=RRIBEK (HIW “work-dir”),

$ sudo mount --bind /path/to/emp-dir work-dir

9.6.16 i=i@ overlay #& (overlay-mounting) 53— (BB ##RIBREG T BEFHEZME

MNRMFBES—EREERTBIRNZR (FIE0, “/path/to/empty” F1 “/path/to/work”™ ), {ReJLATEEAE
Y—EBHFTEEITEEHNABEENB R (1, “/path/to/old” ), EiEEM, REZEMH Linux 3.18 iR
DS EFhR A ( #1FE Debian Stetch 9.0 B E HThRZAS ) A9 OverlayFsS,

$ sudo mount -t overlay overlay \
-olowerdir=/path/to/old-dir, upperdir=/path/to/empty,workdir=/path/to/work

“/path/to/empty” #1 “/path/to/work” FEZAIMEIEBMSEIE, KHEMEesHE A “/path/to/old”,

9.6.17 {ERMSRELIERFRAHETER

( : ) EE
ER—ECEAMNME RLNRETED “RELENR FleATERILIE. FEAER LA “8
5 BER,

MRMFES—ENEEEE —EHEITHTENTE (FI3 “/path/to/emp-dir”), {REJLAMER 1n(8) EiZH
I —(EFFSRIER,



https://zh.wikipedia.org/wiki/Logical_Volume_Manager_(Linux)
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sudo mv work-dir old-dir

sudo mkdir -p /path/to/emp-dir

sudo ln -sf /path/to/emp-dir work-dir
sudo cp -a old-dir/* work-dir

sudo rm -rf old-dir

D ue

RIS RREENB R (FIE0 “/opt™) A “EHRER", ERNELEERRARSIRESREER.

&P B BB P

9.7 HiRERRIZR

BTSSR R R BV IRIF,

9.7.1 RAFHIERIRBGIESR

—ERBEESE (F90, M@ SCSITKFF ATA FE “/dev/sdb” ) RIMIERKIESR “disk.img” =JIAfER cp(l)
8% dd(1) & F A AN,

# cp /dev/sdb disk.img

# dd if=/dev/sdb of=disk.img

{84% PC R{I/LE IDE WEHEFE—BEMESISiCEHE (MBR) (2RE 9.6.2) MR AR dd(1) @@ T 7
V&I,

# dd if=/dev/hda of=mbr.img bs=512 count=1
# dd if=/dev/hda of=mbr-nopart.img bs=446 count=1
# dd if=/dev/hda of=mbr-part.img skip=446 bs=1 count=66

« “mbr.img”: FHENEERL MBR
« “mbr-nopart.img”: REHE|FERN MBR
« “mbr-part.img”: {& MBR 99 EIIER

INRIREEF SCSI SR F! ATA REFARENER, RBEZEMEMA “/dev/sda” &K “/dev/hda”,
INRIRER I [RIATERR B — (ERRIR 7 BBRIBRIR, (RREERA “/dev/hdal” FEMA “/dev/hda’,

9.7.2 EREBAMRER

HARRBRIRIE R “disk.img” STUNBBTANARNBAR —ELER/NIREBEHZEE (HlO1, M@ scSI £ E
/dev/sdb"

# dd if=disk.img of=/dev/sdb

s, EESEIERERIESR “partition.img” FILAEB T AXBEARLERE K/NIKREE S EE (FlaN, £
{& SCSI &£ BME—@EH ;IJ** “/dev/sdb1” ),

# dd if=partition.img of=/dev/sdbl



https://zh.wikipedia.org/wiki/Master_boot_record
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9.7.3 HIEFMIRMIRIESR

B]AE DB K EilE T 7175 N SRR R K B S EE 7 EEMRG AR “partition.img”,

# losetup -v -f partition.img

Loop device is /dev/1loop®

# mkdir -p /mnt/loop®

# mount -t auto /dev/loop® /mnt/loop®
. .hack. . .hack. . .hack

# umount /dev/1loop0

# losetup -d /dev/loop0

ATLARS(E B0 R,

# mkdir -p /mnt/loop®

# mount -t auto -o loop partition.img /mnt/loop®
..hack...hack...hack

# umount partition.img

BJAMEA EEEE HEEA S E)BEBIHEMRE “disk.img” FIEESBIE,
FLEHFIFEER T A NERREE,

# modinfo -p loop # verify kernel capability
max_part:Maximum number of partitions per loop device
max_loop:Maximum number of loop devices

# losetup -a # verify nothing using the loop device

# rmmod loop

# modprobe loop max_part=16

REEERETUEESIE 16 B EIE,

# losetup -v -f disk.img
Loop device is /dev/1loop0®
# fdisk -1 /dev/1loop®

Disk /dev/1loop®: 5368 MB, 5368709120 bytes

255 heads, 63 sectors/track, 652 cylinders

Units = cylinders of 16065 * 512 = 8225280 bytes
Disk identifier: ©x452b6464

Device Boot Start End Blocks Id System
/dev/loop0Opl 1 600 4819468+ 83 Linux
/dev/1loopOp2 601 652 417690 83 Linux
# mkdir -p /mnt/loopOpl
# mount -t ext4 /dev/loop@pl /mnt/loopOpl
# mkdir -p /mnt/loopOp2
# mount -t ext4 /dev/loopOp2 /mnt/loopOp2
...hack...hack. . .hack
# umount /dev/loopOpl
# umount /dev/loopO@p2
# losetup -d /dev/loopo

EREEEEFRRANEEDEE,

5, {REETUAER kpartx EREEELARAY kpar tx(8) EIL 5 & ¥k 4 B SRIERE EIRIM R,

# kpartx -a -v disk.img

# mkdir -p /mnt/loop@p2
# mount -t ext4 /dev/mapper/loopOp2 /mnt/loopOp2

...hack...hack...hack
# umount /dev/mapper/loop0Op2

# kpartx -d /mnt/loop0®
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=
fRA] AEREE K EX AREERHE MBR F, RESIEMRMRENERED EIE, BEEMNESHE,

9.7.4 BIEHRRIRRIESR

EATENARN, —EWKRREIESR disk.img” 825 /FREME S EMIRIVIESR, MB—(EFZFIRE R

&’ new. img”,

umount new.img
umount disk.img

# mkdir old; mkdir new

# mount -t auto -o loop disk.img old

# dd bs=1 count=0 if=/dev/zero of=new.img seek=5G
# mount -t auto -o loop new.img new

# cd old

# cp -a --sparse=always ./ ../new/

# cd ..

#

#

MR “disk.img” IfL ext2, ext3 Bf ext4, {RUIETLAMG T EBRE(ER zerofree BXBEEIHR zerofree(8),

# losetup -f -v disk.img

Loop device is /dev/1loop3

# zerofree /dev/loop3

# cp --sparse=always disk.img new.img

9.7.5 RUFZ=HIMIBRIRIRIZE

RTEMNANER dd(1) , TURIE—ERNE 5GiB M= HRRIGIER.
$ dd bs=1 count=0 if=/dev/zero of=disk.img seek=5G

EXM fallocate(8) FILAESEWER, ARENMER dd(1),
BITENANERRDERE, (REENTEREMIRMRE disk. img” EEIT extd4 IER R,

# losetup -f -v disk.img

Loop device is /dev/loopl

# mkfs.ext4 /dev/loopl
...hack...hack. . .hack

# losetup -d /dev/loopl

$ du --apparent-size -h disk.img
5.0G disk.img

$ du -h disk.img

83M disk.img

i disk. img”, EFERK/NZ 5.0 GiB, MEBRMEIX(ERIEER 83MiB. iEEZ=IEr]fER M ext4 BEBHHIE

—
=x.

’R
BHERNWERERERASREEEHNBEAMEN,

DIRSEE ok K EHM KB LEABEMUNIEE, EELRERE 9.7.3 B#E, RE5AEA parted(8) 3 fdisk(8) ¥
EEERE disk . img” EITHEINE, BESH(ER mkfs.ext4(8), mkswap(8) £ LB IERR 4SS,
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https://zh.wikipedia.org/wiki/Sparse_file
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9.7.6 H{F 1ISO9660 RS 1EZ

» SRR THIE ST LUBIB N T T /REY cdrkit 2450 genisoimage(1) #§4 REUF 1S09660 BREHAESE, “cd . is0”,

# genisoimage -r -J -T -V volume_id -o cd.iso source_directory

F8{URY, BT 5| R ISO9660 BRERAER , ”cdboot . is0”, BESATE debian-installer $8{l B ###”source_directory”
E, AW,

# genisoimage -r -o cdboot.iso -V volume_id \
-b isolinux/isolinux.bin -c isolinux/boot.cat \
-no-emul-boot -boot-load-size 4 -boot-info-table source_directory

12421 Isolinux boot loader (2 RE 3.1.2) I ELEIR.
BRTEMNARN, Re] AR EETE mdssum B, TRE 1SO9660 R,

$ isoinfo -d -i /dev/cdrom
CD-ROM is in ISO 9660 format

Logical block size is: 2048
Volume size is: 23150592

# dd if=/dev/cdrom bs=2048 count=23150592 conv=notrunc,noerror | md5sum
# dd if=/dev/cdrom bs=2048 count=23150592 conv=notrunc,noerror > cd.iso

oF

H
=]
S TISEIERGR, RZB/IVDE S Linux 1ISO9600 183 & 47858 bug.

[

af

9.7.7 HIZEEAIEZRZ| CD/IDVD-RIRW

TN
5L cdrkit I24EHY wodim(1) K5, DVD E{ER—{EXKY CD,

{REESDE BN T FT/REVIE S TR E rT AR E,

# wodim --devices

SR1BASZERY CD-R $EA CD BEEN2R 16 HIE 1S09660 BREMESE, “cd.iso” BAZIRKRER, BIWMAYTFIREI wodim(1)
REHEAR"/dev/hda” &,

# wodim -v -eject dev=/dev/hda cd.iso

R CD-RW X& CD-R, AU TFIRIIESRKRE R,

# wodim -v -eject blank=fast dev=/dev/hda cd.iso

BR
MRV EEAZEENEE CDs, 7EFA wodim(l) ZRITELIREMA sudo umount /dev/hda” fBIRETEE,
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9.7.8 1Ej 1S09660 PRZIE S
WE”cd.iso” BE—{E 1S09660 BAR, TEIVIESF T HIEHSEESRE]”/cdrom”.
# mount -t iso09660 -o ro, loop cd.iso /cdrom
"R
MK RERAREELEENN S FTRENNE, Wik 1SO9660 B {LHY CD(Z2RET 10.1.7).
9.8 ENFIER
B8, B mERRERENE LN TEMSIEN,
9.8.1 #&MRAMAREE EMIHIE LY
RERMEE TEARIERNGIERER0d -t x1” S,
NEe ATE X[ FREA
coreutils V:883,1:999 | 18306 | =hrgraeel, & od(l) REETLFES (HEX, ASCII, OCTAL, -)
bsdmainutils V:13, 1:345 17 TE#ER, B hd(1) RELFEZE (HEX, ASCII, OCTAL, )
hexedit V-0, 1.9 73 TEAIRTEE A 4REE S (HEX, ASCII)
bless V0, 1.2 924 LI TR EMFIA%EEES (GNOME)
okteta Vi1, 12 1584 | £THEERTNEMFIAREERS (KDE4)
ncurses-hexedit | ., 4 130 | TiEEfirs)BEfN4REESE (HEX, ASCIIL, EBCDIC)
beav V:0, I:0 137 BRI G A= 4meEgs (HEX, ASCII, EBCDIC, OCTAL, ...)

Table 9.21: #BRFE LT I FHIEFIHIEREERLIIR

B

HEX 2+ /NEfIflZ X hexadecimal e FEH4EIEE, BB radix & 16, OCTAL 2/\ENIFIZXoctal B F34ERSET,
EHE radixZ 8, ASCIl REBEFRIEAEFER S American Standard Code for Information Interchange B9
s, BNERMREXFEZNNE, EBCDIC iR T EAFIARME TEAI FI3X 25§ Extended Binary Coded Decimal

Interchange Code IR 4EE, 7E IBM KA (EE R % LFER,

9.8.2 HENFMHIBRIRIFESR

BT ArMER B HESHRNER T ERESR.

E ] MITE IR B
mtools V:8, 1:64 390 A HEEERER MSDOS 1§ T E
hfsutils V-0, I:5 184 AEFERER OFS 1 HFS+ fa = 1L E

Table 9.22: NMHE MR IRIFIERIEEERTIR
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http://packages.debian.org/sid/bsdmainutils
http://qa.debian.org/popcon-graph.php?packages=bsdmainutils
http://packages.qa.debian.org/b/bsdmainutils.html
http://packages.debian.org/sid/hexedit
http://qa.debian.org/popcon-graph.php?packages=hexedit
http://packages.qa.debian.org/h/hexedit.html
http://packages.debian.org/sid/bless
http://qa.debian.org/popcon-graph.php?packages=bless
http://packages.qa.debian.org/b/bless.html
http://packages.debian.org/sid/okteta
http://qa.debian.org/popcon-graph.php?packages=okteta
http://packages.qa.debian.org/o/okteta.html
http://packages.debian.org/sid/ncurses-hexedit
http://qa.debian.org/popcon-graph.php?packages=ncurses-hexedit
http://packages.qa.debian.org/n/ncurses-hexedit.html
http://packages.debian.org/sid/beav
http://qa.debian.org/popcon-graph.php?packages=beav
http://packages.qa.debian.org/b/beav.html
https://zh.wikipedia.org/wiki/Hexadecimal
https://zh.wikipedia.org/wiki/Radix
https://zh.wikipedia.org/wiki/Octal
https://zh.wikipedia.org/wiki/Radix
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/Extended_Binary_Coded_Decimal_Interchange_Code
https://zh.wikipedia.org/wiki/Extended_Binary_Coded_Decimal_Interchange_Code
https://zh.wikipedia.org/wiki/IBM_mainframe
http://packages.debian.org/sid/mtools
http://qa.debian.org/popcon-graph.php?packages=mtools
http://packages.qa.debian.org/m/mtools.html
http://packages.debian.org/sid/hfsutils
http://qa.debian.org/popcon-graph.php?packages=hfsutils
http://packages.qa.debian.org/h/hfsutils.html
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9.8.3 EHNITE
Linux fZiIOFT IR HAYRAIDER IR R R IR ML IMER R AR AN E R TR B S K ENREE TR,
BEEARENARIEMEN TSR ERSKERFIEEMNIE,
NEe mATE P NINBELE
par2 V:9, 1:89 268 FERBIERERE, E’S BEMEERERE
dvdisaster V:0, I:1 1422 | CD/DVD EREEMIE =/ V{REE
dvbackup V:0, 1:0 413 {EH MiniDV ﬁﬁ?ﬁ?ﬁ%ﬁﬁﬁlﬁ—(%ﬁ rsbep(1))
Table 9.23: [AIERIMEEMTTHMN T AYIR
9.8.4 BHHERWIEMZEI DT
BREREMNERIREMNZE DN IE,
NEe TE RN ES?IEH
testdisk V:2,1:29 1413 | D EERENEERENERERN
magicrescue V20, I:2 255 ;H;ﬂ;ﬂéggn)agmumzﬂx'm‘aﬁ%mla RREL: &R man
scalpel V-0, I3 88 BE. B BeRERIER
myrescue V-0, 1.2 83 TR EEIREEFREN
extundelete V:0, 1:8 147 TRTEMIFR ext3/4 TERAGZ ERVERMNERER
ext4magic V-0, I:4 233 TREMIFR ext3/4 *ﬁ%.ﬁtﬂ’ﬁfﬁ%ﬁﬁh_t
ext3grep V0, 1:2 293 mﬂﬁlﬂ
scrounge-ntfs V0, I:2 50 NTFS R R AZNERRIETEN
gzrt V:0, I:0 33 gzip KB T EE
sleuthkit V3, 1:24 1611 | 2B LTE (Sleuthkir)
autopsy V0, I:1 1027 | SleuthKit IER{L T E
foremost V-0, I:5 102 REEHNZETER
guymager V:0, 1.0 1021 | ERR QBB RITE
dcfldd V:0, 1:3 114 IEERREY dd, ARZEFES
Table 9.24: ERHERIRETZEI D ITEEEETIR
BR

7£ e2fsprogs ¥
VR18 ext2 tERAS LMFREVIESR,

BEE%E debugfs(8) <, ERAZIES

#81 list_deleted_inodes 1 undel 5%, {RAES

9.8.5 IBXRIERNMBE/NER

=—ﬂ§l BRAKXMAE

SHAVIIRRIESR,
$ split -b 2000m large_file
$ cat x* >large_file

ERIEIEHER, RERERDZAILEE

P EIEZ{E/IVFL 2000MiB F/NES,

HEBICEL/E

JES=
BTMILERER,

R BEFIN X FEEESR,



https://zh.wikipedia.org/wiki/RAID
http://packages.debian.org/sid/par2
http://qa.debian.org/popcon-graph.php?packages=par2
http://packages.qa.debian.org/p/par2.html
http://packages.debian.org/sid/dvdisaster
http://qa.debian.org/popcon-graph.php?packages=dvdisaster
http://packages.qa.debian.org/d/dvdisaster.html
http://packages.debian.org/sid/dvbackup
http://qa.debian.org/popcon-graph.php?packages=dvbackup
http://packages.qa.debian.org/d/dvbackup.html
http://packages.debian.org/sid/testdisk
http://qa.debian.org/popcon-graph.php?packages=testdisk
http://packages.qa.debian.org/t/testdisk.html
http://packages.debian.org/sid/magicrescue
http://qa.debian.org/popcon-graph.php?packages=magicrescue
http://packages.qa.debian.org/m/magicrescue.html
http://packages.debian.org/sid/scalpel
http://qa.debian.org/popcon-graph.php?packages=scalpel
http://packages.qa.debian.org/s/scalpel.html
http://packages.debian.org/sid/myrescue
http://qa.debian.org/popcon-graph.php?packages=myrescue
http://packages.qa.debian.org/m/myrescue.html
http://packages.debian.org/sid/extundelete
http://qa.debian.org/popcon-graph.php?packages=extundelete
http://packages.qa.debian.org/e/extundelete.html
http://packages.debian.org/sid/ext4magic
http://qa.debian.org/popcon-graph.php?packages=ext4magic
http://packages.qa.debian.org/e/ext4magic.html
http://packages.debian.org/sid/ext3grep
http://qa.debian.org/popcon-graph.php?packages=ext3grep
http://packages.qa.debian.org/e/ext3grep.html
http://packages.debian.org/sid/scrounge-ntfs
http://qa.debian.org/popcon-graph.php?packages=scrounge-ntfs
http://packages.qa.debian.org/s/scrounge-ntfs.html
http://packages.debian.org/sid/gzrt
http://qa.debian.org/popcon-graph.php?packages=gzrt
http://packages.qa.debian.org/g/gzrt.html
http://packages.debian.org/sid/sleuthkit
http://qa.debian.org/popcon-graph.php?packages=sleuthkit
http://packages.qa.debian.org/s/sleuthkit.html
http://packages.debian.org/sid/autopsy
http://qa.debian.org/popcon-graph.php?packages=autopsy
http://packages.qa.debian.org/a/autopsy.html
http://packages.debian.org/sid/foremost
http://qa.debian.org/popcon-graph.php?packages=foremost
http://packages.qa.debian.org/f/foremost.html
http://packages.debian.org/sid/guymager
http://qa.debian.org/popcon-graph.php?packages=guymager
http://packages.qa.debian.org/g/guymager.html
http://packages.debian.org/sid/dcfldd
http://qa.debian.org/popcon-graph.php?packages=dcfldd
http://packages.qa.debian.org/d/dcfldd.html
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DT ERENARERZEMNERNAST, NZ2A rm() BELEMRERARBIFINZER, AREEERTER
BEMITHHREERER, UTRBRERABTHIERTE,

$ :>file_to_be_cleared

9.8.7 BFNH&

THEMESRIBERF XS

$ dd if=/dev/zero of=5kb.file bs=1k count=5
$ dd if=/dev/urandom of=7mb.file bs=1M count=7
$ touch zero.file

$ : > alwayszero.file

RAGEEIR T 54,

« ”5kb.file”  5KB &,
« ”7mb.file” @ 7MB HEMLEE,

« "zero. file” thEFR—1E 0 FEMXH., MBEEXHEZAREE, BEN ntine BREH, MENNBTHUER
RISTE,

- alwayszero. file’ —ER2—1E 0 FEIXH, MBEEXEZFEE, WEM ntine BREH, MENNTER

ETFE
/B<o

9.8.8 EFREIRIELR
BEENERTLEREKE CREFR L&, LR, £7/dev/sda” L USB iCiEH2EE,

JES =)
@ EHITIERRIES 2R, REZA mount(8) < RIBR USB iEiBRMHEIME, "/dev/sda” IEAKEE
FIEER KB EE R MY SCSI FEREIE serial-ATA FEHE,

WTFATREEAERER 0 75V RIEMRER EAMBEEMN,
# dd if=/dev/zero of=/dev/sda

TN RABHERNERNA A RIERFAEERN,
# dd if=/dev/urandom of=/dev/sda

T RABHENERN AN RERERMBEEM,
# shred -v -n 1 /dev/sda

{RERE FTLAEA badblocks(8) il -t random&IE,

E% dd(1) 35S 7EFF 2 75/ 8B/ Linux CDs (140 Debian ZE ¢ 8%) Y shell IRIE FERRRIFRY, (REESATERE RRRY
Wig £, fla”/dev/hda”, ?/dev/sda” FERE LRITERIESRELBRELLTRIARS,
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9.8.9 {EFRIERR LHIR(EARIE

WERR (X USB iciEtE ) EREAMEE, FI “/dev/sdbl” FIREMABSFIHRIBMRINEN, ARMAESRZEMH
PR T IEERZRRINELS, BELIAEBERKIFIR,

# mount -t auto /dev/sdbl /mnt/foo

# cd /mnt/foo

# dd if=/dev/zero of=junk

dd: writing to ‘junk’: No space left on device
# sync

# umount /dev/sdbil

I
nH

: EHIEN USE THERRBENDERNATT, BBEREE. AN CERNESNEEE T sER
I EBEERRRT.

9.8.10 IEEAEMPRIEHAKFRRIAIIESR

BMERA/NOMBR T RERER, RSBEEERNAR —LERARIMER (FENER ), kELERITEN.
EATFAEF

$ echo foo > bar

$ less bar

$ ps aux | grep ' less[ ]’

bozo 4775 0.0 0.0 92200 884 pts/8 S+ 00:18 0:00 less bar

$ rm bar

$ 1ls -1 /proc/4775/fd | grep bar

lr-x------ 1 bozo bozo 64 2008-05-09 00:19 4 -> /home/bozo/bar (deleted)
$ cat /proc/4775/fd/4 >bar

$ 1s -1

-rw-r--r-- 1 bozo bozo 4 2008-05-09 00:25 bar

$ cat bar

foo

EMRET lsof REBMHER, ERIIM—BEIFNAITNTES,

$ 1ls -1i bar

2228329 -rw-r--r-- 1 bozo bozo 4 2008-05-11 11:02 bar
$ lsof |grep bar|grep less

less 4775 bozo 4r REG 8,3 4 2228329 /home/bozo/bar

$ rm bar

$ lsof |grep bar|grep less

less 4775 bozo 4r REG 8,3 4 2228329 /home/bozo/bar (deleted)
$ cat /proc/4775/fd/4 >bar

$ 1ls -1i bar

2228302 -rw-r--r-- 1 bozo bozo 4 2008-05-11 11:05 bar
$ cat bar

foo

9.8.11 &E:AFTBEEL

BIEEANIESR, REMER"s - 117 .
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$ 1s -1i
total @
2738405 -rw-r--r-- 1 root root 0 2008-09-15 20:21 bar
2738404 -rw-r--r-- 2 root root 0 2008-09-15 20:21 baz
2738404 -rw-r--r-- 2 root root 0 2008-09-15 20:21 foo

“baz” #"foo” KELEA2” (>1), RRMMIBEELS, EFIAY inode SRERRE 27384047, ERRE IR ERAVEEL
R, NMREAEBARMITEFIREELAIESR, RTLUER inode SERERE, LR, R TEMNANERN27384047,
# find /path/to/mount/point -xdev -inum 2738404

9.8.12 A r] RHFRZ=REEE

FTERREVIE R MR, MAABREMRTE, EEMAITEENWEEN du(l) FTER. BLWMERaERAMHFIN
Ay, EIBAE@ FTEAANIIEH,

# 1lsof -s -X / |grep deleted

9.9 ENNZRTR

FERT LAY EVERY PC RUEIR T, R AEBR] LRSS B 1S root FFRIHE, 1FEUERY PC LRIFFBIER (REF 4.6.4), 1B
BREZEBAZBRMREEN PC MM B L NEAFBEMANHBENNR S, BUANEERNBRMRER, &
& GNU [BFASTRE (REF 10.3) ATAEHERETNE, EEFE-LERAERNIE,

Dm-crypt iZBER M Linux #ZiI0ME4H, {EMA device-mapper, ARV HERERIESIRABEEERINZ,

#REEE mITE NN Bl
cryptsetup V:27,1:79 409 A ARINZNIREEMNERTEIN (dm-crypt / 3LUKS )
. TARINEZENREEEEN LR EAEHI/RRETRNERRE
cryptmount V:2, I:3 231 £ ( dm-crypt / LUKS )
fscrypt V0, I:1 4596 | ATARINZRERAZAZERTELR (fscrypo)
Tibpam-fscrypt | V:0,1:0 4181 AR INZERAZNBRATEL (fscrypt)

Table 9.25: EfINZ T BT

=z
E=)

ENNZEEF CPUBESEIR, MRENEBERX, NENENSENELDME. FEGETEE

=S
iBi@ debian-installer (lenny B E#ThR), E{E Debian ZR4REELDHE 52 —EMNZERIFERE L, R dm-crypt/LUKS
F0 initramfs.

"R
E2MHE 10.3 FRETHEMEBHAFEN: GNU Privacy Guard,



https://zh.wikipedia.org/wiki/Inode
https://zh.wikipedia.org/wiki/Inode
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Device_mapper
http://packages.debian.org/sid/cryptsetup
http://qa.debian.org/popcon-graph.php?packages=cryptsetup
http://packages.qa.debian.org/c/cryptsetup.html
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
http://packages.debian.org/sid/cryptmount
http://qa.debian.org/popcon-graph.php?packages=cryptmount
http://packages.qa.debian.org/c/cryptmount.html
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
http://packages.debian.org/sid/fscrypt
http://qa.debian.org/popcon-graph.php?packages=fscrypt
http://packages.qa.debian.org/f/fscrypt.html
https://www.kernel.org/doc/html/latest/filesystems/fscrypt.html
http://packages.debian.org/sid/libpam-fscrypt
http://qa.debian.org/popcon-graph.php?packages=libpam-fscrypt
http://packages.qa.debian.org/libp/libpam-fscrypt.html
https://www.kernel.org/doc/html/latest/filesystems/fscrypt.html
https://www.debian.org/devel/debian-installer/
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
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9.9.1 £ dm-crypt/ILUKS NN ENhiinE

&R A A dm-cryp/LUKSIIEZE KB ErRENEE FEH, FINHEE “/dev/sdx” £ USB LB, RRFZAOTF
TREEMIEERIKL,

# fdisk /dev/sdx

”n” IIpII "1" ”return” Ilreturnll IIWII
# cryptsetup luksFormat /dev/sdx1
# cryptsetup open /dev/sdxl secret

# 1ls -1 /dev/mapper/

total @
crw-rw---- 1 root root 10, 60 2021-10-04 18:44 control
lrwxrwxrwx 1 root root 7 2021-10-04 23:55 secret -> ../dm-0

# mkfs.vfat /dev/mapper/secret

# cryptsetup close secret

K&, T UEFEMNERNKEEBIETER udisks2 #1828, #iE U”/medla/username/dlsk label”, R
ABEEERBAZE (2RE 10.1.7), FTENREANERNESSNZER, BB EEIUBEFABRIR (2R
10.3.6 ),

RETLMBER R A MR RIUBRAMR, PINNMA mkfs.ext4 /dev/mapper/sdx1” IBERRME extd, WRIE
Fbufs, BIFELRH udisks2-btrfs BiEE, HNELERRAR, T ERLEERMFTEETTIE,

9.9.2 {FA dm-crypt/LUKS & I0ZZHm5RE

£4EF5+¥, B dm-crypt/LUKS 7£”/dev/sdc5” EEITRIINZRRLRER] AR IR S BREEEI”/mnt”:

$ sudo cryptsetup open /dev/sdc5 ninja --type luks
Enter passphrase for /dev/sdcb5: ****

$ sudo lvm

lvm> lvscan

inactive "/dev/ninja-vg/root’ [13.52 GiB] inherit
inactive "/dev/ninja-vg/swap_1’ [640.00 MiB] inherit
ACTIVE "/dev/goofy/root’ [180.00 GiB] inherit
ACTIVE "/dev/goofy/swap’ [9.70 GiB] inherit

lvm> lvchange -a y /dev/ninja-vg/root

lvm> exit
Exiting.

$ sudo mount /dev/ninja-vg/root /mnt

9.10 #Zil»

EHAZEAVE4E, Debian ﬁmﬁ'xﬁ;%;@;&ﬁé’éffﬁﬁﬁftﬂﬁ Linux f&Zi).
WNRIRIEERGEAN G, ReJEEREERBm=EZ0D.

9.10.1 ZILZ2E

2 Linux 5] AR TENA R, BBz 02 8RAR.

* B2 805818 bootloader FIIA{L (2 RET 3.1.2)
- H1EIE sysfs FERVD 28, EHITIIBIE sysct1(8) 1B (2 RE 1.2.12)



https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
https://zh.wikipedia.org/wiki/Linux_kernel
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- E— BB, BB modprobe(8) 2EIRIAEIEMASE, (BRE 9.7.3)

4HEi2 B The Linux kernel user’ s and administrator’ s guide » The kernel’ s command-line parameters”
9.10.2 #ZIDIEERIESR
AMAEBRAREFAFTEROVDFEER, IRTEERERAEMREE, EESERMHMETEL 7 Debian

R, LTEEXNMREMNEE libce- dev B8 (B glibc RIS ELE ) 2 HH, E”/usr/include/linux”
F0”/usr/include/asm” BHVIETEIE S,

E

HRmEE-—_S&ROMEME:IN WK ® 9|~ 8 IR %5 7S Am 5E RY #Z 0 1% 4 A0 automounter
% E T % (daemon) R (amd), MW EEESHEN K OLIREE X B EE
le]"—I/usr/src/linux—particular—ver31on/1nclude/ , BRRIER <A,

uk

9.10.3 #miEfzOFIMEREIELE
Debian B'E B 275 = R4 2O FMERIE4E,

#REEE mATE X/ | EREH

build-essential | | g, 17 %237 Debian 8X88 1 FT A /AMYEREEE: make, gec, -

bzip2 V:169,1:970 | 121 bz2 FE BT ER A T E

libncursess-dev |/, 6 ncurses (3% & BN X4

git V:345,1:542 | 46734 | git: Linux % OMERABN S BNRAEFI ARG

fakeroot V:30, 1:489 | 224 7 3E root EAEEUIEBRE—ERER root IRIE
Initramfs-tools | y.ag) 1988 | 113 | B initramfs 89 TE ( Debian 3385 )

dkms V:56, 1:163 190 ENREZIDMRAES 2 dynamic kernel module support (DKMS) (&)
module-assistant| v,y 1o | 406 | BYFIEMEHKEEMEEITE (Debian 38 )

devscripts V6, 141 2658 ?]ejbeita)lirelnlja*g;%gg maintainer Debian BlZEREE IV EBNIESTE

Table 9.26: Debian RO REEELTHNTEHERTIR

WRIRFEET 3.1.2 M initrd, 55— EMB:& initramfs-tools(8), update-initramfs(8), mkinitramfs(8) ¥
initramfs.conf(5) BHYIERAE .

@ r‘iﬁang Linux B\ RIBHERE, SBAEMEML"/usr/include/ linux” #1”/usr/include/asm” B[RS TS
(EEg0: "/usr/src/linux*") £ BERRIFTFSRIEL, (—LEBHAR I EEIERM.)

E

E7E Debian stable MR8 4miZa=FEY Linux #zi0BE, RIBEE E(E M — L1 Debian unstable Hr#E backported [a]

BRENSMREANIEA,

module-assistant(8) GREEMREHIN m-a) BEMERE, K—EXSEERNZD, BEHNEREMTRIZERK

BEE,

dynamic kernel module support (DKMS) Eifeiz MR 18 B — B BN BIIESS, WERETHR AT EEMNZ

lb\*ﬁ%ﬁ?’$EQ“‘“¥1IEI$?IL\E’J‘TE/R—FHQ& B LARRRAERERZ D IZTURS R ONEBRUARAE, S thEIRAMRIZIDES, EfiR
PR IEERE,



https://www.kernel.org/doc/html/latest/admin-guide/index.html
https://www.kernel.org/doc/html/latest/admin-guide/kernel-parameters.html
http://packages.debian.org/sid/build-essential
http://qa.debian.org/popcon-graph.php?packages=build-essential
http://packages.qa.debian.org/b/build-essential.html
http://packages.debian.org/sid/bzip2
http://qa.debian.org/popcon-graph.php?packages=bzip2
http://packages.qa.debian.org/b/bzip2.html
http://packages.debian.org/sid/libncurses5-dev
http://qa.debian.org/popcon-graph.php?packages=libncurses5-dev
http://packages.qa.debian.org/libn/libncurses5-dev.html
http://packages.debian.org/sid/git
http://qa.debian.org/popcon-graph.php?packages=git
http://packages.qa.debian.org/g/git.html
http://packages.debian.org/sid/fakeroot
http://qa.debian.org/popcon-graph.php?packages=fakeroot
http://packages.qa.debian.org/f/fakeroot.html
http://packages.debian.org/sid/initramfs-tools
http://qa.debian.org/popcon-graph.php?packages=initramfs-tools
http://packages.qa.debian.org/i/initramfs-tools.html
http://packages.debian.org/sid/dkms
http://qa.debian.org/popcon-graph.php?packages=dkms
http://packages.qa.debian.org/d/dkms.html
https://zh.wikipedia.org/wiki/Dynamic_Kernel_Module_Support
http://packages.debian.org/sid/module-assistant
http://qa.debian.org/popcon-graph.php?packages=module-assistant
http://packages.qa.debian.org/m/module-assistant.html
http://packages.debian.org/sid/devscripts
http://qa.debian.org/popcon-graph.php?packages=devscripts
http://packages.qa.debian.org/d/devscripts.html
https://zh.wikipedia.org/wiki/Dynamic_Kernel_Module_Support
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9.10.4 #m:ERZIDEIRTS: Debian #ZiI0BE KR

it Ltz DR IR RS AR Z E ML A2 0 ZIEMIFI B, (REE(ERA B ERME deb-pkg” ¥F,

sudo apt-get build-dep linux

cd /usr/src

wget https://mirrors.edge.kernel.org/pub/linux/kernel/v6.x/linux-version.tar.xz
tar --xz -xvf linux-version.tar.xz

cd linux-version

cp /boot/config-version .config

make menuconfig

B BB L L P

make deb-pkg

©“

B
linux-source-version EREEEI{ER"/usr/src/linux-version.tar .bz2" 2% Debian #§ 7T 89 Linux #Zi0\E18
5,

1% Debian #Z/ID R IR IS ERBE B AR5 E BV EMIFI S, (RIEE(EH debian/rules.gen” ##/y”binary-arch_architectu
Wi,

$ sudo apt-get build-dep linux

$ apt-get source linux

$ cd linux-3.*

$ fakeroot make -f debian/rules.gen binary-arch_i386_none_686

EPEE

W

=N

ﬂll"

jHE

» Debian Wiki: KernelFAQ
» Debian Wiki: DebianKernel

+ Debian Linux #Z/0)Fff: https://kernel-handbook.debian.net

9.10.5 HERSERENFIZ]EE

FERERE R MITEEEZER G LF CPU LHERE, KEDIEEEENIRAEREHIE, SLESELER Debian #Z1I0
2R, BUIE main EiF,
« GPU BRE))

— Intel GPU B&Ef) (main)

— AMD/ATI GPU BE&f) (main) 0/

— NVIDIA GPU EE&)) (nouveau BEEIHITE main , MR TIEM _EMIHIEESE), HTE non-free)

Eﬁ%*ﬁ)\?‘ﬁﬁir‘ﬁff”%% EE FMIENIEEREH (EL9NER, CPU microcode, GPU #1THYE 2RI IEEL FPGA /
CPLD &) BN #EERERABEHREIEFE, EERSIEEHNESBLIERBHBNEN, TEMABARZEE
%EEEE’KE%T?E ZHRELIEENZVEN, EREESEIRIBEMIT,

FEEMIIEE, SRININBRRERKMEMTFSR LHEN,

— firmware-linux-free (main)



https://wiki.debian.org/KernelFAQ
https://wiki.debian.org/DebianKernel
https://kernel-team.pages.debian.net/kernel-handbook/
https://zh.wikipedia.org/wiki/Graphics_processing_unit
https://zh.wikipedia.org/wiki/Nouveau_(software)
https://zh.wikipedia.org/wiki/Microcode
https://zh.wikipedia.org/wiki/FPGA
https://zh.wikipedia.org/wiki/Complex_programmable_logic_device
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— firmware-linux-nonfree (non-free-firmware)
— firmware-linux-* (non-free-firmware)

— *-firmware (non-free-firmware)

— intel-microcode (non-free-firmware)

— amd64-microcode (non-free-firmware)
- FEEMIENRES, EMEREREFSHRMUFTR LNWER,

— fwupd (main): & Linux Vendor Firmware Service F &2 EMHVFNIEEMEETETEF (daemon ),

— gnome-firmware (main): fwupd B9 GTK Bijif

— plasma-discover-backend-fwupd (main): fwupd f9 Qt Bijif
R/ EE, 1 Debian 12 Bookworm B8, EREFERHEALTRENEREREME non-free-firmware BEEERIEMH
TEMLTEIEER, non-free-firmware BIFEET 2.1.5 EEIEAR,

tEEERE, fwupd { Linux Vendor Firmware Service T &R #1528 & ¥} ik # A\ B IEFE B ITHY Linux #Zi10y, EIHER
non-free,

9.11 EBMLREGR

BIRERERAS, RMAEEEREKSE LRRRITSERE.

N
See Debian wiki on SystemVirtualization.

9.11.1 ERMLANREETE
B4E B IRERTATE,

- T2 IERIEE 588, LLUNiE® games-emulator TTERBE B R EMEEE

- K&B5 CPU EBRIMEHE, 1 L—L 1o £BAVEEE, thal QEMU

« KEB5r CPU EBRIEHL, MNL—L 10 FHEAMESE, tLUl Kernel-based Virtual Machine (KVM)

s FERBRPOBRERKE, MNEZOKRZZEE, L9 LXC (Linux Containers), Docker, systemd-nspawn(1), ...
- EERRBIERZRABEEL, N EEEREEENRFEIFI, EEU chroot

- FERBRENERZRAEERL, N EEERFAEETTELMWRRETI, b0 fakeroot

- FEERL AP AREE2E, EEUN Wine

- EERMMERC, M EENBITEEMMITEEZR, tbil Python Y virtualenv # venv

BRERCERE 4.7.4, BET 7.6 BRIHRH,
EEE-LEMERERCAREIEE,
2 R#EE B Comparison of platform virtual machines 3RIEF ARG E0 E B AER S RIVFALLERE .



https://zh.wikipedia.org/wiki/Fwupd
https://fwupd.org/
https://zh.wikipedia.org/wiki/Fwupd
https://fwupd.org/
https://wiki.debian.org/SystemVirtualization
https://zh.wikipedia.org/wiki/Virtualization
https://zh.wikipedia.org/wiki/Hardware_emulation
https://packages.debian.org/sid/games-emulator
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/LXC
https://zh.wikipedia.org/wiki/Docker_(software)
https://zh.wikipedia.org/wiki/Chroot
https://zh.wikipedia.org/wiki/
https://zh.wikipedia.org/wiki/Wine_(software)
https://virtualenv.pypa.io/
https://docs.python.org/3/library/venv.html
https://zh.wikipedia.org/wiki/Comparison_of_platform_virtual_machines

Debian 2= F

173 /232

ERESEL TR NN L

coreutils V:883,1:999 | 18306 | GNU DT EES chroot(8)

systemd-contalnervz49’ 1:59 1327 | systemd container/nspawn LE & & systemd-nspawn(1)

schroot V:5, 1.7 2508 | 7E chroot F#{T Debian —EMFIBHEETE

sbuild Vi1, 14 242 f& Debian [RIRHEEE Debian _EMHIBIFITE

debootstrap V:5, .55 309 FEE —EE K] Debian Z 4% (A3 sh B2HY)

cdebootstrap V0, 1:2 115 FE¥E —{E Debian &%t (H C BHY)

cloud-image-u tllSVzl, 1.16 66 cloud image management utilities

CIOUd_gueSt_UtllsV:Z, I:12 71 cloud guest utilities

virt-manager Vi1, 1:44 2296 | EEEREER ANBEER R RHEER

Libvirt-clients | v o 1os | 1241 | libvirt MOEEFRR

1xd V:0, I:0 49275 | LXD: system container and virtual machine manager

podman V:13, I:15 41420 | podman: engine to run OCI-based containers in Pods

podman-docker V:0, I:0 248 engine to run OCI-based containers in Pods - wrapper for docker

docker.io V40, I:42 149302 | docker: Linux container runtime

games-emulator | L0 21 games-emulator: Debian B2 E AR 25

bochs V:0, I:0 6956 Bochs: IA-32 PC 1&E#tzE

qgemu I:.16 97 QEMU: TR EF RIE 2515kt 25

gemu-system 1:22 65 QEMU: £TNEER RAVRH AT

gemu-user Vi1, 1:6 93202 | QEMU: fEAERINHIIRE EMLHI

gemu-utils V:11, 1:107 10502 | QEMU: TEE

qemu-system-x86 | .30 101 | 46166 | KVM: x86 FERE L7 FERSEABNEE SOV EIRL

virtualbox V6, 1:8 131166 | VirtualBox:i386 #1 amd64 £ x86 FUE LRI R

ghome-boxes V1, 1.7 6691 Boxes: Simple GNOME app to access virtual systems

xen-tools V:0, I:2 719 FRETE debian XEN ER ARz TE

wine V:14,T:60 135 Wine: Windows ERTERIENiRAT I HE IR (FREEH)
o DOSBox: B Tandy/Herc/CGA/EGA/VGA/SVGA FER T, Bl

dosbox V:1, I:15 2696 DOS [ x86 KEHE3E

1xc V8, I:12 25889 | Linux containers user space tools

python3-venv 1:83 6 venv 2 & B python IRIE ( RARE )

python3—v1rtualen\</:9, I:51 356 virtualenv 237 fRRERYE#E python IRIR

pipx V:3, I:15 928 pipx 7EPRREFVIRIER &5 python EATER

Table 9.27: E#{L THEYIFE



http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/systemd-container
http://qa.debian.org/popcon-graph.php?packages=systemd-container
http://packages.qa.debian.org/s/systemd-container.html
http://packages.debian.org/sid/schroot
http://qa.debian.org/popcon-graph.php?packages=schroot
http://packages.qa.debian.org/s/schroot.html
http://packages.debian.org/sid/sbuild
http://qa.debian.org/popcon-graph.php?packages=sbuild
http://packages.qa.debian.org/s/sbuild.html
http://packages.debian.org/sid/debootstrap
http://qa.debian.org/popcon-graph.php?packages=debootstrap
http://packages.qa.debian.org/d/debootstrap.html
http://packages.debian.org/sid/cdebootstrap
http://qa.debian.org/popcon-graph.php?packages=cdebootstrap
http://packages.qa.debian.org/c/cdebootstrap.html
http://packages.debian.org/sid/cloud-image-utils
http://qa.debian.org/popcon-graph.php?packages=cloud-image-utils
http://packages.qa.debian.org/c/cloud-image-utils.html
http://packages.debian.org/sid/cloud-guest-utils
http://qa.debian.org/popcon-graph.php?packages=cloud-guest-utils
http://packages.qa.debian.org/c/cloud-guest-utils.html
http://packages.debian.org/sid/virt-manager
http://qa.debian.org/popcon-graph.php?packages=virt-manager
http://packages.qa.debian.org/v/virt-manager.html
https://en.wikipedia.org/wiki/Virt-manager
http://packages.debian.org/sid/libvirt-clients
http://qa.debian.org/popcon-graph.php?packages=libvirt-clients
http://packages.qa.debian.org/libv/libvirt-clients.html
https://zh.wikipedia.org/wiki/Libvirt
http://packages.debian.org/sid/lxd
http://qa.debian.org/popcon-graph.php?packages=lxd
http://packages.qa.debian.org/l/lxd.html
https://wiki.debian.org/LXD
http://packages.debian.org/sid/podman
http://qa.debian.org/popcon-graph.php?packages=podman
http://packages.qa.debian.org/p/podman.html
https://podman.io/
http://packages.debian.org/sid/podman-docker
http://qa.debian.org/popcon-graph.php?packages=podman-docker
http://packages.qa.debian.org/p/podman-docker.html
http://packages.debian.org/sid/docker.io
http://qa.debian.org/popcon-graph.php?packages=docker.io
http://packages.qa.debian.org/d/docker.io.html
https://zh.wikipedia.org/wiki/Docker_(software)
http://packages.debian.org/sid/games-emulator
http://qa.debian.org/popcon-graph.php?packages=games-emulator
http://packages.qa.debian.org/g/games-emulator.html
https://packages.debian.org/sid/games-emulator
http://packages.debian.org/sid/bochs
http://qa.debian.org/popcon-graph.php?packages=bochs
http://packages.qa.debian.org/b/bochs.html
https://zh.wikipedia.org/wiki/Bochs
http://packages.debian.org/sid/qemu
http://qa.debian.org/popcon-graph.php?packages=qemu
http://packages.qa.debian.org/q/qemu.html
https://zh.wikipedia.org/wiki/QEMU
http://packages.debian.org/sid/qemu-system
http://qa.debian.org/popcon-graph.php?packages=qemu-system
http://packages.qa.debian.org/q/qemu-system.html
https://zh.wikipedia.org/wiki/QEMU
http://packages.debian.org/sid/qemu-user
http://qa.debian.org/popcon-graph.php?packages=qemu-user
http://packages.qa.debian.org/q/qemu-user.html
https://zh.wikipedia.org/wiki/QEMU
http://packages.debian.org/sid/qemu-utils
http://qa.debian.org/popcon-graph.php?packages=qemu-utils
http://packages.qa.debian.org/q/qemu-utils.html
https://zh.wikipedia.org/wiki/QEMU
http://packages.debian.org/sid/qemu-system-x86
http://qa.debian.org/popcon-graph.php?packages=qemu-system-x86
http://packages.qa.debian.org/q/qemu-system-x86.html
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/Hardware-assisted_virtualization
http://packages.debian.org/sid/virtualbox
http://qa.debian.org/popcon-graph.php?packages=virtualbox
http://packages.qa.debian.org/v/virtualbox.html
https://zh.wikipedia.org/wiki/VirtualBox
http://packages.debian.org/sid/gnome-boxes
http://qa.debian.org/popcon-graph.php?packages=gnome-boxes
http://packages.qa.debian.org/g/gnome-boxes.html
https://wiki.gnome.org/Apps/Boxes
http://packages.debian.org/sid/xen-tools
http://qa.debian.org/popcon-graph.php?packages=xen-tools
http://packages.qa.debian.org/x/xen-tools.html
https://zh.wikipedia.org/wiki/Xen
http://packages.debian.org/sid/wine
http://qa.debian.org/popcon-graph.php?packages=wine
http://packages.qa.debian.org/w/wine.html
https://zh.wikipedia.org/wiki/Wine_(software)
http://packages.debian.org/sid/dosbox
http://qa.debian.org/popcon-graph.php?packages=dosbox
http://packages.qa.debian.org/d/dosbox.html
https://zh.wikipedia.org/wiki/DOSBox
http://packages.debian.org/sid/lxc
http://qa.debian.org/popcon-graph.php?packages=lxc
http://packages.qa.debian.org/l/lxc.html
https://zh.wikipedia.org/wiki/LXC
http://packages.debian.org/sid/python3-venv
http://qa.debian.org/popcon-graph.php?packages=python3-venv
http://packages.qa.debian.org/p/python3-venv.html
https://docs.python.org/3/library/venv.html
http://packages.debian.org/sid/python3-virtualenv
http://qa.debian.org/popcon-graph.php?packages=python3-virtualenv
http://packages.qa.debian.org/p/python3-virtualenv.html
https://virtualenv.pypa.io/
http://packages.debian.org/sid/pipx
http://qa.debian.org/popcon-graph.php?packages=pipx
http://packages.qa.debian.org/p/pipx.html
https://pipx.pypa.io/
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9.11.2 EBLITIER

E
B lenny Z1, FBi&HY Debian #ZDFLRZIE KVM B,

HRVE) R TR M A T (B S8R,

- BUTIERZS (B RS SHERRER),
- BB LAE® mkdir -p /path/to/chroot” 17,
- RIAHIREREARGIERBELOMERA dd(1) B (2 REi 9.7.1 FNEH 9.7.5).
- gemu-img(1) BESMEIIFNEEL QEMU ZIBRIMIRRIRIRIER.
- [REHIAEINFD VMDK 8RBT, SEsERER (L TEREAEI.
- {£F mount(8) BIEMAERGEIER R A (FTB).
- BIRRIRHEMRRIER, ILEFARIREE o KE¥IM RERE. (2RE 9.7.3).
— ¥5% QEMU SIBRVMERERR(E, IR EFIYEZ network block device 4FFRIRIE B E (R RET 9.11.3).
- EEREERAR LBEFTENRREN,
— {£H debootstrap #l cdebootstrap ZEMERARIBEEIZEEBIE (2RET 9.11.4).
- ERIRERARIRE R T EREERRTERSSE,
- EERCRIRE THIT—ERZE,
— chroot IRILEANERLIRIE, BHEEEEMREIZIN, PITIEFIEERA, #1172 =230 daemon.
- QEMU R FEFER CPU 1S
— QEMU #1 KVM i&if hardware-assisted virtualization A Fe#HEN E #E (L RIZ I 2 IHEE R AR IEER.

— VirtualBox B BATE i386 FM amd64 _E, A& ~{EFH hardware-assisted virtualization 78 fash B E KV RIZ (L INEE
RIRIERER.

9.11.3 HIEERFEIRRIER

HIRRIGHERRGIESE, 2 REF 9.7.
I HE R R RRIER, (REE51AER network block device fAREIRIEE 1759 gemu-nbd(8) REE i fthff, MM
RZiDEAE nbd REMEE.

gemu-nbd(8) x#& QEMU FTZ BRI FEHETN: QEMU 1B T 9UHEREHE N: raw, qcow2, qcow, vmdk, vdi, bochs, cow
(user-mode Linux copy-on-write), parallels, dmg, cloop, vpc, vvfat (virtual VFAT) FIEMAEE.

PRI R E REMANIEIREE —KRNAXNZEB D EE (2 RE0 9.7.3). (REENZ TEMNA N HE "disk. img” FI5E—{E
TEIFE.

# modprobe nbd max_part=16

# gemu-nbd -v -c /dev/nbd@ disk.img

# mkdir /mnt/parti
# mount /dev/nbdOpl /mnt/partl

’RR
{RATLA%E gemu-nbd(8) {EF"-P 1" FEIEREH "disk.img” BIE—{E 5 EiE.



https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/Virtualization
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/VMDK
https://zh.wikipedia.org/wiki/Loop_device
https://zh.wikipedia.org/wiki/Device_mapper
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Network_block_device
https://zh.wikipedia.org/wiki/Chroot
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/Hardware-assisted_virtualization
https://zh.wikipedia.org/wiki/VirtualBox
https://zh.wikipedia.org/wiki/Hardware-assisted_virtualization
https://zh.wikipedia.org/wiki/Network_block_device
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Qcow
https://zh.wikipedia.org/wiki/VMDK
https://zh.wikipedia.org/wiki/VirtualBox#Virtual_Desktop_Image
https://zh.wikipedia.org/wiki/Bochs
https://zh.wikipedia.org/wiki/Parallels_Workstation
https://zh.wikipedia.org/wiki/Apple_Disk_Image
https://zh.wikipedia.org/wiki/Cloop
https://zh.wikipedia.org/wiki/VHD_(file_format)
https://zh.wikipedia.org/wiki/Network_block_device
https://zh.wikipedia.org/wiki/Loop_device

Debian 2= F 175/232

9.11.4 Chroot 4%

NRIRAEMARIRIZHIEE T —(EFHY Debian IRIT, HIEBIRER chroot, EE(REESN#IT unstable # testing
MEHIERAREN, F1ES8EENEMEAR, TATRFEER. chroot(s) BRERMGIE,

=z
IS

TEFFERERIRRR A chroot ZRAEHLZHEREAY amd64 CPU 2248,

BESA{RBESDF T EMA debootstrap(l) RZEI—1E chroot(8) IriE, EERKMBEEMTIE,

sbuild BX32 B4 R 147545 72 — (B Debian X324, {$ A schroot FREEE EIRH chroot IBIE. EFEBNIESHE sbuild-createchro
—ig, EHRMRANTHRARNAIHITE, REZEREELEN,

$ sudo mkdir -p /srv/chroot
$ sudo sbuild-createchroot -v --include=eatmydata,ccache unstable /srv/chroot/unstable- <+
amd64-sbuild http://deb.debian.org/debian

{REESNE R debootstrap(8) RUMEITE”/srv/chroot/unstable-amd64-sbuild” FEBE unstable RIEMNER
mEN, AR—ER)\EERR.

{RETBAERS schroot(1) REAZIEEIEE,

$ sudo schroot -v -c chroot:unstable-amd64-sbuild

{REI AT B —{E#{TIE unstable BB R4 shell 2UNFEIEITHY,

E
"/usr/sbin/policy-rc.d” t§ 2 A 101 iR, PELE7E Debian R4 L BB EEETERE.
H"/usr/share/doc/init-system-helpers/README.policy-rc.d.gz",

W

E

—LETE chroot FHYFER, EEHRLE LERIFERF LA sbuild-createchroot BESIREIER ZIMNIESIER
AEESEIT, BN, "/sys”, "/etc/passwd”, /etc/group”, */var/run/utmp”, */var/log/wtmp” &%&. i
FEZE({FHA bind-mounted SXEEH.

BR

sbuild EREEBEBNES —1& chroot AR RIBE—(EEFER, 7E chroot R{EMA schroot fFAEMNEIR. ER—
EtsE R (build-dependencies ) FIBEZ 4., EZSE M2 R sbuild at Debian wiki F17E"Guide for Debian
Maintainers” f4 sbuild B2 & #&11 .

’R
systemd-nspawn(l) @< £ chroot UM GEENAIT —(EFS, NEEBRERNNIEXRR, ©EE
X, AR EERAZB=ARTEERMCEFE. EFEEN. THE @53, T ERPRNEREENE 2R

systemd-nspawn,



https://zh.wikipedia.org/wiki/Chroot
https://packages.debian.org/search?keywords=sbuild
https://packages.debian.org/search?keywords=schroot
https://wiki.debian.org/sbuild
https://www.debian.org/doc/manuals/debmake-doc/ch03.en.html#sbuild-setup
https://www.debian.org/doc/manuals/debmake-doc/ch03.en.html#sbuild-setup
https://wiki.debian.org/nspawn
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9.11.5 ZEHEARH%

MRMFAFEENT—FRAR—EIL GUI KREIRIE, FIEBTE Debian IBEMRALR LER QEMUEKVM , BELE
HEBAEREMTENNTS KRERM, SEFGPITEFREER, B85 Debian FEERFAG R LHREE
A, THREEZEMNEEEE LNER, LTEARFTEER,

ERELN QEMU TERIFRIEN, EERAMTIE KVM HIEHE, EEERATRIE,

EREEEIEEE, thiEfEA virt-manager, ER—EEFEFNEIE KVM ERESEN GUI (BRZERE A ) T,
EIE libvirt,

BTEMN AL, e —E T UABIRQEMU Bl &% Debian R4 BB UMM virtdisk . qcow2”, iE{& Debian
Z 4 {EF debian TEEEE: /) CDZEE,

$ wget https://cdimage.debian.org/debian-cd/5.0.3/amd64/iso-cd/debian-503-amd64-netinst.iso
$ gemu-img create -f qcow2 virtdisk.qcow2 5G
$ gemu -hda virtdisk.qcow2 -cdrom debian-503-amd64-netinst.iso -boot d -m 256

=R
FEEH L T #AIT Ubuntu # Fedora ZfBRIEE GNU/Linux 317hR, R—ER#ENEBEBEKIGNGE, HER
BEEEZADETIUTEIEE GNU/Linux B T RIFRIEIT,

7£ Debian wiki: SystemVirtualization 28 215,



https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/Virtualization
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://en.wikipedia.org/wiki/Virt-manager
https://zh.wikipedia.org/wiki/Libvirt
https://zh.wikipedia.org/wiki/QEMU
https://www.debian.org/distrib/netinst
https://zh.wikipedia.org/wiki/Virtualization
https://www.ubuntu.com/
https://fedoraproject.org/
https://zh.wikipedia.org/wiki/Virtualization
https://wiki.debian.org/SystemVirtualization
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Chapter 10

EHEE

BAF 2RAILFE Debian R4 EERE _EUHANFENN TR RHBRERET.

10.1 H=E, EBEHMFE

( ) e
BREHBWR, NESHEMETHRMEOEEEE, SERFETARANEERE. KA flock®)
) BRI MEITT A B EIE R,

ENNZ SN ENZERZHM TEESE,
- FIEERET

« RInRHFEFFE

- BR

- IRHHECXESE

- REEHHE

* BILEREIREMITERTFA

- BRIREREMEREN

BEERTEBERTRERER,

- FEFBETA
- ERFIRS TA
- MEBRIERESR

- BENRETFIEN

« T2 shell

) 7%
° nZ‘.J\ ag EE%

« IRFEHIRETR
- MREEFENNETE



https://zh.wikipedia.org/wiki/Race_condition
https://zh.wikipedia.org/wiki/File_locking
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FENBRGTE
BAR 2 Debian 245 L r] RITFEFI B4R T RAYTEE,

10.1.1

EEEE mITE X | BIFER 5% iR
tar V:914,1:999 | 3148 | .tar tar(1) EERERIE TH (78R
. . ' . . Unix System V EIERERIEsS, B2
cpio V:393,1:998 | 1141 .Cplo cpio(1) find(1) —2fEF
binutils V:157,1:633 | 126 .ar ar(1) EmEENREE LR
fastjar V:1,1:14 183 .jar fastjar(l) | Java BfE LE (%E{U zip)
o R POSIX BRIE TH, /it tar Al
pax V:8, I:15 170 . pax pax(1) cpio Zfd
gzip V:879,1:999 | 252 | .gz gi;ggg | GNULz77 B4ETE (78R
bzip2(1), Burrows-Wheeler block-sorting BX4g T
bzip2 V:169, 1:970 | 121 .bz2 bzcat(1), | BEZEtL gzip(l) ESHIBRGER (IR
gzip BERUNEEEBEELLEE)
— LZMA B TEEEL 9zip() BEm
1zma V1, 1:17 149 .lzma 1zma(1) WG ( T IEHE)
xz(1), XZ BT EBEL bzip2(l) E&HY
Xz-utils V:364,1:980 | 1258 | .xz xzdec(l), | B#F=E (BLHEEE] Izﬁ’* gzip {ERtLt
bzip2 #%; LZMA BiE TEMNERR)
zstd(1),
zstd V:153, 1:420 | 2158 | .zstd zstdcat(l),| Zstandard RIFELEERLGE T B
p7zip V:124,1:477 | 987 .7z p7zip(1) (LZMA J_kfg )
- : ) 7z(1), B
p7zip-full V:127,1:478 | 4664 | .7z 72a(1) (LZMA P T“%llﬁﬂﬂ )
LZO BT EHBELE gzip(l) EERY
1zop V:15,1:141 | 164 .1zo 1zop(1) BRAEFNRRERAEERFE (IR gzip BEME
{URIEEZEBERLLER)
zip V:49,1:383 | 616 .zip zip(1) InfoZip: DOS ERtEESFfEME T E
unzip V:105, I1:772 | 379 .zip unzip(1) InfoZIP: DOS FRIZZZ AR L 1 B

Table 10.1: fFEFIER4E TR

Ee==
=H

O

g

BRAE(RENE

SEREME, BRIFE

1]

Z=ZaxX e

STAPE” 28, TEXE

4 tar(1) 9175,

gzipped tar (1) BERAREIERR
xz-compressed tar (1) BRtE23 R EIE

FOSS TH, flal tar(1),

;K& . tar . xz” BF
R RERAE 7 A B R A N FRER: gzip - bzip2 - xz

» . tgz” E”. tar.gz” FIRESER,

%%n tXZn

.
CEN

cp(l),scp(1)  tar(1) TEFTgEL AN BRI —L45AESR, cpio(l) TEMEASHERHZEN,

cpio(l) R#iRETRE find(1) FIHERS—EER, E5NEUBMHIESHENESR, Eit, HOWMEREER
73 BESI M IBLAIE.

Libreoffice BFHERMASLEEBE”. jar” 18X, ©SMHeICAER unzip TERERL,

EEIBTSSBRIFNEETIRR zip, B “zip -rX” WAXFIUETIESERANESTE, IREXIER
INEEMAEEEE, BRKES “-” BIEEA,



http://packages.debian.org/sid/tar
http://qa.debian.org/popcon-graph.php?packages=tar
http://packages.qa.debian.org/t/tar.html
http://packages.debian.org/sid/cpio
http://qa.debian.org/popcon-graph.php?packages=cpio
http://packages.qa.debian.org/c/cpio.html
http://packages.debian.org/sid/binutils
http://qa.debian.org/popcon-graph.php?packages=binutils
http://packages.qa.debian.org/b/binutils.html
http://packages.debian.org/sid/fastjar
http://qa.debian.org/popcon-graph.php?packages=fastjar
http://packages.qa.debian.org/f/fastjar.html
http://packages.debian.org/sid/pax
http://qa.debian.org/popcon-graph.php?packages=pax
http://packages.qa.debian.org/p/pax.html
http://packages.debian.org/sid/gzip
http://qa.debian.org/popcon-graph.php?packages=gzip
http://packages.qa.debian.org/g/gzip.html
https://zh.wikipedia.org/wiki/LZ77_and_LZ78
http://packages.debian.org/sid/bzip2
http://qa.debian.org/popcon-graph.php?packages=bzip2
http://packages.qa.debian.org/b/bzip2.html
https://zh.wikipedia.org/wiki/Burrows-Wheeler_transform
http://packages.debian.org/sid/lzma
http://qa.debian.org/popcon-graph.php?packages=lzma
http://packages.qa.debian.org/l/lzma.html
https://zh.wikipedia.org/wiki/Lempel-Ziv-Markov_chain_algorithm
http://packages.debian.org/sid/xz-utils
http://qa.debian.org/popcon-graph.php?packages=xz-utils
http://packages.qa.debian.org/x/xz-utils.html
https://zh.wikipedia.org/wiki/Xz
https://zh.wikipedia.org/wiki/Lempel-Ziv-Markov_chain_algorithm
http://packages.debian.org/sid/zstd
http://qa.debian.org/popcon-graph.php?packages=zstd
http://packages.qa.debian.org/z/zstd.html
https://zh.wikipedia.org/wiki/Zstandard
http://packages.debian.org/sid/p7zip
http://qa.debian.org/popcon-graph.php?packages=p7zip
http://packages.qa.debian.org/p/p7zip.html
https://zh.wikipedia.org/wiki/7-Zip
https://zh.wikipedia.org/wiki/Lempel-Ziv-Markov_chain_algorithm
http://packages.debian.org/sid/p7zip-full
http://qa.debian.org/popcon-graph.php?packages=p7zip-full
http://packages.qa.debian.org/p/p7zip-full.html
https://zh.wikipedia.org/wiki/7-Zip
https://zh.wikipedia.org/wiki/Lempel-Ziv-Markov_chain_algorithm
http://packages.debian.org/sid/lzop
http://qa.debian.org/popcon-graph.php?packages=lzop
http://packages.qa.debian.org/l/lzop.html
https://zh.wikipedia.org/wiki/Lempel-Ziv-Oberhumer
http://packages.debian.org/sid/zip
http://qa.debian.org/popcon-graph.php?packages=zip
http://packages.qa.debian.org/z/zip.html
https://zh.wikipedia.org/wiki/Info-ZIP
http://packages.debian.org/sid/unzip
http://qa.debian.org/popcon-graph.php?packages=unzip
http://packages.qa.debian.org/u/unzip.html
https://zh.wikipedia.org/wiki/Info-ZIP
https://zh.wikipedia.org/wiki/Free_and_open_source_software
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10.1.2 #HMETTEH

BAF 2 Debian Z4%_ ERYR] AR ERREN TENTEE.,

ERREE mITE XN | IR Ihge
coreutils V:883,1:999 | 18306 | GNU cp ' EXME (-a” Z2HEIREE )

) 1R = 2 L g ""-‘-', »_ n% N
openssh-client | V:868,1:996 | 5821 | scp E?Em ESRAIER (FPW, ~-r SHERE
openssh-server | V:733,1:819 | 1955 | sshd CESEEEINEE @SR ED)
rsync V:238,1:554 | 776 ErnEimE S MED
unison V:3, I:15 14 EaERinRTNERD

Table 10.2: ERFEF T BEYIE

ERRIERMBHR, rsync(8) tbEM T BRI T E S AVHM,

- ENEREE IR EEXRREHNEFENBSERZBNEET S
- RIEREEHEE (F858) EERA/NEREBMENFEBEHUIESR
+ ”--exclude” #1”- -exclude - from” FEIBFE{LHR tar(l)

- IR B P IE R BHRRIRE A AES0E St B IRIE R R IIER SN B 8R4 R,

=R
ERIE 10.14 FIRAIZRFIZR S (VCS) IR AR S KEENRS TE,

10.1.3 ER1EEE;

N T 2AAENTEBRGEMEERGEEE. /source” BEPHAR.
GNU tar(1):

$ tar
$ tar

-cvJf archive.tar.xz ./source

-xvJf archive.tar.xz

BHE, WTAR.

$ find ./source -xdev -print@ | tar -cvJf archive.tar.xz
cpio(1):

$ find ./source -xdev -print®@ | cpio -ov --null > archive.cpio;
$ zcat archive.cpio.xz | cpio -1i

1ERGR
MTEATANTAERERE" . /source” BRFHINE,

10.1.4

« Ki#ER: 7. /source” Bik - ”/dest” Bk

--null -

xz archive.cpio

« SRIRER: AiFEHE ERY”. /source” HEk - “user@host.dom” £# ERY’/dest” HER

rsync(8):



http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/openssh-client
http://qa.debian.org/popcon-graph.php?packages=openssh-client
http://packages.qa.debian.org/o/openssh-client.html
http://packages.debian.org/sid/openssh-server
http://qa.debian.org/popcon-graph.php?packages=openssh-server
http://packages.qa.debian.org/o/openssh-server.html
http://packages.debian.org/sid/rsync
http://qa.debian.org/popcon-graph.php?packages=rsync
http://packages.qa.debian.org/r/rsync.html
http://packages.debian.org/sid/unison
http://qa.debian.org/popcon-graph.php?packages=unison
http://packages.qa.debian.org/u/unison.html
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# cd ./source; rsync -aHAXSv . /dest
# cd ./source; rsync -aHAXSv . user@host.dom:/dest

RRESEEER “RER EMRME" Bk

# rsync -aHAXSv ./source/ /dest
# rsync -aHAXSv ./source/ user@host.dom:/dest

&, WMTFR,

# cd ./source; find . -print® | rsync -aHAXSvO --files-from=- . /dest

# cd ./source; find . -print®@ | rsync -aHAXSvO --files-from=- . user@host.dom:/dest
GNU cp(1) #0 openSSH scp(1):

# cd ./source; cp -a . /dest
# cd ./source; scp -pr . user@host.dom:/dest

GNU tar(1):

# (cd ./source && tar cf - . ) | (cd /dest && tar xvfp - )

# (cd ./source && tar cf - . ) | ssh user@host.dom ’'(cd /dest && tar xvfp - )’
cpio(1):

# cd ./source; find . -print®@ | cpio -pvdm --null --sparse /dest

{REESATEFTB RS .” BBIFEA foo” BK”.”, EHEMBEIUMK”. /source/foo” B#kERIERE]"/dest/foo” B
ﬁio

ERBEE”.” N F&, REcsERBEIRE” /path/to/source/foo” RILE” . ”, BRI LK cd . /source;”.
WMTFAR, EEERSRETIAENAR, BEIAENGLE,

« ”/dest/fo00”: rsync(8), GNU cp(1), #1 scp(1)

« ?/dest/path/to/source/foo”: GNU tar(1), ¥l cpio(1)

"R
rsync(8) #1 GNU cp(1) eJLAR"- u” FEIER 2R 1= i L EMAIESR,

10.1.5 BE:HIERAIGE

find(1) WEBEREEPEEERt B AEEERS (2B 10.1.3FME 10.1.4) HKEAR xargs(l) (RBE 9.4.9),
BB find B935S T 2 BUREL B H INAES B MN3A,

AT 2 find(1) EAE AL,

. find &2 HIEEHAEZREDE,

. —BHEERTEY, IREEREEL,

- "% OR” (MR 2R -0 2HIEER ) BEIEFMRIL” #EE AND” (H”-a” SEIEERERGE ZEZEEM
5188,

- 7 EE NOT” (HfRHAIEAY 1 H8E) BEIEFSH “#E AND”,
« 7-prune” B2 E{EE%E TRUE It HINRISE R HF2FEN, HSIESMRIEERHFAIMIIESR,
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« 7-name” IEIALECTHE shell BAFIT (2 RE 1.5.6) WIEREHLILEEFHEEMN * F017?” TFITH .7, (Hi#Y POSIX
F)

* ”-regex” LECEEIZRIZE, FARIRA emacs EIEH BRE (2 RE 1.6.2),
« 7-size” RIBERKX/NRLE (ErIEFE"+ RILEEAMIER, ERIESE” - SRLEE/NMER)
« 7-newer” 2HILELLSHBRPRENEREZNIVER,

« 7-print0” 2422 [E{F#E#E TRUE %5 E1ER (null terminated) FIENRiEEEGHHIEE I,

WMT R find(1) FBIEE.

# find /path/to \
-xdev -regextype posix-extended \
-type f -regex ”".*\.cpio|.*~" -prune -o \
-type d -regex ”".*/\.git” -prune -o \
-type f -size +99M -prune -o \
-type f -newer /path/to/timestamp -print@

BELERSEMITUNTEME

h;
i
=r
N

e
o
—+
>0
S
(s
=
—
jmm
&
3
o
Hi:
M

2. RESIEMERERZAL B EANI ERE (2RE 1.6.2)

3. B@BEIERIBMANRABRITE”. *\ . cpio” 7. *~” ERTEXMER
4. BIRE LI ERIBR S TURARRILAS . */\ . git” ERREXNMB %

5. B@E LEERIBAY T TR HEBREE 99MB (1048576 IT4HEE TT) B ARIMER

6. BERER, MEULIEZEEHM AL /path/to/timestamp” FHIIER

RO EFIFHRY -prune -o” HIRERNBIERZE.

£
¥1529F Debian ZH#Y Unix-like R4E, BLSHETREAK find(1) FEOMZIE, HEEERT, BREERELES
ELA"-print” &X"-printe”, {RAJEERIGFE R XEMBRANIES,

10.1.6 ERIEIEEE

REENENFESK BERE R, REIEEMNBERYE. HiOENEABERNEDR, BERARMATN CD-R
#1 DVD-R ARIEBERAERR,. LR, FRENS, (BRN—RERETEENH)

=
KL REARE AR, RSBMFTERENFEFENELRE, REBRBRTES AL
mzEE,

L (EERRFEREEBEMN ) FIMERFEENENRAERSS,

« KHR 100 £ : FHZ/KHEFLR
- 100 & : HHEfE7F (CD/DVD, CD/DVD-R)
« 30 FF: MR (M, ]



https://zh.wikipedia.org/wiki/POSIX
https://zh.wikipedia.org/wiki/Null_character
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/Computer_data_storage
https://zh.wikipedia.org/wiki/Safe
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* 20 5 RECERRETE (CD-RW)

ENEEHRARBERIEHSESS,

WL (EZBREREEFENR) FIMMERBEENENEANERE.
« KH% 250,000 )X : FEFEEEENES

- KK 10,000 ;R : REJECIERE

« 1,000 ;X: CD/DVD-RW

+ 1,R: CD/DVD-R, #&

pES -
@ EERNFETFEHSNRABNENTNEZRARRETMAARBRENNREERN, FHRRSEHEHRNGTE
EmIEREA,

R
A% CD/DVD-R M RET—X, ERREEALELTERERERNENTINER, EZIES!

"R
MRMFFEEFRERBEFETRERED, BEESASERARERIRREM CAERRER BN, FIeeRME—7]
1T %.

R’
MRMGEERA—EEESANNEFRMIENNE, EAZERBEREBH brfs 5 zfs ERRK, tLFF2—1E
HiER,

10.1.7 mBENFEFERE

N ENfRFEE TRER U T RYEM —FE,
- USB tREG:CIEREAR

- HEREERENZE

o FRRBRE)ZE

o EUREAE M

- BF SRR EE

T e BB LA TR 7 I AR EITIELR,
« USB

* IEEE 1394 / FireWire

« PCE

% GNOME 1 KDE SRR REIRITAESTE"/etc/Fstab” ERFZELRIRBE MR, BEHEHESLAIBEE
%0



https://zh.wikipedia.org/wiki/Btrfs
https://zh.wikipedia.org/wiki/ZFS
https://zh.wikipedia.org/wiki/USB_flash_drive
https://zh.wikipedia.org/wiki/Hard_disk_drive
https://zh.wikipedia.org/wiki/Optical_disc_drive
https://zh.wikipedia.org/wiki/Universal_Serial_Bus
https://zh.wikipedia.org/wiki/IEEE_1394
https://zh.wikipedia.org/wiki/PC_card
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* udisks2 B T FEREFIERNERAEURBEBRERELRE,
« D-bus B EHRGEBRIE,
« PolicyKit 2t 7 FTEE RU4FHE,

B
umount(8) TE BB BRI BEEHF uhe lper=" 2§,

R
REZBELRBHMREZBE /ete/fstab” ERPIIHE, REHIRIETAESBEEHEEH,

BREERE T ESEHES”/media/username/disk _label”, ERJA#EUN T ETRAIRE &L,

 FAT tH8NRIER R REA mlabel(1) 5<%
+ 1S09660 ER R MAFEMATHE”-V” EIEM genisoimage(l) 3ES
. ext2/ext3/ext4 tERRMERF R -L” EIEN tune2fs(l) #ES

<N
?it‘iﬁ]zﬂ%ﬂﬁgéﬁ%g%{/w W]E%]&IE ( Aﬁ:ﬁﬁ 8.1.3 )o

B

EEENERE LBIRERRR, TESBRENERREHIMIMN/dev/sdc”, MRIFEEFRECHREHH,

RIEZEIE LR RFT LE#EA umount(8) IS RMERETETE,

10.1.8 EEARNZFENNERZRR

EMEBRRARFREREMARD FTEMNNER, MEZTCICERIVUBEMEFRARESIEIERARN 18

G, TERBRRRMIIE,

EF

B
BIRET 0.9 IRESHNEREERNEBNEILENERAZNET,

|lr

FAT iERARBEASHMIRANFRERASZIE, cHRNEBTEERETHNENRREZIFEBAN,
ERNURES FAT ERARNBETLEESHHAZWAIBERER, U TEZRREBIEE,

* F fdisk(8), cfdisk(8) Zi#& parted() < (2RE 9.6.2) LEMBRIHMAEFENESENBLEHEEMUM TR

ol
— fZ:2/\BR 2GB B FAT £ BB FIT767,
— 1B E KM FAT32 £EAF T,

« MTFATRER mkfs.vfat(8) ISR E N ENIFER,

- EMEELZF, FIU1”/dev/sdal” FiL FAT16 &£ 8
— BARERRIEFIEMEE R, FI1”-F 32 /dev/sdal” AR FAT32 &



https://zh.wikipedia.org/wiki/D-Bus
https://zh.wikipedia.org/wiki/PolicyKit
https://zh.wikipedia.org/wiki/File_system
https://zh.wikipedia.org/wiki/File_system
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ERAMB Hﬂiﬁ%iﬁ?
FAT12 B (<32MiB) EBEFENERNSZE
FAT16 ?‘/J\EEE (<2GiB) EFIBIEENERN=E
FAT3D f: FERFERE (<8TiB, #& MS Windows95 OSR2 TA FRIEEZ AT < 1E) LB T=l&xN
FAT HEEFBEVTEHZEN (<512TiB, #% WindowsXP, Mac OS X Snow Leopard
ex 10.6.5 i Linux #ils 5.4 H&ZISLXJ:E'H’E%?%FEi%E)
NTES L g =HZEF (T MS Windows NT BB RARERIE; &
Lmux E, :_ﬁﬁ}% FUSE E’J NTFS 3G i% )
1S09660 VBT
UDF
MINIX i 2
ext2 Eg% linux ?%E’JE@LE’J ﬁ*-l/\ =
ext3 7(‘ HEEEE linux RGEmERE £ ﬁ:H" =
ext4 CFITHY v
burfs FHRERBEES ﬁﬁﬂ’] Linux %%E’JEE?&J:%?&H

Table 10.3: HEUERISR T o] BHRFREREMNERARIIR

E{#EF FAT 5§ IS09660 EERZMNZEHIES, MTEFTEIBENKLEIE,

- Atar(), =& cpio(l) ELEMER, BHRATRERESR, MRES, RRNERTTEIERAEEEN.
- A split(l) FESIEBMEIER D MEAE T VL 2GIB BIVER, EHRZERKN\RE,

- MEBRHERREANT BRI RETBNFE,

E

E& FAT R R MR, BAMERA/NS (2732 - 1) bytes = (4GiB -1 byte), ¥R—LEEEM 32
fNREGINEREAMS, EAMERAKNEZEE/) (2431 -1) bytes = (2GiB -1 byte), Debian ;Z2Ei&
e EIRE,

E

MERR G A B NEZETERIE 200MB 195 EIFE s & ERENZE L {E A FAT, ftt{fIf9"Overview of FAT, HPFS, and NTFS
File Systems ERXERMHEER T MR AR, FIINMENMEEZERAE, 827, FME Linux RELE
FEZ(EF extd HER AL,

B
ERERAMNEFIERZANESEN, 52E Filesystems HOWTO”,

10.1.9 #FERLFHERNE

EEAMEBERSZEHNGER, MEZERAEANRE. EE8F LRET.

BEHNERIERS, BERARHIAERAGINEHIEREREEHEN, BEERINLTELN, SRMBERELRY
B P RRsEE £,

« F SSL/TLS jN%%

« ¥3] SSH @&

. E37 VPN &8

- PR <BFEZELEMBNAGE

W

BEi 6.5 F& 6.6,



https://zh.wikipedia.org/wiki/File_Allocation_Table
https://zh.wikipedia.org/wiki/File_Allocation_Table
https://zh.wikipedia.org/wiki/File_Allocation_Table
https://zh.wikipedia.org/wiki/ExFAT
https://zh.wikipedia.org/wiki/NTFS
https://zh.wikipedia.org/wiki/Windows_NT
https://zh.wikipedia.org/wiki/Filesystem_in_Userspace
https://zh.wikipedia.org/wiki/NTFS-3G
https://zh.wikipedia.org/wiki/ISO_9660
https://zh.wikipedia.org/wiki/Universal_Disk_Format
https://zh.wikipedia.org/wiki/Minix_file_system
https://zh.wikipedia.org/wiki/Ext2
https://zh.wikipedia.org/wiki/Ext3
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Btrfs
https://support.microsoft.com/kb/100108/
https://support.microsoft.com/kb/100108/
https://tldp.org/HOWTO/Filesystems-HOWTO.html
https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Secure_Shell
https://zh.wikipedia.org/wiki/Virtual_private_network
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HrRARTS HAFERGESEA
B "Microsoft Windows 8~ HEfEx, 28 smb.conf(5) #
SMB/CIFS FH Samba M E{BIRIER R4 B 75 Samba 3.x.x }§IEFNLEFM ( The Official Samba 3.x.x

HOWTO and Reference Guide ) 8% samba-doc #X§28]
] N e o 4ot e B1® “Unix/Linux 8" 2 Z1E=, 2K exports(5) # Linux
| 41 D& fi 4 1= Eadl:= k] p
NFS F Linux #ZOE EIABERER AR NFS-HOWTO

HTTP fR#% 7 web AR/ B InZE N Zla sk
EREMENEZEERRE (SSL) ABZZEEHE (TLS) FIHREIR

HTTPS fR75 /2 FiRhs) S
FTP fR7% = FIP AR/ BRI Z B D Fle =

Table 10.4: SREVEFAIS R T ARIBNEREIRFTIR
10.2 R AIRIE

BAMAMERENT HEE, NEHRABN#ERERARNERIRE, BOMNRERERNIINAREESIE
EEEN—#5., TREE—XIFNEMNS HREE.

TN
FRETNRNZEERLBELERNENRR, BRHNEMILERANGBNHZNZTTERZEENS,

10.2.1 B FIRIERES
B 3 [EREEE =R E BRI N FITRIE HRE,

1. sLEZEENFIRIETE,
- (FECEUMNERMER: &~/ THEHM
- (RERNBRENERINEMMESR 7T /var/” THEX (BRT”/var/cache/”,”/var/run/” #1”/var/tmp/”)
s RIBUEREIER: 1E7/etc/” THEN
« AHhFEX: #E/usr/local/” B{”/opt/” FTHIEH
« RipRREN: HRSR (DI, NEXFHETER
- BEEMER: BABRMMRERIERTELHRE
- {EHETEFR Cron TIE,1ERTE”/var/spool/cron/crontabs” Bk, BERY cron(8).2REN 9.4.14%K
J&15EA5R cron(8) # crontab(1) A&,
— {EH&ETEFRY Systemd 51AFEE T 1E: #E3 7"~/ .config/systemd/user” Bif, 2R systemd. timer(5)
# systemd.service(5),
- EFREREFNBEEMEI TIE: #EXRE"~/.config/autostart” B#k, 2 R Desktop Application Autostart

Specification,
2. FIEEREENFRE,
- TENERRET: REHRRESNRRME
- KEED: BEEINED
s TUERME1 : ERMRE
- BMRE: EEBERESHED
3. FHME I R R bR R AL AN,
- EREXMEBE



https://zh.wikipedia.org/wiki/Server_Message_Block
https://zh.wikipedia.org/wiki/Samba_(software)
https://www.samba.org/samba/docs/man/Samba-HOWTO-Collection/
https://www.samba.org/samba/docs/man/Samba-HOWTO-Collection/
https://zh.wikipedia.org/wiki/Network_File_System_(protocol)
https://tldp.org/HOWTO/NFS-HOWTO/index.html
https://tldp.org/HOWTO/NFS-HOWTO/index.html
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
https://zh.wikipedia.org/wiki/Https
https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/File_Transfer_Protocol
https://specifications.freedesktop.org/autostart-spec/autostart-spec-latest.html
https://specifications.freedesktop.org/autostart-spec/autostart-spec-latest.html
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- ENELERZEARNMESEE L, RIFRERENMBIEE F, RASRRZRBENEE, 52
EHRFRTFE—ERBERRRL. 1
- ERAEE B ER
- BRBHBNER, LLUN”/etc/ssh/ssh_host_*_key”,”~/.gnupg/*”,”~/ .ssh/**,”~/ . local/share/keyr
”/etc/passwd”,”/etc/shadow”,’popularity-contest.conf”,”/etc/ppp/pap-secrets”, and”/etc/e
BEFERMZED. 2(2RE 9.9, )
- MEARGEENRAL, CTEMERBAREAZERENZZHBIEFARAET, (2RE 1036, )
- BHEANA A RE TR
- WERE (YSRIRENR) WEER
- ERRRCIESEE, EENENTEREX
- HERLTLHEMS, EHHFEFRANEMRET
- SSRYERRBIRAERESNIRESRANVIR AR
- WERFFIERR T AR IR
- RIDEREMEIR: A7, 1B, BEE, -
— {3 cron {EFEENE systemd FTEGBREFE R B ENLHIE 1D TIF

£
PRIEMRENE R CMIIRME, TAIARE®EN /proc, /sys, /tmp, 1 /run BETHARERZSL (2RE 1.2.12f
1 1.2.13), EfMREXEERBNEN,

E
ERMNEBIIHE, Fr]RefREFLE-LERARINERIENFWN MTA (2RH 6.24),

10.2.2 ERHHEH

BAF 2 Debian #4% LEFIENERBHEXNEHMNIIR,

B TEESENERANAE.

+ Mondo Rescue @ — BB R4, ERESFHENMEMEDN CD/DVD FREPREIRIERERML, MATEZLBERNR
mEEAEIE,

« Bacula, Amanda #l1 BackupPC RE£INEEMENEREN, TERARBAENTEHEN.

- EHRMEREEN, PINER—(ERFENESEER (8 10.2.3),

B 1011 FIET 1012 MAHERTRENBBETRIESERENRMEY, BLEBONET BN THT

BIRIEE,

- restic BIEEAENMBMY CER).

+ rdiff-backup KEEEAIRERY GER ).

* dump EREEEANRSMEEREFEMIRIERERERRLR,

N
28”/usr/share/doc/dump/” #1 "Is dump really deprecated?” 3R 7 fi# dump 2=\,

1—{AREEE RIS, 40 CD/DVD-R, BERSLEBESH, (2 REN 9.8 BRI shell HSTNBAREFHEN. GNOME KHEBERZIRTR] AZRR
EEMIEIEEEE: “(IE - CD/DVD (&R RERBAIRE, )
ELEEHPN—LE, FEMESRAERREEBASRNFTERENLEMN.



https://zh.wikipedia.org/wiki/Mondo_Rescue
https://zh.wikipedia.org/wiki/Bacula
https://zh.wikipedia.org/wiki/Amanda
https://zh.wikipedia.org/wiki/Backuppc
https://dump.sourceforge.net/isdumpdeprecated.html
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E7E 1] MITE PN % BH
N

dump VL I 351 2}.34 BSD dump(8) # restore(8) FEL IR ext2/ext3/extd IR R

#£ GNU/Linux #1 IRIX EF xfsdump(8) ¥ xfsrestore(8) 5
f 0, I:7 848 .
xTsdump V0, SREHRIRIE XFS HERM
backupninja V2, I:3 360 KE, _HEEE’J meta-backup 247
bacula-common V:9, 1:10 2119 A3 J g
bacula-client V0, .2 154 Bacula: 2 SEWEB} VM’E%D&%‘ }Eiﬁ‘ﬁr_ciﬂg"l
bacula-console | V:0,L:3 104 Bacula: 4Z E%,éﬂﬁ%‘ 'P}(@%[H‘Z S‘Z—??’;‘
bacula-server 1.0 154 =§ S
amanda-common V:0, I.2 9904 FiEas (
amanda-client V:0, I:2 1091 %m)anda: ’%E mizam (
amanda-server V:0, I:0 1076 %ﬁm)anda:
backup-manager | V:0,I:1 566 BESEHR TR
backup2l V-0, 1:0 115 FRTREEN (ERERRE) FR4EER EITH

S EFA X =y ATIE N= S EERa S

backuppc V2, 12 3178 ]Z};;EICIkgPC =AREDR pC EEN (ERNE ) NEXNEENTEE
duplicity V:29, 1:49 1892 | (=im) EBEEHR
flexbackup V-0, 1:0 243 0=im) IBE®M
rdiff-backup V4, 1:10 1198 | (=im) BEBHR
restic V2,15 21325 (;fi.-ﬁ“) EEEM
s1backup V0, 1:0 151 =im) BERBD

Table 10.5: ERBHERNEHIIR

10.2.3 BEAE R

HH#IT testing EMFRIEA Debian RERMARH, IFEFREEAEHTFREN, RIEEREFHEERR
R—X&4, BRERERNBERRNERKEENFENERER.

HIEERE, B—EERNRIONEAERTAREERRBRNER, NLBEREABHNNSEHR, RIFEEEEEN.

BACEER—EREER shell 1515 bss REMESLLIRBFEN . BEESER —ERE/\EY shell, ERAFETR: btrfs
FEIRE, rsync, EIINZER, HIRRKRH fallocate(l) EiZIH cryptsetup(8) BBE.

<N
{REESM F"debconf-set-selections debconf-selections” @< k{8 debconf FAEE & ¥, =] LA dpkg
--set-selection <dpkg-selections.list” }¥§S k€ dpkg EFIEE Y,

10.3 EfNTeEE

ENZeEWRERERINE ﬂu}rﬁ%ﬂxﬁlﬁﬂﬁﬁﬁo
2588 9.9 8 dm-crypt 0 fscrypt, EfER Linux #ZORAEIR T EENEMINZLEE,

10.3.1 GnuPG £ i&EI1E

TR GNU EBiGET EXANEREERS,
BEEBEE.
W< L{EFAI710D8D791” &R E IR A #8(EARES " hkp: //keys.gnupg.net”,



http://packages.debian.org/sid/dump
http://qa.debian.org/popcon-graph.php?packages=dump
http://packages.qa.debian.org/d/dump.html
https://zh.wikipedia.org/wiki/Berkeley_Software_Distribution
https://zh.wikipedia.org/wiki/Ext2
https://zh.wikipedia.org/wiki/Ext3
https://zh.wikipedia.org/wiki/Ext4
http://packages.debian.org/sid/xfsdump
http://qa.debian.org/popcon-graph.php?packages=xfsdump
http://packages.qa.debian.org/x/xfsdump.html
https://zh.wikipedia.org/wiki/IRIX
https://zh.wikipedia.org/wiki/XFS
http://packages.debian.org/sid/backupninja
http://qa.debian.org/popcon-graph.php?packages=backupninja
http://packages.qa.debian.org/b/backupninja.html
http://packages.debian.org/sid/bacula-common
http://qa.debian.org/popcon-graph.php?packages=bacula-common
http://packages.qa.debian.org/b/bacula-common.html
https://zh.wikipedia.org/wiki/Bacula
http://packages.debian.org/sid/bacula-client
http://qa.debian.org/popcon-graph.php?packages=bacula-client
http://packages.qa.debian.org/b/bacula-client.html
https://zh.wikipedia.org/wiki/Bacula
http://packages.debian.org/sid/bacula-console
http://qa.debian.org/popcon-graph.php?packages=bacula-console
http://packages.qa.debian.org/b/bacula-console.html
https://zh.wikipedia.org/wiki/Bacula
http://packages.debian.org/sid/bacula-server
http://qa.debian.org/popcon-graph.php?packages=bacula-server
http://packages.qa.debian.org/b/bacula-server.html
https://zh.wikipedia.org/wiki/Bacula
http://packages.debian.org/sid/amanda-common
http://qa.debian.org/popcon-graph.php?packages=amanda-common
http://packages.qa.debian.org/a/amanda-common.html
https://zh.wikipedia.org/wiki/Amanda
http://packages.debian.org/sid/amanda-client
http://qa.debian.org/popcon-graph.php?packages=amanda-client
http://packages.qa.debian.org/a/amanda-client.html
https://zh.wikipedia.org/wiki/Amanda
http://packages.debian.org/sid/amanda-server
http://qa.debian.org/popcon-graph.php?packages=amanda-server
http://packages.qa.debian.org/a/amanda-server.html
https://zh.wikipedia.org/wiki/Amanda
http://packages.debian.org/sid/backup-manager
http://qa.debian.org/popcon-graph.php?packages=backup-manager
http://packages.qa.debian.org/b/backup-manager.html
http://packages.debian.org/sid/backup2l
http://qa.debian.org/popcon-graph.php?packages=backup2l
http://packages.qa.debian.org/b/backup2l.html
http://packages.debian.org/sid/backuppc
http://qa.debian.org/popcon-graph.php?packages=backuppc
http://packages.qa.debian.org/b/backuppc.html
https://zh.wikipedia.org/wiki/Backuppc
http://packages.debian.org/sid/duplicity
http://qa.debian.org/popcon-graph.php?packages=duplicity
http://packages.qa.debian.org/d/duplicity.html
http://packages.debian.org/sid/flexbackup
http://qa.debian.org/popcon-graph.php?packages=flexbackup
http://packages.qa.debian.org/f/flexbackup.html
http://packages.debian.org/sid/rdiff-backup
http://qa.debian.org/popcon-graph.php?packages=rdiff-backup
http://packages.qa.debian.org/r/rdiff-backup.html
http://packages.debian.org/sid/restic
http://qa.debian.org/popcon-graph.php?packages=restic
http://packages.qa.debian.org/r/restic.html
http://packages.debian.org/sid/slbackup
http://qa.debian.org/popcon-graph.php?packages=slbackup
http://packages.qa.debian.org/s/slbackup.html
https://github.com/osamuaoki/bss
https://zh.wikipedia.org/wiki/Dm-crypt
https://www.kernel.org/doc/html/latest/filesystems/fscrypt.html
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
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]E" TTE ) §S Bl
gnupg V:555,1:909 | 885 gpg(1) GNU FEFA% T - OpenPGP MBI =L L H
gpgv V:896, 1:999 | 917 gpgv(l) GNURBHMAT - ZRRELE
paperkey V1, 13 58 paperkey(l) {& OpenPGP fAtE%EH, EEELFAZEEN
cryptsetup V27,179 | 409 | CTYPTSCTURGY o merEmMBERIE LUKS TH
coreutils V:883,1:999 | 18306 | md5sum(l) | sTEEERER MD5 SR
coreutils V:883,1:999 | 18306 | shalsum(l) | 3T EEIKE: SHAL FNERE
openssl V:838,1:995 | 2294 | openss1(lss])fER”openss1 dgst” (OpenSSL) 5T B &:MIAE
libsecret-tools Vi1, I:11 41 secret - toq UEEFFIEXEIZHS (CLI)
seahorse V:81,1:266 | 7987 | seahorse(l] £iR&=1E L H (GNOME)
Table 10.6: ERLZLEB T HIIFR
8% Bl

gpg --gen-key

ER—RBIFERY

gpg --gen-revoke my_user_1ID

Er my_user_ID Fi— 1 RiEE=

gpg --edit-key user_ID

SERARIESIE, A help” RIEEFEREN

gpg -o file --export

CrENZRE L IER

gpg --import file

EREREAETR

gpg --send-keys user_ID

{&5X user_ID BN EBE N i&E RS

gpg --recv-keys user_ID

R iaEREE F &) user_ID /N8

gpg --list-keys user_ID

S user_ID FIFFE £ &

gpg --list-sigs user_ID

IH user_ID BIZE=F

gpg --check-sigs user_ID

188 user ID T iEs 7

gpg --fingerprint user_ID

& & user_ID HUIEAN

gpg --refresh-keys

EMAERE

Table 10.7: GNU [BFABI T £ BT BB SHITIR

FEIVES

[ERESizpes

REMBEEERR/RRIE

BEESTEEXR

2B EANENARGE

RANEEEERE

RIERENEE

ZEEE

C|—h 35S/ D!

REEE

Table 10.8: FEBFE&EIIFR



http://packages.debian.org/sid/gnupg
http://qa.debian.org/popcon-graph.php?packages=gnupg
http://packages.qa.debian.org/g/gnupg.html
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
http://packages.debian.org/sid/gpgv
http://qa.debian.org/popcon-graph.php?packages=gpgv
http://packages.qa.debian.org/g/gpgv.html
http://packages.debian.org/sid/paperkey
http://qa.debian.org/popcon-graph.php?packages=paperkey
http://packages.qa.debian.org/p/paperkey.html
http://packages.debian.org/sid/cryptsetup
http://qa.debian.org/popcon-graph.php?packages=cryptsetup
http://packages.qa.debian.org/c/cryptsetup.html
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/openssl
http://qa.debian.org/popcon-graph.php?packages=openssl
http://packages.qa.debian.org/o/openssl.html
http://packages.debian.org/sid/libsecret-tools
http://qa.debian.org/popcon-graph.php?packages=libsecret-tools
http://packages.qa.debian.org/libs/libsecret-tools.html
http://packages.debian.org/sid/seahorse
http://qa.debian.org/popcon-graph.php?packages=seahorse
http://packages.qa.debian.org/s/seahorse.html
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$ gpg --keyserver hkp://keys.gnupg.net --send-keys 1DD8D791

B R~ #8EARESE"~/ . gnupg/gpg.conf” (BRI EE"~/.gnupg/options” ) ERPIRTE, LERES

TL,L'F g il
keyserver hkp://keys.gnupg.net

tm RIS ER MR

$ gpg --list-sigs --with-colons | grep ’'Asig.*\[User ID not found\]’ |\

cut -d ’:’

B —(E§8:RTE OpenPGP N i&{FIfR2E

(5ERIAVAR A 0.9.6),

-f 5| sort | uniq | xargs gpg --recv-keys

SAGEPES 2 @A LY FH#. FHY gnupg (>1.2.1-2) EXEEE

BesRIBS LRI Fi#E, 28 gpg(l) FHY”- -repair-pks-subkey-bug” iRIE.

10.3.2 7EfE%E LfERA GnuPG
EEE—LAEER L(EH GNU BAE T 1590+
5L ZREH
gpg -a -s file ASCII FERZERIEE file.asc
gpg --armor --sign file ENS
gpg --clearsign file RN EFE
gpg --clearsign file|mail P

foo@example.org

EE—NEAXEF

# foo@example.org

gpg --clearsign
--not-dash-escaped patchfile

BAX 2RI T 13

Hi
s

gpg --verify file LRl S

gpg -o file.sig -b file ER—N O BENET
gpg -o file.sig --detach-sign =

file =L

gpg --verify file.sig file {EH file.sig BRnata 3=

gpg -o crypt_file.gpg -r name
-e file

NWINZE, RIEREEERRTF, EMTEMSIAY crypt_file.gpg

gpg -o crypt_file.gpg
--recipient name --encrypt file

Cills

gpg -o crypt_file.asc -a -r
name -e file

NEWINE, RERTIESRTF, LA ASCII FHEAY crypt_file.asc

gpg -o crypt_file.gpg -c file

At o 21 hE I 21 crypt_file.gpg

gpg -o crypt_file.gpg
--symmetric file

Cills

gpg -o crypt_file.asc -a -c
file

HIFEINE, 1252 ASCII 335/ crypt_file.asc

gpg -o file -d crypt_file.gpg
-r name

gpg -o file --decrypt
crypt_file.gpg

Table 10.9: TEHER L {E /Y GNU BFAB RIS

10.3.3 7£ Mutt F{EH GnuPG

EINTEASE~/ . .muttrc”,

E21ES

EEERENES, BR—EEH GnuPG, ER5IEEPRK’S” RAFEFER.



https://sourceforge.net/projects/pks/
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ASCII
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macro index S ”":toggle pgp_verify_sig\n”
set pgp_verify_sig=no

10.3.4 7£ vim F{EF GnuPG

gnupg JMERTLAGERERIERA” . gpg”, 7. asc”, #1”. pgp” MIFE R EM#IT GnuPG, 3

$ sudo aptitude install vim-scripts
$ echo ”packadd! gnupg” >> ~/.vim/vimrc

10.3.5 MD5 RE&F

md5sum(l) B T RIFRBEERN—ETE, ©fERA fc1321 BHAANRFREER.

$ md5sum foo bar >baz.md5

$ cat baz.md5
d3b07384d113edec49eaa6238ad5ffe0 foo
c157a79031e1c40f85931829bc5fc552 bar
$ md5sum -c baz.md5

foo: OK

bar: OK

S
MD5 #REGFNH CPU stE38E Lt GNU Privacy Guard (GnuPG) IIZHZELM. EEEERT, REERINIEE
BERASZENZERREFREN TN,

10.3.6 ZEERRIR

7£ GNOME &4t ,GUI ( B ERENTE ) TH seahorse(1) BEIEZ15, TLMEL IR ~/ . local/share/keyrings/*
#HEFEFEMN.

secret-tool(l) BESAR LTI REFEIBEIIBRLIR,
EFMETE LUKS/dm-crypt INZ5MERE AR SR A B RO 2505

$ secret-tool store --label='LUKS passphrase for disk.img’ LUKS my_disk.img
Password: ****xxx*

EERFIZREARENLAZIHEER, thil cryptsetup(8),
$ secret-tool lookup LUKS my_disk.img | \

cryptsetup open disk.img disk_img --type luks --keyring -
$ sudo mount /dev/mapper/disk_img /mnt

kj_-
i By, REETE—(ERAEmIZEZER, £ secret-tool Rt AEE G EIZE RSN AEAE,

10.4 [RIRBEHITA

EEEFZFERBEHIAE, ITHERHRREHMNTE,
SMNRARER"~/ . vimre” KB~/ . vim/vimrc”, BETHEERMEX,



https://datatracker.ietf.org/doc/rfc1321/
https://zh.wikipedia.org/wiki/MD5
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
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]iEE RITE XN | ESL Bk

patch V:78,1:699 | 248 patch(l) HIEERITET

vim V:95,1:373 | 3742 | vimdiff(1) | £ vim L HEEEE M B e

imediff V:0, I:0 169 imediff(l) | EEREHAms/=—RKEaHILE

me Ld V:8, I:31 3500 | meld(1) EERFNBEER (GTK)

wiggle V:0, 1.0 176 wiggle(l) | EER#HIEZRRWET

diffutils V:865,1:996 | 1735 | diff(1) EITHERMERER

diffutils V:865,1:996 | 1735 | diff3(1) EITIERET =EfE3R

quilt V:2,1:23 871 quilt(l) BERVWET

wdiff V.7, I:52 648 wdiff(1) EXFEER, BREAIARE

diffstat V:13,1:122 | 74 diffstat(l) & diff £ —EREFFIRE

patchutils V:15, 1:120 232 combinedififEMEIEE W T 23 —Eia = ]

patchutils V:15,1:120 | 232 dehtmldiffi(#fE—E HTML Emi=BE —1& diff

patchutils V:15,1:120 | 232 filterdiffi({f—{& diff B /E E i Bk & HEFR diff 18 3e

patchutils V:15,1:120 | 232 fixcvsdiffidE{EM CVS patch(l) SEiR ez A4 diff T8 3

patchutils V:15,1:120 | 232 flipdiff(1) REMmEW T BIER

patchutils V:15,1:120 | 232 grepdiff(l) B RMERERERALKEERTENNE ] B
. . . FERE MBS — T8, diff fEae (=hi e —EfEas i

patchutils V:15, 1:120 232 1nterd1ff(1)ﬁﬁﬂ§ﬂ;Ia diff i) BHNER

patchutils V:15,1:120 | 232 Isdiff(l) | BERWEREREME ] BX

patchutils V:15,1:120 | 232 recountdifif@fst EERANT diff ‘BERNBENR

patchutils V:15,1:120 | 232 rediff(l) | BEFIMHIE dfffax s

patchutils V:15,1:120 | 232 splitdiff()FREEIEEWE T

patchutils V:15,1:120 | 232 unwrapdiffi(ERRIE &R D EIRIH T

dirdiff V0, I:1 167 dirdiff(1) | BB ZEN AR EERE

docdiff V:0, I:0 553 docdiff(l) | FFXFREEMIEER

makepatch V:0, 1.0 100 makepatch()ZEmRIEREW ] &

makepatch V:0, 1.0 100 applypatch(ERERWE T 18

Table 10.10: [RIRISSH T EYFE



http://packages.debian.org/sid/patch
http://qa.debian.org/popcon-graph.php?packages=patch
http://packages.qa.debian.org/p/patch.html
http://packages.debian.org/sid/vim
http://qa.debian.org/popcon-graph.php?packages=vim
http://packages.qa.debian.org/v/vim.html
http://packages.debian.org/sid/imediff
http://qa.debian.org/popcon-graph.php?packages=imediff
http://packages.qa.debian.org/i/imediff.html
http://packages.debian.org/sid/meld
http://qa.debian.org/popcon-graph.php?packages=meld
http://packages.qa.debian.org/m/meld.html
http://packages.debian.org/sid/wiggle
http://qa.debian.org/popcon-graph.php?packages=wiggle
http://packages.qa.debian.org/w/wiggle.html
http://packages.debian.org/sid/diffutils
http://qa.debian.org/popcon-graph.php?packages=diffutils
http://packages.qa.debian.org/d/diffutils.html
http://packages.debian.org/sid/diffutils
http://qa.debian.org/popcon-graph.php?packages=diffutils
http://packages.qa.debian.org/d/diffutils.html
http://packages.debian.org/sid/quilt
http://qa.debian.org/popcon-graph.php?packages=quilt
http://packages.qa.debian.org/q/quilt.html
http://packages.debian.org/sid/wdiff
http://qa.debian.org/popcon-graph.php?packages=wdiff
http://packages.qa.debian.org/w/wdiff.html
http://packages.debian.org/sid/diffstat
http://qa.debian.org/popcon-graph.php?packages=diffstat
http://packages.qa.debian.org/d/diffstat.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/dirdiff
http://qa.debian.org/popcon-graph.php?packages=dirdiff
http://packages.qa.debian.org/d/dirdiff.html
http://packages.debian.org/sid/docdiff
http://qa.debian.org/popcon-graph.php?packages=docdiff
http://packages.qa.debian.org/d/docdiff.html
http://packages.debian.org/sid/makepatch
http://qa.debian.org/popcon-graph.php?packages=makepatch
http://packages.qa.debian.org/m/makepatch.html
http://packages.debian.org/sid/makepatch
http://qa.debian.org/popcon-graph.php?packages=makepatch
http://packages.qa.debian.org/m/makepatch.html
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10.4.1 WHRIRBIERELER

THERVERE, BEEMERBENAE, TREERNUE, BIN8A diff 1§37 file. patcho” 5t"file.patchl”.

$ diff -u file.old file.new > file.patcho
$ diff -u old/file new/file > file.patchl

10.4.2 |RIGESIERBIEEM

diff 123 (EHEWRIUF patch WTHER), AREE—ERNAEH, BB TENAN, BWRIERS, BREEEHZ

HEER,

$ patch -p0@ file < file.patch®
$ patch -p1 file < file.patchl

10.4.3 HEIXBE

MR—ERES, REMERAE, REICAEBR FEAEN, EA inediff(1) MITMAEENBIE,

$ imediff -o file.merged file.old file.new

MR—ERIETS, FE=ERAE, REICAEB FESGN, £ inediff() MITEEIN=B1E,

$ imediff -o file.merged file.yours file.base file.theirs

10.5 Git

Git RIELEXRIBIZM AR ARSI R4 version control system (VCS) TR, E% Git fEsRESEAS TR IGRIAEE
BE, #MEMSEE

81 Debian Salsa service, Debian BEZAIR L ERY Git BRFE, 7E http:/wiki.debian.org/Salsa BEFXE| ERIERAAS 4,
THER—L Git tERAERIE &,

NBEe mATE R 5% RAH

git V:345,1:542 | 46734 | git(7) Git RiE, "iER. HHRRIREEF RS
gitk V:5, [:34 1838 | gitk(D) ERLEINREN Git B EEZE S
git-gui V:2,1:18 2429 | git-qui(1) | Git B2 E (EBEEINEE
git-email V:0, I:10 1087 | git-send-emfaGil A& FEAFEZEEINERIRE T
git-buildpackage y.) |.q 1988 | git-buildpaBkayeaghE{E Debian &

dgit V0, I:1 484 dgit(1) Debian {832 EHY git GENEEF
imediff V:0, 1.0 169 git-ime(1) | BNV git RRAVEEI TE
stgit V:0, 1:0 601 stg(1) R git (Python)

git-doc 12 13208 | N/A Git B AX1I&

gitmagic 1.0 721 N/A Git Bf, SIERD Git FH

Table 10.11: git MR EFNIE LTI



https://zh.wikipedia.org/wiki/Revision_control
https://salsa.debian.org/
https://wiki.debian.org/Salsa
http://packages.debian.org/sid/git
http://qa.debian.org/popcon-graph.php?packages=git
http://packages.qa.debian.org/g/git.html
http://packages.debian.org/sid/gitk
http://qa.debian.org/popcon-graph.php?packages=gitk
http://packages.qa.debian.org/g/gitk.html
http://packages.debian.org/sid/git-gui
http://qa.debian.org/popcon-graph.php?packages=git-gui
http://packages.qa.debian.org/g/git-gui.html
http://packages.debian.org/sid/git-email
http://qa.debian.org/popcon-graph.php?packages=git-email
http://packages.qa.debian.org/g/git-email.html
http://packages.debian.org/sid/git-buildpackage
http://qa.debian.org/popcon-graph.php?packages=git-buildpackage
http://packages.qa.debian.org/g/git-buildpackage.html
http://packages.debian.org/sid/dgit
http://qa.debian.org/popcon-graph.php?packages=dgit
http://packages.qa.debian.org/d/dgit.html
http://packages.debian.org/sid/imediff
http://qa.debian.org/popcon-graph.php?packages=imediff
http://packages.qa.debian.org/i/imediff.html
http://packages.debian.org/sid/stgit
http://qa.debian.org/popcon-graph.php?packages=stgit
http://packages.qa.debian.org/s/stgit.html
http://packages.debian.org/sid/git-doc
http://qa.debian.org/popcon-graph.php?packages=git-doc
http://packages.qa.debian.org/g/git-doc.html
http://packages.debian.org/sid/gitmagic
http://qa.debian.org/popcon-graph.php?packages=gitmagic
http://packages.qa.debian.org/g/gitmagic.html
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10.5.1 A Git EF iR

fRRIBATE"~/ . gitconfig” REREX(E Git T RFEZEAWEFRE, LLUWRMFHNBFNEFE 1L,

$ git config --global user.name ”“Name Surname”
$ git config --global user.email yourname@example.com

fRET AR FATRER Git BIFRRRIT .

$ git config --global init.defaultBranch main
$ git config --global pull.rebase true
$ git config --global push.default current

INRIRE1E(EM CVS 3 Subversion $§<, RIFFAEREIN T EERE SRR,

$ git config --global alias.ci "commit -a”
$ git config --global alias.co checkout

freesmEdal T AR E RV ERER,
$ git config --global --list

10.5.2 EAXH Git <
Git IBYE5 R &EEH,

- TR B RRISEMEREIER, (Re]LEELERmIER.
- EEWRRMNE, NWAPRNEEIETEFIIRS, BER git add M git rm&d,
- RE|RIBEFIER,
- EETRIERZE, DERRSHIERIIAARE, EER git commit &%,
- AAEFEBERIINIEE,
~ Git R ENELEL I AEEES TS S TES,
- AHAEEE git push BSERERBEHERE,
- AHEEREMER git fetch fMl git pull HLRBEREERIREN,
x git pull@<7E git fetch&#{T git merge 3{ git rebase &%,
« B, git merge MEMEEIHZNELLRE —EE, (TEEEERN git pull, BSEZTERMN, F
# ERHEERHE S ZEHS AR, HRIFH)

« B, git rebase B —(EEBHZMFIBLMNEEN L, BEALSZ, (GEREH pull.rebase
true MIER, HEMESNAEERA. )

- BInEERFEERRIESR.
- NEREENE, FRATEMENRZE, tEyl SSH 5 HTTPS,
TFERE .git/ BRZIMNIER, £ .git/ BREEMESR, BERS AEEEHNN—L git BENNFESR.

EEREEN Git SO E,
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Git % Th&E
git init B (Kh) EEE
git clone URL SEPEIR U a 17 B 2 A 2 B L 1F B 8%t
git pull origin main EERmaE origin EFAM main 7%
git add . E T R ERE R EFATA TR fax
git add -A . BN TR A lxal (BEC&MFRE)
git rm filename R I FEFRSIFPRFRESR
git commit RRAZRSIFHEFNES EpedE
git commit -a %i,;g_.]_:ﬂ; 1R
+ 1R )
git push -u origin branch_name {ERAH branch_name A EIMRimaE origin (FIBRA)
git push origin branch_name fFEAZAM branch_name X EfiRimaE origin (FEEMFA)
git diff treeishil treeish2 HE/R treeishl TR XA treeish2 T-RAIAE
gitk VCS RBRED X EERMET T HER~

Table 10.12: FEM Git &5 %

10.5.3 Git %15
THER L Git %15,

or

AEFERABTHRNESRETH, E-LTH, gitkQ) RFHFMERE, BEMEBETE git 85,

g
i

IR
@ IR—EXRE ST X —EELSENERGEANEE, HXERNIXBRER, LEX --force EIE,
BEEE main D3RR AER, BHR—EBEL main SREAIMBEDSZ, 27 AEZH,

==
@ IES =)

IE<LTEA git-xyz” EiZMA git FHE<LHIATN, ) 2006 R HARMBAMEEGH,

®R
MRBE—ETHITIESR git-foo ARTIRIFEE SPATH BHE, EmLiBANALBFEIRN git foo”, BIAZIA
git-foo. 52 git MM —ERE,

10.5.4 Git &%

ETMH,

« man Ffff: git(1) (/usr/share/doc/git-doc/git.html)

« Git fEF&FM (/usr/share/doc/git-doc/user-manual.html)

. git N4ABEE (/usr/share/doc/git-doc/gittutorial.html)

. git M4AZE: 2P (/usr/share/doc/git-doc/gittutorial-2.html)
GIT #—X 20 AL HE/I&S (/usr/share/doc/git-doc/giteveryday.html)

+ Git 7 (/usr/share/doc/gitmagic/html/index.html)



https://mirrors.edge.kernel.org/pub/software/scm/git/docs/git.html
https://mirrors.edge.kernel.org/pub/software/scm/git/docs/user-manual.html
https://mirrors.edge.kernel.org/pub/software/scm/git/docs/gittutorial.html
https://mirrors.edge.kernel.org/pub/software/scm/git/docs/gittutorial-2.html
https://mirrors.edge.kernel.org/pub/software/scm/git/docs/giteveryday.html
https://github.com/blynn/gitmagic
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Git 555 7]

TR

SETER Git BEMESE, tEWEE HEAD F| B9 —ERER.

gitk --all HORIE T, BSHBRAIS S

git stash FI—EEZFNIER, FAEEXEHR
git remote -v B ERIMaLE

git branch -vv BENZRE

git status RN ERITRRE

git config -1 ZIE git 3%E

git reset --hard HEAD; git

clean -x -d -f

REE Tt T 2/FEER

git rm --cached filename

REM git add filename RERHFZS]

git reflog ERZEHE (HMRN S XHRERRER)
EE;DgEZ;Ch new_branch_name 4 reflog EHET— BN %

git remote add new_remote URL

E—{EH URL 5@ EIREE new_remote

git remote rename origin
upstream

EREBENEZFEN origin EF&EE upstream

git branch -u
upstream/branch_name

RE R MmN 2R im e E upstream FIERNN R

branch_name,

git remote set-url origin
https://foo/bar.git

& origin i URL

git remote set-url --push
upstream DISABLED

2 EEXE upstream (4w#E .git/config REFRLE )

git remote update upstream

fetch updates of all remote branches in the upstream repository

git fetch upstream
foo:upstream-foo

create a local (possibly orphan) upstream-foo branch as a copy of
oo branch in the upstream repository

git checkout -b topic_branch ; Wi ; . T T o
git push -u topic_branch origin BE—{EFHY topic_branch LIBE#I%EE origin
git branch -m oldname newname D =B

git push -d origin

branch_to_be_removed

MibRi=IRD Sz (HBIFEN)

git push origin
:branch_to_be_removed

mibFEwm7D 2 (ERITI)

git checkout --orphan
unconnected

E3—{EFH unconnected 9

git rebase -i origin/main

€ origin/main

lidd

git reset HEADA; git commit
- -amend

R EmERRS—(E

git checkout topic_branch ; git
merge --squash topic_branch

ER4EE(E topic_branch B|—{EE

git fetch --unshallow
--update-head-ok origin
"+refs/heads/*:refs/heads/*’

RE—(EXEE — BBz ETE

git ime

PTHRENRERI—RINEREZ —RBRIVNMNER, (EX
imediff)

git repack -a -d; git prune

KiWEESEMITE—REEBNEF (S EefERIRMRN, &
HIREELENEHWE )

Table 10.13: Git ¥(I5
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10.5.5 EHERRAIZEIZR S

RRAIZFIZRAE (VCS ) BB RRIEFTIES R (RCS), HERUKIBELEEIEREL (SCM),
IE¥Z Debian R4t LZERHIEEE Git 19 VCS T4,

]EEE mITE XN [ IH VCS FF] R
. . i EZH Python EFE
mercurial V:5, 1:33 2019 | Mercurial | 28zt mercurial £FFF Python BHIEH
2o CEM
darcs V:0, I:5 34070 | Darcs ST BEEEREM I DVCS (8)
] GNU s % tla BX3E{ B2 Python B/
bzr I:8 28 Bazaar AR DVCS (B5F)
E A )
tla V20, I:1 1022 | GNUarch | 988zt %E‘%EE Tom Lord #) DVCS (LA
. . e "t CVS #BYEF ©, =im VCS BOFR
subversion V:13,1:74 4836 Subversion Y] = (EP)
Ccvs V:4, 1:30 4753 | CVS =i MEifRIG VCS 1228 (ESE)
o s VCS (CVS,Subversion,RCS) &7 ER
tkcvs V.0, I:1 1498 CVS, IR U MBI EEER
rcs V:2,1:13 564 RCS it ” EE Unix SCCS M TF (FEE)
csscC Vo0, I:1 2044 | CSSC i Unix SCCS HJ7c P& (EE)

Table 10.14: HEMRAFEH RAETRIIR



https://zh.wikipedia.org/wiki/Revision_control
http://packages.debian.org/sid/mercurial
http://qa.debian.org/popcon-graph.php?packages=mercurial
http://packages.qa.debian.org/m/mercurial.html
https://zh.wikipedia.org/wiki/Mercurial_(software)
http://packages.debian.org/sid/darcs
http://qa.debian.org/popcon-graph.php?packages=darcs
http://packages.qa.debian.org/d/darcs.html
https://zh.wikipedia.org/wiki/Darcs
http://packages.debian.org/sid/bzr
http://qa.debian.org/popcon-graph.php?packages=bzr
http://packages.qa.debian.org/b/bzr.html
https://zh.wikipedia.org/wiki/GNU_Bazaar
https://zh.wikipedia.org/wiki/GNU_Bazaar
https://wiki.ubuntu.com/UbuntuDevelopment/MigratingFromBzrToGit
http://packages.debian.org/sid/tla
http://qa.debian.org/popcon-graph.php?packages=tla
http://packages.qa.debian.org/t/tla.html
https://zh.wikipedia.org/wiki/GNU_arch
http://packages.debian.org/sid/subversion
http://qa.debian.org/popcon-graph.php?packages=subversion
http://packages.qa.debian.org/s/subversion.html
https://zh.wikipedia.org/wiki/Subversion_(software)
http://packages.debian.org/sid/cvs
http://qa.debian.org/popcon-graph.php?packages=cvs
http://packages.qa.debian.org/c/cvs.html
https://zh.wikipedia.org/wiki/Concurrent_Versions_System
http://packages.debian.org/sid/tkcvs
http://qa.debian.org/popcon-graph.php?packages=tkcvs
http://packages.qa.debian.org/t/tkcvs.html
http://packages.debian.org/sid/rcs
http://qa.debian.org/popcon-graph.php?packages=rcs
http://packages.qa.debian.org/r/rcs.html
https://zh.wikipedia.org/wiki/Revision_Control_System
https://zh.wikipedia.org/wiki/Source_Code_Control_System
http://packages.debian.org/sid/cssc
http://qa.debian.org/popcon-graph.php?packages=cssc
http://packages.qa.debian.org/c/cssc.html
https://www.gnu.org/software/cssc/
https://zh.wikipedia.org/wiki/Source_Code_Control_System

Debian 2= F 197 /232

Chapter 11

TEZMA Debian Z#% LI AKX EL T AREMRROE
EEEnTE, RESFAN, BXENSEEREIER.

111 XFENERTE

WTRXFENBIRTE,

HEe RITE PN RASE A
. —_—— fEH iconv(l) MAREESIRE (locale ) ZERIX
. . E=
libcé V:925,1:999 | 12987 | L& S IEREEIRSE ()
. FE +18 | NERESIRIE (locale) g 2
recode R R (BINEEN), BSRIBHSH )
NE SR= IS [=1]1s N g my E\Tj’léu
konwert V:1, 1:48 134 FE ?-%*;E,'J:'){EE (locale ) ZRIHTTS4kS =
=) TEH
nkf V-0, I:9 360 FiE HEF o &EflE
tcs V-0, 1.0 518 FiE FaEiE
unaccent V:0, .0 35 FiE REEEF, EFHNeMEENIEEEFET
. e 7£ DOS FI Unix IR E 887%: Fromdos(D)
tofrodos V:1, 1:18 51 #arT #1 todos(1)
] L TE Macintosh ] Unix Z BRI Fg = B #a:
. . R
macutils V:0, I:0 312 BT frommac(1) ¥l tomac(l)

11.1.1 Hiconv IES$RER N FIER

Table 11.1: XFEHEHLTRIIR

N

iconv(1) & libc6 BRI —ERS M B E R BATESR Unix MR L BT TTHIARES,

fREESHIBIAIN FAYIE S A iconv(1) REBH X FIERAVARES.

$ iconv -f encodingl -t encoding2 input.txt >output.txt

WISERXN/NEAERN, BSERKRZEE “-7 f “_", "JUERA “iconv -17 IBIMEZEIIMRE,



http://packages.debian.org/sid/libc6
http://qa.debian.org/popcon-graph.php?packages=libc6
http://packages.qa.debian.org/libc/libc6.html
http://packages.debian.org/sid/recode
http://qa.debian.org/popcon-graph.php?packages=recode
http://packages.qa.debian.org/r/recode.html
http://packages.debian.org/sid/konwert
http://qa.debian.org/popcon-graph.php?packages=konwert
http://packages.qa.debian.org/k/konwert.html
http://packages.debian.org/sid/nkf
http://qa.debian.org/popcon-graph.php?packages=nkf
http://packages.qa.debian.org/n/nkf.html
http://packages.debian.org/sid/tcs
http://qa.debian.org/popcon-graph.php?packages=tcs
http://packages.qa.debian.org/t/tcs.html
http://packages.debian.org/sid/unaccent
http://qa.debian.org/popcon-graph.php?packages=unaccent
http://packages.qa.debian.org/u/unaccent.html
http://packages.debian.org/sid/tofrodos
http://qa.debian.org/popcon-graph.php?packages=tofrodos
http://packages.qa.debian.org/t/tofrodos.html
http://packages.debian.org/sid/macutils
http://qa.debian.org/popcon-graph.php?packages=macutils
http://packages.qa.debian.org/m/macutils.html
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ImE(E =53

ASCII EREMRBRIE

UTF-8 E"Fﬁﬁiﬁfﬂ’ﬁ%?%ﬂﬁézéz

1SO-8859-1 ENARRESIZ®E, ASCII+ E%f&%ﬁ

1SO-8859-2 ENREGESIZ®E, ASCII+ ER 1998

1SO-8859-15 ENE BT RI AR S 122 (1S0O-8859-1)

J— code page 850, FAIRPEERFE = HIMEX DOS B BEFIF T,

1SO-8859-1 BYE8E
CP932 code page 932, HEE Microsoft Windows F4 Shift-JIS £ 52
code page 936, FﬁﬁAF‘i RER XM EE R R AR GB2312,

CP936 GBK Z GB18030 fygtae
. code page 949, FAMREEREMIMIRIEFERAREIZE) EUC-KR (&
Unified Hangul Code H%£52
CP950 code page 950, FHMREFEPXHY
CP1251 code page 1251, FIREER N o
P15 code page 1252, FﬁﬁAEj’EEEE'J%EM'F%?%ﬂ*&E'J
1SO-8859-15 HyLsee
KOI8-R FARAEREFEIEHE UNIX 128
1SO-2022-JP HXE R E RS, RfEM7 14{_77_1:%
eucJP ZHH UNIX f£%/9 8 fiifizscZH, #0 Shift-JIS T®EAR[E
Shift-JIS H3Z JIS X 0208 Fffex 1 122 (2 K CPI32)
Table 11.2: 4RS{EFIAIERVTITR
pES

— R AR IEENER, ENRIFABRSRIENE B 8.1).

& ASCII #1 1SO-8859 IEEANEMTTAHANFITE, FmBMNFITELTIENER—HSEE,

HRSFMF s, thinik, AR BEX/ IS X 0213, SKAREAR S FiB =R Universal Character Set (UCS, Unicode,
1SO-10646-1) , B2 @RS H R R F I EMBIAITTEE R,

« H3H EUC F1 ISO/IEC 2022 (1B #5584 JIS X 0202)
 Unicode B9 UTF-8, UTF-16/UCS-2 #1 UTF-32/UCS-4 #rh%

I LB, FREMFTHIBEZETZRENER,
HRELHERBRMS, code page RIFAFITARISRIEIZETIRER.

£

iR, KEDWIBRATLE ASCI 1Y 7 (IFTHIRERMRES, BB LIS, NRIRIEBE TR shift-JIS 4RiS
B, BEMNEX CESIENHM URL EH, B UTF-8 18, (RFEEERA"CPI32" {FRMRISR R B shift-JIs”
RISTNHAERIASR 1 0x5C - "\"Fl Ox7E - "~". BE|, BLAGKENAIERNF T,

B
recode(l) el EEHRER Y B RNEER iconv(l), fromdos(l), todos(l), frommac(l) #1 tomac(l) INEERY4E
5. BEEBESERM, 552 R"info recode’,

11.1.2 Hiconv IEBERXRIENE UTF-8 45

fREEsDEIBIN FHE< A iconv(l) RIBE—EXFIERZTZR UTF-8 4RESHY,



https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/ISO/IEC_8859-1
https://zh.wikipedia.org/wiki/ISO/IEC_8859-2
https://zh.wikipedia.org/wiki/ISO/IEC_8859-15
https://zh.wikipedia.org/wiki/ISO/IEC_8859-1
https://zh.wikipedia.org/wiki/Code_page_850
https://zh.wikipedia.org/wiki/ISO/IEC_8859-1
https://zh.wikipedia.org/wiki/Code_page_932
https://zh.wikipedia.org/wiki/Shift_JIS
https://zh.wikipedia.org/wiki/Code_page_936
https://zh.wikipedia.org/wiki/GB2312
https://zh.wikipedia.org/wiki/GBK
https://zh.wikipedia.org/wiki/GB18030
https://zh.wikipedia.org/wiki/Code_page_949
https://zh.wikipedia.org/wiki/Extended_Unix_Code#EUC-KR
https://zh.wikipedia.org/wiki/Code_page_950
https://zh.wikipedia.org/wiki/Big5
https://zh.wikipedia.org/wiki/Windows-1251
https://zh.wikipedia.org/wiki/Windows-1252
https://zh.wikipedia.org/wiki/ISO/IEC_8859-15
https://zh.wikipedia.org/wiki/KOI8-R
https://zh.wikipedia.org/wiki/ISO/IEC_2022
https://zh.wikipedia.org/wiki/Extended_Unix_Code
https://zh.wikipedia.org/wiki/Shift_JIS
https://zh.wikipedia.org/wiki/Shift_JIS
https://zh.wikipedia.org/wiki/Code_page_932
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ISO/IEC_8859
https://zh.wikipedia.org/wiki/Character_encoding
https://zh.wikipedia.org/wiki/JIS_X_0213
https://zh.wikipedia.org/wiki/Universal_Character_Set
https://zh.wikipedia.org/wiki/Universal_Character_Set
https://zh.wikipedia.org/wiki/Extended_Unix_Code
https://zh.wikipedia.org/wiki/ISO/IEC_2022
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/UTF-16/UCS-2
https://zh.wikipedia.org/wiki/UTF-32/UCS-4
https://zh.wikipedia.org/wiki/Code_page

Debian 2= F 199 /232

$ iconv -f utf8 -t utf8 input.txt >/dev/null || echo ”"non-UTF-8 found”

BR
£ L EBEIFHER"- -verbose” 28R %25 —1{& non-UTF-8 Ft,

11.1.3 £ iconv EiiES

ERR—ERARE, EE—B#FR T, BEENFRRRRAR TEINERRS, BRAIRNK UTF-8.

#1/bin/sh
ENCDN=1s0-8859-1
for x in *;
do
mv "$x” "$(echo "$x” | iconv -f $ENCDN -t utf-8)"
done

"$SENCON” EHTEETHEZNFRRR T, EREANRRRE, RRE 1.2

HREMEROER, HEAEENRISFS mount(8) MEIR (2 REN 8.1.3) RINFEZBERERIMERZRMR (Lt
SNER, HERE EEV—EDEE), M cp -a” FLREBCHNEEANTEISIM—EFER UTF-8 BISIERRAK L.

11.1.4 BT

XFERWBN, [BRITE (RITH) M5, BFEB/UN.

= 4= Fehe =l jyrayre [y
TE TR | =T | TS | 16386
Debian (unix) LF N 10 0A
MSDOS #1 Windows | CR-LF AMA] 1310 0D 0A
$ESRAY Macintosh CR AM 13 0D

Table 11.3: NEFEEMIRITAHRIIIR

BITTFERIER, fromdos(1), todos(l), frommac(1), ¥1 tomac(l), RHEEHE. recode(l) L2 EAHM,

=
£ Debian R4t LHI—LEER, 3l python-moinmoin BXEEEIAY wiki EEER, R MSDOS zU#kHY CR-LF %
RITAT4mES. FICA, EERRAIEER —EEARA,

iE
RER4mEEeE (ELgl: vim, emacs, gedit, ---) BE30iERRARIE MSDOS TVRRIIRITRFIE SR,

RBR
#HGES MSDOS F Unix SEERUIESE, #4—2 MSDOS #1718, {E"sed -e '/\r$/!1s/$/\r/"" RE
todos(1) LLEWF, (BIaN, 7E{ER diff3(1) BiEm{E MSDOS RiERIiER%E.) ERE% todos AR BERITIEM
CR.
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ThEE bsdmainutils coreutils
EHRTERRTE “col -x” expand
IR “col -h” unexpand

Table 11.4: bsdmainutils Fl coreutils BRI ARE TAB HIFESTIE

11.1.5 TAB #Eif

BEE—LEEih TAB B BMEEXTH,
indent B1FAY indent(1) LR EFIZ L C BRAHPHITHE,

130 vim F0 emacs ERMVAREZEREE, RIUAMEFIRIER TAB, = vim 3R, (REESHIZIEFE#AN": set expandtab”
07 :%retab” 58S RIER TAB, RFILARIEFH# A :%set noexpandtab” F1”:%retab” ¥§$RIER,

11.1.6 wHBEERINGENARIES
& vim SRR E R iRE RS2 A E AR H s RIZE RIS R R A A TERIE . (REZRIESIE UTF-8
ARIBRVIZHIE LILTE UTF-8 IRIG T (£ RIS L AR iE 3 RIERRITFIIHERIE,

BA latin1 (iso-8859-1) #RASFAFAIEFERFESHY Unix XFHER, “u-file.txt”, BEBBWM TR vim B5HY
fmEE,

$ vim u-file.txt
B EEMES vim BIER4mES B g RIS S REESRE UTE-8 #ri%, MRELHK T, BREER latinl 4wiS.
A latin2 ( iso-8859-2 ) AmAS{ETFHIE RRERENY Unix XFHER, “pu-file.txt”, BE@EBINFETRAIA vim 4REE,

$ vim ’'+e ++enc=latin2 pu-file.txt’

BA eucIP #miSATFHIE HEEH Unix XFIER, "ju-file.txt”, BEBIBINTAT/REIA vim 4RéE,

$ vim '+e ++enc=eucJP ju-file.txt’

CAFTEBRY shift-JIS 4mAS (BRELIAVERIER : CPI32) 7FAVE HEE MS-Windows X FIEE, “jw-file. txt”, BEEBYU
TEUREIA vim 4REE,

$ vim '+e ++enc=CP932 ++ff=dos jw-file.txt’

= —(EtERA vim FERHET B ++enc” FI7++ 7 38IH, £ VimEBELIBEA:w ESEURBAFEFERLES
BERER, (Fhe]AE Vim 5B ERFERREMBN, F, 7w ++enc=utf8 new.txt”,

B0 vim 5 EEBTRE mbyte.rxt, ” SATTANTRIE MR 1125088 ++enc” ERANALENEN,
emacs ZKERIFEIVEESN B IR B #AIINEE,
11.1.7 REMNF

MTFTRBA web BEELIEEEHUMXFIER, St Web FIEEHCIHE ZE web EEPEREM grep(l) AIEFRE
Unix XFTHE, UTHESRIFEEAN,

$ w3m -dump https://www.remote-site.com/help-info.html >textfile

B, RAIAMERI AR TREEEMBINRIEXFEN.

11.1.8 SRR AXFEN

fRE] AE@ I F AR RERIEB A FER,
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i ATE XAV | BAER Ih&e
R _ » FEA A 7
w3m V:15,1:187 | 2828 | html - text ?; w3m -dump” 218 HTML L3 X FH8iR
html2text V:3, I:51 274 html  text P& HTML E[SXFFERRIEIRES (1S08859-1)
» - 3 EXAXFHE
lynx V23, 1:317 | 1935 | html text fE%éy”X dump” #2238 HTML Bt A3 HK
"eli - -3 HEAXFH
elinks V4, 1:21 1653 | html - text i e}lnks dump” #2238 HTML BL A3
PEIAEE
9 4 _ » TEAN x
links V:3, 1:29 2314 | html - text }flgél”ks dump” #2235 HTML BL 230 HI%
A7
» 4 _ » FEAN = K
links2 Vi1, 1212 5492 | html - text g;&;%lgnksz dump” 218 HTML Bt 5
x
catdoc V:14,1:151 | 686 MSWord — text, 8%, MSWord 1& 2 2 48 3 75X, TeX fo 2
antiword Vi1, [:8 589 | MSWord — text, B8, MSWord 1822 2145 X F 5K ps T ae
pstotext V0, I:1 122 ps/pdf - text | & PostScript #1 PDF ¥& 3 #% & i X =F
unhtml V-0, 1.0 40 html  text E—E HTML e EEMRIECIRE
odt2txt V:2,1:36 60 odt — text AR ERR X FRANELSE
Table 11.5: AR FEM T AYIER
] MITE XV | EASER Bz
F”:source
vim-runtime V:19,1:400 | 36003 | &% $VIMRUNTIME/syntax/html.vim” Vim E£E35
SHE{Y[RIAFEEI HTML
cxref V:0, I:0 1190 | c—html & CTEVE latex #1 HTML FUE8#2E (CRES
src2tex V:0, I:0 622 =] EIRTZ[RIAEE] TeX (CEES
: - SRS B = R~ HTML, XHTML,
source-highlight y., .o 1989 | B= LaTeX, Texinfo, ANSI EBB#8% 531 DocBook 1%
% (C++)

; ; O N E T 2R RE A F A o ra/nl HTML,
highlight Vi, I:6 1360 | &%= XHTML, RTF, LaTeX, TeX or XSL-FO &2, (C++)
gre V20, I:4 208 téxﬂt,; BR | miE A @RS AR (Python)
pandoc V:9, 1:45 180326/ text— any BEAECE{LES (Haskell)
python3-docutils .5 1oy | 1804 | textoany | EHEXTZHE] XML (Python)
markdown V:0, 1.9 58 text - html Markdown X FXHFZ] (X)HTML (Per])
asciidoctor V0, I.7 98 text - any AsciiDoc XFXHFEINLE] XML/HTML (Ruby)
python3-sphinx | V:6,1:23 2755 | text—any ERXHEREL AL (Python) ERRXF
hugo V:0, [:5 68990 | text— html E R Markdown FIFFEEUREEZE T 22 4% (Go)

Table 11.6: HRANFERNTEIIR



http://packages.debian.org/sid/w3m
http://qa.debian.org/popcon-graph.php?packages=w3m
http://packages.qa.debian.org/w/w3m.html
http://packages.debian.org/sid/html2text
http://qa.debian.org/popcon-graph.php?packages=html2text
http://packages.qa.debian.org/h/html2text.html
http://packages.debian.org/sid/lynx
http://qa.debian.org/popcon-graph.php?packages=lynx
http://packages.qa.debian.org/l/lynx.html
http://packages.debian.org/sid/elinks
http://qa.debian.org/popcon-graph.php?packages=elinks
http://packages.qa.debian.org/e/elinks.html
http://packages.debian.org/sid/links
http://qa.debian.org/popcon-graph.php?packages=links
http://packages.qa.debian.org/l/links.html
http://packages.debian.org/sid/links2
http://qa.debian.org/popcon-graph.php?packages=links2
http://packages.qa.debian.org/l/links2.html
http://packages.debian.org/sid/catdoc
http://qa.debian.org/popcon-graph.php?packages=catdoc
http://packages.qa.debian.org/c/catdoc.html
http://packages.debian.org/sid/antiword
http://qa.debian.org/popcon-graph.php?packages=antiword
http://packages.qa.debian.org/a/antiword.html
http://packages.debian.org/sid/pstotext
http://qa.debian.org/popcon-graph.php?packages=pstotext
http://packages.qa.debian.org/p/pstotext.html
http://packages.debian.org/sid/unhtml
http://qa.debian.org/popcon-graph.php?packages=unhtml
http://packages.qa.debian.org/u/unhtml.html
http://packages.debian.org/sid/odt2txt
http://qa.debian.org/popcon-graph.php?packages=odt2txt
http://packages.qa.debian.org/o/odt2txt.html
http://packages.debian.org/sid/vim-runtime
http://qa.debian.org/popcon-graph.php?packages=vim-runtime
http://packages.qa.debian.org/v/vim-runtime.html
http://packages.debian.org/sid/cxref
http://qa.debian.org/popcon-graph.php?packages=cxref
http://packages.qa.debian.org/c/cxref.html
http://packages.debian.org/sid/src2tex
http://qa.debian.org/popcon-graph.php?packages=src2tex
http://packages.qa.debian.org/s/src2tex.html
http://packages.debian.org/sid/source-highlight
http://qa.debian.org/popcon-graph.php?packages=source-highlight
http://packages.qa.debian.org/s/source-highlight.html
http://packages.debian.org/sid/highlight
http://qa.debian.org/popcon-graph.php?packages=highlight
http://packages.qa.debian.org/h/highlight.html
http://packages.debian.org/sid/grc
http://qa.debian.org/popcon-graph.php?packages=grc
http://packages.qa.debian.org/g/grc.html
http://packages.debian.org/sid/pandoc
http://qa.debian.org/popcon-graph.php?packages=pandoc
http://packages.qa.debian.org/p/pandoc.html
http://packages.debian.org/sid/python3-docutils
http://qa.debian.org/popcon-graph.php?packages=python3-docutils
http://packages.qa.debian.org/p/python3-docutils.html
http://packages.debian.org/sid/markdown
http://qa.debian.org/popcon-graph.php?packages=markdown
http://packages.qa.debian.org/m/markdown.html
http://packages.debian.org/sid/asciidoctor
http://qa.debian.org/popcon-graph.php?packages=asciidoctor
http://packages.qa.debian.org/a/asciidoctor.html
http://packages.debian.org/sid/python3-sphinx
http://qa.debian.org/popcon-graph.php?packages=python3-sphinx
http://packages.qa.debian.org/p/python3-sphinx.html
http://packages.debian.org/sid/hugo
http://qa.debian.org/popcon-graph.php?packages=hugo
http://packages.qa.debian.org/h/hugo.html
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11.2 XML &%}

ERRIZECEES Extensible Markup Language (XML) = —fE1ZiLE S, ARSB&EEBLENNXXG,
£ XML.COM &R N 4BE .

. ” ftEEE XML?”

- ” ftEER XSLT?”

* 7 {TEE 2 XSL-FO?”

« 7 fHERE XLink?”

11.2.1 XML BHEXRETR

XML X FERRELSR HTML. EReERMAERE —EXHNS @R, —EHERN XML R4 =2 docbook-xs1 ¥
§28, HmIEEER.

B—{8 XML {ERER T ERE XML E5/1A,
<?xml version="1.0" encoding="UTF-8"?>

XML STEHEAREEZR X TENSG R,

<name attribute="value”>content</name>

ABRZM XML TEH, ERATENEBIRLC.

<name attribute="value” />

TEAFH7attribute="value”” 27]EH],
XML #HMEEESRS, SR TENENIFC.

<!-- comment -->

ANERIBIFE, XML ELEREREERERENAETRENLTIFT,

FAEEERE E{LR=F T
&quot; " Bl
&apos; SR
&1t; <: VISR
&gt; > KhiR5E
&amp; &: &3FE

Table 11.7: XML JEEEB 127K

“<” \ESZ “&” ANBETERBM (attributes ) B{ITE (elements ) F{EH,

i
E SCGML XBEMERAEEEER, ttilgsome-tag;”, WEANEE, F—EEEEEBEHEN. B
FE’<IENTITY some-tag ”"entity value”>" BRR,

i
[l
R



https://zh.wikipedia.org/wiki/XML
https://www.xml.com/
https://www.xml.com/pub/a/98/10/guide0.html
https://www.xml.com/pub/a/2000/08/holman/index.html
https://www.xml.com/pub/a/2002/03/20/xsl-fo.html
https://www.xml.com/pub/a/2000/09/xlink/index.html
https://zh.wikipedia.org/wiki/HTML
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ES
HEXML EER—BRERE—ZHERES (—LEMMERNBE(E ), £ Extensible Stylesheet Language
Transformations (XSLT) R#EzZ| 5 5h—{E XML, 2 —ERMAEEETE.

11.2.2 XML FEIE

B2 THEARIUAREIE XML 185, tbilsi: sIHE7RHRIUZREES Extensible Stylesheet Language (XSL).
—B{REI T —EFRIMIE) XML 185, BEAR LRE, REFILAMER rIiERKINRE S B Extensible Stylesheet
Language Transformations (XSLT), #&E IR ERE,

BRI T IE7E TR 5 S Extensible Stylesheet Language for Formatting Objects (XSL-FO) R FARIEAIZRL AR
RFIFE. fop BREEELLL Debian main 12 REZEH, EABEMKFE Java ZINEES. LaTeX BB E ¢ XML £ XSLT
%Y, LaTe BRACRERAREI DVI, PostScript #1 PDF S48 7] 7l ENAIES,

e MITE XAV | EAsEE 5 BH
docbook-xm1 1:397 2134 | xml DocBook fJ XML XHEIFIEZ (DTD )
T {8EF XSLT #% DocBook XML Bz P2 Ry & FE (i ig 1,
docbook-xs1l V:13, 1:144 14851 | xml/xslt B XSL izt
EST R aX=F,
xsltproc V:17, 1:79 162 xslt ;SéT P FIREIEES (XML - XML, HTML, #XF,
=TT
xmlto V0, I:14 130 xml/xslt R XSLT 7% XML EIRZ[FERNEREE
fop V0, I:12 285 xml/xsl-fo #8313 Docbook XML &= %] PDF
&7 = 3 g
dblatex V:3, 1:10 4643 | xml/xslt 2P XSLT # Docbook FE588IR% DVI, PostScript,
PDF {4
dbtoepub V:0, I:0 37 xml/xslt DocBook XML Z1.epub Ei&

Table 11.8: XML T B7%|%&

B XML 2 2% 581250558 = Standard Generalized Markup Language (SGML)R)—{BF 5, AR EIE SGML MiEZR T
B, theEsapEIE XML, tbaN:R XX RES FI#REEEES Document Style Semantics and Specification Language (DSSSL).

EREEE TATE X | BASEE an BH
openjade Vi1, 1227 1019 | dsssl ISO/IEC 10179:1996 f£%E DSSSL iRIEzs (B FHY)
{#H DSSSL &I DocBook XML 2 & 7&H L8
docbook-dsssl V0, I:13 2605 xml/dsssl B DSSSL Kt
DocBook TEHITEE, BFEEA DSSSL FIE#
docbook-utils V:0, I:10 287 xml/dsssl EERIX (HTML, RTF, PS, man, PDF) fY
docbook2* 1%
sgm12x V:0, I:0 90 SGML/dsssl | SGML #1 XML {#F DSSSL BRI

Table 11.9: DSSSL T B3I

B
GNOME K9 yelp {F{EAE59 75 {ERE HEEEEN DocBook XML 183, EREAEFIUMK X EBBEENESR,

11.2.3 XML ZEHHEEY

ERTEIYFE, (REesaitE MV HTML 3 XML &8,



https://zh.wikipedia.org/wiki/XSL_Transformations
https://zh.wikipedia.org/wiki/XSL_Transformations
https://zh.wikipedia.org/wiki/Extensible_Stylesheet_Language
https://zh.wikipedia.org/wiki/XSL_Transformations
https://zh.wikipedia.org/wiki/XSL_Transformations
https://zh.wikipedia.org/wiki/XSL_Formatting_Objects
https://zh.wikipedia.org/zh-tw/Java
http://packages.debian.org/sid/docbook-xml
http://qa.debian.org/popcon-graph.php?packages=docbook-xml
http://packages.qa.debian.org/d/docbook-xml.html
http://packages.debian.org/sid/docbook-xsl
http://qa.debian.org/popcon-graph.php?packages=docbook-xsl
http://packages.qa.debian.org/d/docbook-xsl.html
http://packages.debian.org/sid/xsltproc
http://qa.debian.org/popcon-graph.php?packages=xsltproc
http://packages.qa.debian.org/x/xsltproc.html
http://packages.debian.org/sid/xmlto
http://qa.debian.org/popcon-graph.php?packages=xmlto
http://packages.qa.debian.org/x/xmlto.html
http://packages.debian.org/sid/fop
http://qa.debian.org/popcon-graph.php?packages=fop
http://packages.qa.debian.org/f/fop.html
http://packages.debian.org/sid/dblatex
http://qa.debian.org/popcon-graph.php?packages=dblatex
http://packages.qa.debian.org/d/dblatex.html
http://packages.debian.org/sid/dbtoepub
http://qa.debian.org/popcon-graph.php?packages=dbtoepub
http://packages.qa.debian.org/d/dbtoepub.html
https://zh.wikipedia.org/wiki/SGML
https://zh.wikipedia.org/wiki/Document_Style_Semantics_and_Specification_Language
http://packages.debian.org/sid/openjade
http://qa.debian.org/popcon-graph.php?packages=openjade
http://packages.qa.debian.org/o/openjade.html
http://packages.debian.org/sid/docbook-dsssl
http://qa.debian.org/popcon-graph.php?packages=docbook-dsssl
http://packages.qa.debian.org/d/docbook-dsssl.html
http://packages.debian.org/sid/docbook-utils
http://qa.debian.org/popcon-graph.php?packages=docbook-utils
http://packages.qa.debian.org/d/docbook-utils.html
http://packages.debian.org/sid/sgml2x
http://qa.debian.org/popcon-graph.php?packages=sgml2x
http://packages.qa.debian.org/s/sgml2x.html
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/DocBook
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e mITE AN | B Bz
man2html V0, I:1 135 | M FWE | FmEs) Bi32 (1B
0, I: - himl % man EZ| HTML BY#8#223 (218 CGI)
doclifter V:0, I:0 451 troff — xml troff 2] DocBook XML BYEE#a3S
texi2html V:0, .6 1847 | texi— html & Texinfo ] HTML RIEEHAES
info2www Vi1, 1:2 74 info — html € GNU info E] HTML BVE8IRES (X1, CGI)
WV V0. I:5 733 MSWord RTE Word 18 V2] HTML, LaTeX, S8 HITER
o EfTHE IR,
unrtf V0, I:3 148 rtf — html & RTF 2] HTML ZREIRES
WordPerfect | WordPerfect 5.0 1 5.1 f&2= 2l TeX, LaTeX, troff,
Wp2X V:0, L0 200 EEER GML #0 HTML

Table 11.10: XML &EFHEEN T E3IZER
11.2.4 XML BHeE

$HYHE XML B9 HTML $£2, {REe4EIRT M4 XHTML, XHTML 2 —EMEZERER XML |18, XHTML BESa 4
XML TEERE.

XML {ERIEEMACFIPEEIR URL RUTEM, SHWRIEE,

iR TATE XV | Inge Bz
. : o fE xm1lint(1) B XML FEL3 T E GEERE,
libxml2-utils V21, 1:212 180 xmlﬁhtmlexhzﬁg;*%ﬁﬂg, 1B,
tidy V:1, 1.9 84 xml o« html o xh##TML B &R EFEFHIENT
weblint-perl V-0, I:1 32 BE FiS HTML RU/NI5HYEE £ B 88
TinkTlint V:0, 1.0 343 BERE TRIEFVAIIRAEE T E B RS Es

Table 11.11: XML ZE{IIENT AYIR

—BEER XML £, BERIFEHNAESE, (REEER XSLT KATRNER.

11.3 HEhR

Unix E#Y troff IR RYIZH AT&T R E]FEN, sJARAMEERR, BERAREILIFHRE.

Donald Knuth 22BAfY Tex 2IEF@ANMHR T E W RER L191E%, =Y H Leslie Lamport FAZEHY LaTex {H15{F
EHoJURAHFERFIE Tex BI38EKINEE,

EREEEL TATE XN | EA#EE AR
texlive V33, 1:36 56 (La)TeX FRRHER. TEEFNZIENE Te B2 LR E
groff V:2,1:38 20720 | troff GNU troff X FIRINHX R LR

Table 11.12: HEhR T ERIFIFR

11.3.1 roff HERR

FE@mER L, roff R Unix EFXFBNNFERIBRA.ZR rof f(7), groff(7), groff(1),grotty(l), troff(1), groff_mdoc(7),
groff_man(7), groff_ms(7), groff_me(7), groff_mm(7) #1”info groff”,

LR grof fERREEILAR  (REN " -me” ERIESHEERR — M N EMIREFM, I ER"/usr/share/doc/groff/”,



http://packages.debian.org/sid/man2html
http://qa.debian.org/popcon-graph.php?packages=man2html
http://packages.qa.debian.org/m/man2html.html
http://packages.debian.org/sid/doclifter
http://qa.debian.org/popcon-graph.php?packages=doclifter
http://packages.qa.debian.org/d/doclifter.html
http://packages.debian.org/sid/texi2html
http://qa.debian.org/popcon-graph.php?packages=texi2html
http://packages.qa.debian.org/t/texi2html.html
http://packages.debian.org/sid/info2www
http://qa.debian.org/popcon-graph.php?packages=info2www
http://packages.qa.debian.org/i/info2www.html
http://packages.debian.org/sid/wv
http://qa.debian.org/popcon-graph.php?packages=wv
http://packages.qa.debian.org/w/wv.html
http://packages.debian.org/sid/unrtf
http://qa.debian.org/popcon-graph.php?packages=unrtf
http://packages.qa.debian.org/u/unrtf.html
http://packages.debian.org/sid/wp2x
http://qa.debian.org/popcon-graph.php?packages=wp2x
http://packages.qa.debian.org/w/wp2x.html
http://packages.debian.org/sid/libxml2-utils
http://qa.debian.org/popcon-graph.php?packages=libxml2-utils
http://packages.qa.debian.org/libx/libxml2-utils.html
http://packages.debian.org/sid/tidy
http://qa.debian.org/popcon-graph.php?packages=tidy
http://packages.qa.debian.org/t/tidy.html
http://packages.debian.org/sid/weblint-perl
http://qa.debian.org/popcon-graph.php?packages=weblint-perl
http://packages.qa.debian.org/w/weblint-perl.html
http://packages.debian.org/sid/linklint
http://qa.debian.org/popcon-graph.php?packages=linklint
http://packages.qa.debian.org/l/linklint.html
https://zh.wikipedia.org/wiki/Troff
https://zh.wikipedia.org/wiki/TeX
https://zh.wikipedia.org/wiki/LaTeX
http://packages.debian.org/sid/texlive
http://qa.debian.org/popcon-graph.php?packages=texlive
http://packages.qa.debian.org/t/texlive.html
http://packages.debian.org/sid/groff
http://qa.debian.org/popcon-graph.php?packages=groff
http://packages.qa.debian.org/g/groff.html
https://zh.wikipedia.org/wiki/Roff
https://zh.wikipedia.org/wiki/Macro_(computer_science)
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N
"groff -Tascii -me -"EiHiHHE ANSI BRIBIMENTF, NRIREE manpage HEHHHEFZH" #"_", B
B{ERE 54 GROFF_NO_SGR=1 groff -Tascii -me -",

VN
MRBEBR groff £MAINXFERFRYH F1"_", £A"col -b -x" RBIEE,

11.3.2 TeX/LaTeX

Tex Live BBBIRH T 25580 Te EALSRE. texlive STERE TeX Live FEI—255), BRERMMENHEEHR,
BEEBFFZ A TeX # LaTeX W2EE ¥,

* The teTeX HOWTO: The Linux-teTeX Local Guide

« tex(1)

« latex(1)

« texdoc(1)

« texdoctk(1)

+ ”The TeXbook”, Y& Donald E. Knuth, (Addison-Wesley)

+ “LaTeX - A Document Preparation System”, YE& Leslie Lamport, (Addison-Wesley)

+ “The LaTeX Companion”, fE#& Goossens, Mittelbach, Samarin, (Addison-Wesley)

ERRMAIHRIRIE, 2 SGML REFICEFRAEREFRIEZET R, lyx MEEREMM Lyx F texmacs EXFEE
IRftAY GNU TeXmacs #3% LaTeX 12t T IEE A E#HAIFT RENFTISHMRIEIRIE, AMETS AL Emacs # Vim {ERHIR
IRTBAREE RS,

B 2R LERFE,

» TEX Live Guide - TEX Live 2007 (”/usr/share/doc/texlive-doc-base/english/texlive-en/live.html”)
(texlive-doc-base &)

« Latex/Lyx B9 —{ElfjEE$55|
« (M LaTeX EITXERIE

EXHEBEKE, TeX BRIEHEE, RYAEE"/etc/texmf/texmf.cnf” FIEHN pool FIK/ (EBRELNHIERFE R 4R
EgE”/etc/texmf/texmf.d/95NonPath” i H#A1T update - texmf(8)) RIEIE L RE,

e

The TeX source of "The TeXbook” is available at www.ctan.org tex-archive site for texbook.tex. This file contains
most of the required macros. | heard that you can process this document with tex(1) after commenting lines 7 to
10 and adding "\input manmac \proofmodefalse”. It's strongly recommended to buy this book (and all other
books from Donald E. Knuth) instead of using the online version but the source is a great example of TeX input!

11.3.3 E=EMSIENFME
(REES AN T EE— BB S TEENRIL HE= 1S ENFEME,

$ man -Tps some_manpage | lpr



https://zh.wikipedia.org/wiki/轉義序列
https://zh.wikipedia.org/wiki/TeX_Live
https://zh.wikipedia.org/wiki/TeX_Live
https://zh.wikipedia.org/wiki/TeX
https://zh.wikipedia.org/wiki/LaTeX
https://tldp.org/HOWTO/TeTeX-HOWTO.html
https://zh.wikipedia.org/wiki/Standard_Generalized_Markup_Language
https://zh.wikipedia.org/wiki/Lyx
https://zh.wikipedia.org/wiki/GNU_TeXmacs
https://zh.wikipedia.org/wiki/LaTeX
https://zh.wikipedia.org/wiki/WYSIWYG
https://zh.wikipedia.org/wiki/Emacs
https://zh.wikipedia.org/wiki/Vim_(text_editor)
https://www.stat.rice.edu/~helpdesk/howto/lyxguide.html
https://www-h.eng.cam.ac.uk/help/tpl/textprocessing/latex_basic/latex_basic.html
https://www.ctan.org/tex-archive/systems/knuth/dist/tex/texbook.tex
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11.3.4 ENFME

&= AL troff ARV FME (manpage ) AJEER), EEERE —LHEMWENERRENFHE,

HEe RITE K| BESEE B3]
SGML - man | & DocBook SGML 2l roff FHE EERSHER
docbook-to-man V0, 1:8 191
e FHE 25
text - man [ P .
help2man V:0, I:7 542 EME iBi@ --help 2 BEF}EMFMENTER
info2man V:0, I:0 134 ;fﬁ)ﬁ%man ## GNU info 3 POD S{E M EHyEE e
. text - man . — &=t
txt2man V:0, I:0 112 EHWE {B4E¥ERY ASCII X FE{ AFMERS

Table 11.13: B FMEMNT AEYIFR

11.4 TOJENRIAYE ¥

7£ Debian 24, AJFENAIE #4RE PostScript #& VY, E4FLIE PostScript ENFR4#%, i@ F Unix JIEJZR 4 (CUPS) {EH
Ghostscript fEZRH & E X MEIETE,

11.4.1 Ghostscript

RRIERTENRIBYE #8980 R Ghostscript PostScript Hi#28, 'EHRESNERM AR

EREEE ATE K| FREA
ghostscript V:169, 1:581 | 179 GPL Ghostscript PostScript/PDF E 7= z3
ghostscript-x V:3, 1:40 87 GPL Ghostscript PostScript/PDF Bz za-X BE/R X 15

Tibpoppleri62 V:19,1:148 | 4274 | PDF ;8%& (xpdf PDF ZIERHIN %)
Uibpoppler-glib8l y.,00 1450 | 484 | PDF B#E ( B Glib HHE=E)
poppler-data V:131,1:606 | 13086 | FAhS PDF JEZ[EHRT CMaps (CJK Z#&: Adobe-*)

Table 11.14: Ghostscript PostScript B 22871 &

<IN
"gs -h” 29887~ Ghostscript FIFAEEE .,

11.4.2 &1#mM{E PS sk PDF 1&3

{REES{E A Ghostscript F#Y gs(1) R & M{E PostScript(PS) 2 A] 18 X EH& T ( PDF) 183,

$ gs -gq -dNOPAUSE -dBATCH -sSDEVICE=pswrite -sOutputFile=bla.ps -f fool.ps foo2.ps
$ gs -q -dNOPAUSE -dBATCH -sDEVICE=pdfwrite -sOutputFile=bla.pdf -f fool.pdf foo2.pdf

E
PDF RRAERENEFEFEIRMNERISI, EAE LRTE —LERIMFUNIBEFRIELE T PS 1838,



https://zh.wikipedia.org/wiki/Troff
http://packages.debian.org/sid/docbook-to-man
http://qa.debian.org/popcon-graph.php?packages=docbook-to-man
http://packages.qa.debian.org/d/docbook-to-man.html
http://packages.debian.org/sid/help2man
http://qa.debian.org/popcon-graph.php?packages=help2man
http://packages.qa.debian.org/h/help2man.html
http://packages.debian.org/sid/info2man
http://qa.debian.org/popcon-graph.php?packages=info2man
http://packages.qa.debian.org/i/info2man.html
http://packages.debian.org/sid/txt2man
http://qa.debian.org/popcon-graph.php?packages=txt2man
http://packages.qa.debian.org/t/txt2man.html
https://zh.wikipedia.org/wiki/PostScript
https://zh.wikipedia.org/wiki/Common_Unix_Printing_System
https://zh.wikipedia.org/wiki/Ghostscript
https://zh.wikipedia.org/wiki/PostScript
http://packages.debian.org/sid/ghostscript
http://qa.debian.org/popcon-graph.php?packages=ghostscript
http://packages.qa.debian.org/g/ghostscript.html
https://zh.wikipedia.org/wiki/Ghostscript
http://packages.debian.org/sid/ghostscript-x
http://qa.debian.org/popcon-graph.php?packages=ghostscript-x
http://packages.qa.debian.org/g/ghostscript-x.html
http://packages.debian.org/sid/libpoppler102
http://qa.debian.org/popcon-graph.php?packages=libpoppler102
http://packages.qa.debian.org/libp/libpoppler102.html
http://packages.debian.org/sid/libpoppler-glib8
http://qa.debian.org/popcon-graph.php?packages=libpoppler-glib8
http://packages.qa.debian.org/libp/libpoppler-glib8.html
http://packages.debian.org/sid/poppler-data
http://qa.debian.org/popcon-graph.php?packages=poppler-data
http://packages.qa.debian.org/p/poppler-data.html
https://zh.wikipedia.org/wiki/CJK_characters
https://zh.wikipedia.org/wiki/PostScript
https://en.wikipedia.org/wiki/PDF
https://en.wikipedia.org/wiki/PDF
https://zh.wikipedia.org/wiki/PostScript
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BR
HRIESIIRER, psmerge(l) #l psutils BFRIEIESEIRIE PostScript X 4B EE A/, pdftk B/
pdftk(1l) EEEIE PDF X4HIRFHRE R ZRETF R,

11.4.3 EREFEIRIERNNTAR

MNTREIEAJENRIEHNTRYIR,

EREEE mITE XA | EEEEE a7 AR
s ] ] pdf - ps,text, | PDF THE: pdftops, pdfinfo, pdfimages,
poppler-utils V:167,1:468 | 717 pdftotext, pdffonts
psutils V:5, .70 219 ps—ps PostScript fEREIRTH
poster V:0, I:3 57 ps — ps H PostScript B 2{EXELEIR
N =34 ; =]
enscript VL 14 5130 | text—ps, 2 1d ASCII X ZF % PostScript, HTML, RTF 5%
html, rtf Pretty-Print
{ERIXF RN PostScript’ BRI HBEEHEEAR
2 1L, L1 7 - o
azps V:1, [:10 3979 text — ps SEITIENTRSt
pdftk 1:38 28 pdf — pdf PDF XHE#TH: pdftk
htm12ps V0, .2 261 html - ps & HTML %/ PostScript FYE#R2S
gnuhtml2latex V:0, 1:0 27 html - latex | & html Z] latex FI#ER 23
o S LaTeX XFETREM Microsoft Word FEEXHY

latex2rtf V:0, 1.4 495 latex — rtf RTF FRtAgST 1

77 Ry -/ i A
ps2eps V2, 1:43 o5 DS eps fiE PostScript Z] EPS ( Encapsulated PostScript ) £

Bigs
ez2ps V-0, I:0 109 text - ps 6 H X it 2 BRI F F PostScript #HAEE
impose+ V:0, 1.0 118 ps - ps PostScript T &

. "o ERRSENFFZIRFEL, ( C, C++, Java, Pascal, Perl,
trueprint Vv:0, -0 149 text—ps Pike, Sh, 1 Verilog ) £ PostScript, (CFBS
pdf2svg V:0, I3 30 pS - svg PDF Zr] A 2R EY[a £ B AR RIS
pdftoipe V:0, 1.0 65 ps - ipe & PDF 2N IPE ‘s XML &A= S

Table 11.15: ERIECTENRIE R T EFIR

11.4.4 F CUPS %IJE[]

Unix iBAZIEIRE (CUPS) AR 1p(1) #1 1pr(1) IESER M T B ERFIENE FIHIRIE,
{ReILAME A T35SI —E2RFIED 3 M BT EBRIER,

$ 1p -n 3 -0 Collate=True filename
$ 1lpr -#3 -0 Collate=True filename

{REESMIBIE” -0 number-up=2”,”-0 page-set=even”,”-o0 page-set=odd”,”-o scaling=200”,”-0 natural-sc

FENRWEIERE— T ERNRBIRF, FEPXGSRIESIITIENEIS,

11.5 EYFERER

N OUEMA B R IREREE BLIRIE T FAVEREX,



http://packages.debian.org/sid/poppler-utils
http://qa.debian.org/popcon-graph.php?packages=poppler-utils
http://packages.qa.debian.org/p/poppler-utils.html
http://packages.debian.org/sid/psutils
http://qa.debian.org/popcon-graph.php?packages=psutils
http://packages.qa.debian.org/p/psutils.html
http://packages.debian.org/sid/poster
http://qa.debian.org/popcon-graph.php?packages=poster
http://packages.qa.debian.org/p/poster.html
http://packages.debian.org/sid/enscript
http://qa.debian.org/popcon-graph.php?packages=enscript
http://packages.qa.debian.org/e/enscript.html
http://packages.debian.org/sid/a2ps
http://qa.debian.org/popcon-graph.php?packages=a2ps
http://packages.qa.debian.org/a/a2ps.html
http://packages.debian.org/sid/pdftk
http://qa.debian.org/popcon-graph.php?packages=pdftk
http://packages.qa.debian.org/p/pdftk.html
http://packages.debian.org/sid/html2ps
http://qa.debian.org/popcon-graph.php?packages=html2ps
http://packages.qa.debian.org/h/html2ps.html
http://packages.debian.org/sid/gnuhtml2latex
http://qa.debian.org/popcon-graph.php?packages=gnuhtml2latex
http://packages.qa.debian.org/g/gnuhtml2latex.html
http://packages.debian.org/sid/latex2rtf
http://qa.debian.org/popcon-graph.php?packages=latex2rtf
http://packages.qa.debian.org/l/latex2rtf.html
http://packages.debian.org/sid/ps2eps
http://qa.debian.org/popcon-graph.php?packages=ps2eps
http://packages.qa.debian.org/p/ps2eps.html
http://packages.debian.org/sid/e2ps
http://qa.debian.org/popcon-graph.php?packages=e2ps
http://packages.qa.debian.org/e/e2ps.html
http://packages.debian.org/sid/impose+
http://qa.debian.org/popcon-graph.php?packages=impose+
http://packages.qa.debian.org/i/impose+.html
http://packages.debian.org/sid/trueprint
http://qa.debian.org/popcon-graph.php?packages=trueprint
http://packages.qa.debian.org/t/trueprint.html
http://packages.debian.org/sid/pdf2svg
http://qa.debian.org/popcon-graph.php?packages=pdf2svg
http://packages.qa.debian.org/p/pdf2svg.html
https://zh.wikipedia.org/wiki/Scalable_Vector_Graphics
http://packages.debian.org/sid/pdftoipe
http://qa.debian.org/popcon-graph.php?packages=pdftoipe
http://packages.qa.debian.org/p/pdftoipe.html
https://zh.wikipedia.org/wiki/Common_Unix_Printing_System
http://localhost:631/help/options.html
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EREEE ATE XV | EAERE an BH
sharutils V:3, 1:37 1415 | #WHF shar(1), unshar(1), uuencode(1), uudecode(1)
mpack V1, 112 108 MIME YRASFIRERE MIME &:1: mpack(1) #0 munpack(l)
" 2B MIME B{FELB application/ms-tnef”, E%I&=
tnef V:0, I.7 110 ms-tnef { F P (55
- o TR ARiE e FIARASES: uuencode, xxencode,
uudeview V0, 1:3 105 B BASE64, quoted printable # BinHex

Table 11.16: BB BRHE HEBRAVIKEERTIR

R’
RBAEFinr] UEEEER IMAPA [EIARES, MBFRAEEENS MR IRAE 4 IMAP4) (EARk23 7T LA R RIEEAHIER
BEMF R BEEB LR,

11.5.1 EM4ERIEDS

B4 (SMTP) BRI B EZWRHIZ 7 AIEMFS], ZEABIERF 8 AIXXFE#HER Multipurpose Internet Mail Extensions
(MIME) #8FR4EEE 2 R B BAEM MRENFHERER 7 18X, (BRFRE 11.2),

AN EMEGATZAR VR mbox, ER2MkIE RFC2822 (F RFC822 B#) RIER. 28 mbox(5) (F mutt EXFEEIRHL).

EHHREUNES, ARS8 BB 8 il T, "Content-Transfer-Encoding: quoted-printable” jil 1SO-8859-1 %
TTEEEHAREG NREN X F R AmIES UTE-8, HN&F 2R 7iEH, A Content -Transfer-Encoding:
quoted-printable” h2&&EH,

R AE, {E4M Content -Type: text/plain; charset=IS0-2022-JP” @ # ARG RIRITXFEE 7 (L,
BRENMRAREETZEEENER TER Shift-JIS REE XM, MRBEXF M UTF-8 H#is, HINSHBHZS 8
&, {£F Base64 ESEN., HEDNESHEEMUER.

E
WRFHIIE Unix BMEERTLAE B —BEEEF IMAPA BRFEBEEAVIE Debian BEEIHAR, (R LEBHITIRM
IMAP4 BRFEZRAGENF B F4EB H,

=
MRMFEREEEAHRHFRN, F—CIETFHBEE mbox B LLELF. & mutt(l) EERSIENZFiRTZINA M
ERER TS SRIRE,

{RBILAfER procmail(l) 1 formail(l) IEEFHNET L FME B 4.
F—HEMHEESERRE mpack BEEEM munpack(l) S (KEEHENTE ) RIEE MIME HIEANE,

11.6 BEFERTER

T RMRERENER, HENEENTIAL,

N
£ aptitude(8) (£%Edi 2.2.6) FHIERAKEN~Gworks-with: :image” REMESHHRITE,



http://packages.debian.org/sid/sharutils
http://qa.debian.org/popcon-graph.php?packages=sharutils
http://packages.qa.debian.org/s/sharutils.html
http://packages.debian.org/sid/mpack
http://qa.debian.org/popcon-graph.php?packages=mpack
http://packages.qa.debian.org/m/mpack.html
https://zh.wikipedia.org/wiki/MIME
http://packages.debian.org/sid/tnef
http://qa.debian.org/popcon-graph.php?packages=tnef
http://packages.qa.debian.org/t/tnef.html
https://zh.wikipedia.org/wiki/MIME
http://packages.debian.org/sid/uudeview
http://qa.debian.org/popcon-graph.php?packages=uudeview
http://packages.qa.debian.org/u/uudeview.html
https://zh.wikipedia.org/wiki/Uuencoding
https://zh.wikipedia.org/wiki/Xxencode
https://zh.wikipedia.org/wiki/Base64
https://zh.wikipedia.org/wiki/Quoted-printable
https://zh.wikipedia.org/wiki/BinHex
https://zh.wikipedia.org/wiki/Internet_Message_Access_Protocol
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/MIME
https://zh.wikipedia.org/wiki/MIME
https://datatracker.ietf.org/doc/rfc2822/
https://zh.wikipedia.org/wiki/Base64
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nEe ATE XNV | B B
Z EE E .
gimp V:38,1:255 | 19303 i’ € GNU B2 RiEfE0
Z EE E .
imagemagick 1:319 73 ;;’ (= B EIEEN
Z EE E . N
graphicsmagick | V:1,1:12 5564 ;g’ (= B ERRIBIER (imagemagick JREHRA)
B & FR SANE FOER GTK BlimER N Em FREF
12, 1:14 2 8 ] s
xsane Vil 1145 ) 2339 ) BRI SRR T)
netpbm Vi29,1:328 | 8261 ;g’ (* B TENERTE
. e convert High Efficiency Image File Format (HEIF) to
Libheif-examples ., 1., 191 | heif - jpeg(bitmdPEG, PNG, or Y4M formats with
heif-convert(1l) command
. . - o S Windows FFaRFlif =g 1% PNG 185, &
icoutils V:7,1:52 221 png cho(bltrna%é PNG A8zt 88 (L A2 EEAS R (favicon.ico)
scribus Vi1, 117 30242 | PSPASVE | s vibus DTP 48838
Ubreoffice-dray .o 1457 | 10405 ;;’ (F LibreOffice i NEH# 18
inkscape V:15,1:118 | 99852 ;g’ () SVG ( RIF#k[a £ B 4miE 25
dia Vi3, 1:23 3908 ;g’ (= BR4GEE (Gtk)
. = ([o ” . e A
xFig VLT | 7825 *; (B | s@pnrET, EonenyReasE
g i = EI
pstoedit V22, I:54 1004 | PS/pdf—~imaga(bsiScript 7 PDF 252 PTARRERYE BEAIERMR
=) g8 (SVG)
libwmf-bin V7, 1:125 151 g)“dowy image(f dows sTigEE (AEERER) @i TE
fig2sxd V.0, I:0 151 fjiﬁ)_) sxd(fe] #F¥1 XFig 8§38 %4 OpenOffice.org 48E1& T
unpaper V2, 1117 412 image — imagel BRIE OCR ERE@mMNTE
tesseract-ocr V7, 1:34 2228 | image-text | BN BRI = OCR 5[ZH%E OCR B2
- - = 2 TE=
tesseract-ocr-en Ov.7 134 4032 | image - text %C; SIEZEER: FAIREIXIIFR tesseract-ocr 78 =
==}
gocr V0, I:7 545 image - text | 528 OCR X352
ocrad V:0, 1:3 578 image - text | & OCR ¥52
eog V:64,1:275 | 7773 | 228 (Exif) | Eye of GNOME E R EIZ T,
gthumb V:3, 117 5036 | ®&, (Exif) | BHREE:T (GNOME )
geeqie V:4,1:15 2256 | &K (Exif) | EIR GTK R I ES
shotwell V:17,1:252 | 6237 | ¥2& (Exif) | BREMEA EIE28 (GNOME )
gtkam V-0, I:4 1154 | &R (Exif) | REBBEBEETRESEIESHNER (GTK)
gphoto2 V:0, I:8 947 R (Exif) | gphoto2 MEBRIE I ARNNEESBERNTE
gwenview V:33,1:104 | 11755 | B8 (Exif) | BIF2&2s (KDE)
kamera 1:102 998 R (Exify | KDE ERZEEEEERERES
digikam V:2,1:10 293 2R (Exif)y | AR KDE R HIRENSRFEFRSIEEM
exiv2 V:2,1:28 278 ¥ &R (Exi) | EXIF/IPIC tENERE TR
exiftran V-1, I:15 69 S5 (Exif) | CREERRSIEAEERY jpeg XRIZR
. 3 . S = 0N 3 A
jhead V:0, I:8 132 | B% (Exif) fﬁ*ﬁfﬂ JPEG &5 (BB IETEE ) B9 Exif FREY
exif V:2,1:39 339 F25R (Exif) | HE/R JPEG BRI EXIF EFfINESIITE
exiftags V:0, I:3 292 2R (Exif) | REREME EaRsai) Exif 125
exifprobe V0, .3 499 R (Exif) | KBBER FERGTEN
: 72y
deraw VA, 112 | 583 gg;‘ge;’ﬂ“ RS R A RS ARL E
findimagedupes | V:0,1:1 76 image — fingerpAREHIU K E BRI R
ale V:0, 1:0 839 image — image| & 52 BINREEE
imageindex V0, I:1 145 image(Exif) - hdREIZ P E 525 HIML 1558
outguess V:0, I:1 230 jpeg,png 1BFHY Steganographic T B
Tibrecad VARGE 8798 | DXL CAD EF}4réses (KDE )
o blend, TIFF, AR A G S
blender V:3, 1:29 82128 | Uom - FATRENERY 3D #R¥E 28

ms<s3d obi
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http://packages.debian.org/sid/gimp
http://qa.debian.org/popcon-graph.php?packages=gimp
http://packages.qa.debian.org/g/gimp.html
http://packages.debian.org/sid/imagemagick
http://qa.debian.org/popcon-graph.php?packages=imagemagick
http://packages.qa.debian.org/i/imagemagick.html
http://packages.debian.org/sid/graphicsmagick
http://qa.debian.org/popcon-graph.php?packages=graphicsmagick
http://packages.qa.debian.org/g/graphicsmagick.html
http://packages.debian.org/sid/xsane
http://qa.debian.org/popcon-graph.php?packages=xsane
http://packages.qa.debian.org/x/xsane.html
http://packages.debian.org/sid/netpbm
http://qa.debian.org/popcon-graph.php?packages=netpbm
http://packages.qa.debian.org/n/netpbm.html
http://packages.debian.org/sid/libheif-examples
http://qa.debian.org/popcon-graph.php?packages=libheif-examples
http://packages.qa.debian.org/libh/libheif-examples.html
https://en.wikipedia.org/wiki/High_Efficiency_Image_File_Format
http://packages.debian.org/sid/icoutils
http://qa.debian.org/popcon-graph.php?packages=icoutils
http://packages.qa.debian.org/i/icoutils.html
https://zh.wikipedia.org/wiki/ICO_(icon_image_file_format)
https://zh.wikipedia.org/wiki/ICO_(icon_image_file_format)
https://zh.wikipedia.org/wiki/Favicon
http://packages.debian.org/sid/scribus
http://qa.debian.org/popcon-graph.php?packages=scribus
http://packages.qa.debian.org/s/scribus.html
https://zh.wikipedia.org/wiki/Scribus
http://packages.debian.org/sid/libreoffice-draw
http://qa.debian.org/popcon-graph.php?packages=libreoffice-draw
http://packages.qa.debian.org/libr/libreoffice-draw.html
http://packages.debian.org/sid/inkscape
http://qa.debian.org/popcon-graph.php?packages=inkscape
http://packages.qa.debian.org/i/inkscape.html
https://zh.wikipedia.org/wiki/Scalable_Vector_Graphics
http://packages.debian.org/sid/dia
http://qa.debian.org/popcon-graph.php?packages=dia
http://packages.qa.debian.org/d/dia.html
http://packages.debian.org/sid/xfig
http://qa.debian.org/popcon-graph.php?packages=xfig
http://packages.qa.debian.org/x/xfig.html
http://packages.debian.org/sid/pstoedit
http://qa.debian.org/popcon-graph.php?packages=pstoedit
http://packages.qa.debian.org/p/pstoedit.html
http://packages.debian.org/sid/libwmf-bin
http://qa.debian.org/popcon-graph.php?packages=libwmf-bin
http://packages.qa.debian.org/libw/libwmf-bin.html
http://packages.debian.org/sid/fig2sxd
http://qa.debian.org/popcon-graph.php?packages=fig2sxd
http://packages.qa.debian.org/f/fig2sxd.html
http://packages.debian.org/sid/unpaper
http://qa.debian.org/popcon-graph.php?packages=unpaper
http://packages.qa.debian.org/u/unpaper.html
https://zh.wikipedia.org/wiki/Optical_character_recognition
http://packages.debian.org/sid/tesseract-ocr
http://qa.debian.org/popcon-graph.php?packages=tesseract-ocr
http://packages.qa.debian.org/t/tesseract-ocr.html
https://zh.wikipedia.org/wiki/Optical_character_recognition
http://packages.debian.org/sid/tesseract-ocr-eng
http://qa.debian.org/popcon-graph.php?packages=tesseract-ocr-eng
http://packages.qa.debian.org/t/tesseract-ocr-eng.html
http://packages.debian.org/sid/gocr
http://qa.debian.org/popcon-graph.php?packages=gocr
http://packages.qa.debian.org/g/gocr.html
http://packages.debian.org/sid/ocrad
http://qa.debian.org/popcon-graph.php?packages=ocrad
http://packages.qa.debian.org/o/ocrad.html
http://packages.debian.org/sid/eog
http://qa.debian.org/popcon-graph.php?packages=eog
http://packages.qa.debian.org/e/eog.html
http://packages.debian.org/sid/gthumb
http://qa.debian.org/popcon-graph.php?packages=gthumb
http://packages.qa.debian.org/g/gthumb.html
http://packages.debian.org/sid/geeqie
http://qa.debian.org/popcon-graph.php?packages=geeqie
http://packages.qa.debian.org/g/geeqie.html
http://packages.debian.org/sid/shotwell
http://qa.debian.org/popcon-graph.php?packages=shotwell
http://packages.qa.debian.org/s/shotwell.html
http://packages.debian.org/sid/gtkam
http://qa.debian.org/popcon-graph.php?packages=gtkam
http://packages.qa.debian.org/g/gtkam.html
http://packages.debian.org/sid/gphoto2
http://qa.debian.org/popcon-graph.php?packages=gphoto2
http://packages.qa.debian.org/g/gphoto2.html
http://packages.debian.org/sid/gwenview
http://qa.debian.org/popcon-graph.php?packages=gwenview
http://packages.qa.debian.org/g/gwenview.html
http://packages.debian.org/sid/kamera
http://qa.debian.org/popcon-graph.php?packages=kamera
http://packages.qa.debian.org/k/kamera.html
http://packages.debian.org/sid/digikam
http://qa.debian.org/popcon-graph.php?packages=digikam
http://packages.qa.debian.org/d/digikam.html
http://packages.debian.org/sid/exiv2
http://qa.debian.org/popcon-graph.php?packages=exiv2
http://packages.qa.debian.org/e/exiv2.html
http://packages.debian.org/sid/exiftran
http://qa.debian.org/popcon-graph.php?packages=exiftran
http://packages.qa.debian.org/e/exiftran.html
http://packages.debian.org/sid/jhead
http://qa.debian.org/popcon-graph.php?packages=jhead
http://packages.qa.debian.org/j/jhead.html
http://packages.debian.org/sid/exif
http://qa.debian.org/popcon-graph.php?packages=exif
http://packages.qa.debian.org/e/exif.html
http://packages.debian.org/sid/exiftags
http://qa.debian.org/popcon-graph.php?packages=exiftags
http://packages.qa.debian.org/e/exiftags.html
http://packages.debian.org/sid/exifprobe
http://qa.debian.org/popcon-graph.php?packages=exifprobe
http://packages.qa.debian.org/e/exifprobe.html
http://packages.debian.org/sid/dcraw
http://qa.debian.org/popcon-graph.php?packages=dcraw
http://packages.qa.debian.org/d/dcraw.html
http://packages.debian.org/sid/findimagedupes
http://qa.debian.org/popcon-graph.php?packages=findimagedupes
http://packages.qa.debian.org/f/findimagedupes.html
http://packages.debian.org/sid/ale
http://qa.debian.org/popcon-graph.php?packages=ale
http://packages.qa.debian.org/a/ale.html
http://packages.debian.org/sid/imageindex
http://qa.debian.org/popcon-graph.php?packages=imageindex
http://packages.qa.debian.org/i/imageindex.html
http://packages.debian.org/sid/outguess
http://qa.debian.org/popcon-graph.php?packages=outguess
http://packages.qa.debian.org/o/outguess.html
https://zh.wikipedia.org/wiki/Steganography
http://packages.debian.org/sid/librecad
http://qa.debian.org/popcon-graph.php?packages=librecad
http://packages.qa.debian.org/libr/librecad.html
http://packages.debian.org/sid/blender
http://qa.debian.org/popcon-graph.php?packages=blender
http://packages.qa.debian.org/b/blender.html
http://packages.debian.org/sid/mm3d
http://qa.debian.org/popcon-graph.php?packages=mm3d
http://packages.qa.debian.org/m/mm3d.html
http://packages.debian.org/sid/open-font-design-toolkit
http://qa.debian.org/popcon-graph.php?packages=open-font-design-toolkit
http://packages.qa.debian.org/o/open-font-design-toolkit.html
http://packages.debian.org/sid/fontforge
http://qa.debian.org/popcon-graph.php?packages=fontforge
http://packages.qa.debian.org/f/fontforge.html
http://packages.debian.org/sid/xgridfit
http://qa.debian.org/popcon-graph.php?packages=xgridfit
http://packages.qa.debian.org/x/xgridfit.html
https://zh.wikipedia.org/wiki/Hinting
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EESR1% gimp(1) EEMNBEEMERER2IERIE AN, B1& imagemagick(l) iEENIESH T EERIESEHEICEER
ERIBZEEAN,

B BB RMMN R BRI RIERIRIV(EXIF), EREIE7 JPEG ERIERRN LIE— T ERIEZE,
ChESGEFEINBE. REREAMEEEENE:T,

The Lempel-Ziv-Welch (LZW) BHEEHEMRSREGAMNT, £/ L2w BN BRESRR (GIF ) TR
BAZE Debian %45 £ I {EEF T,

BR
(R A B[ R EN RN E N IEE LS IR SR ER T ATE Linux L@@ USB (77BN R T/E, BATEEEE
ERMEETIRANE BER FAT 2R R4, 228 10.1.7,

11.7 AEFEFENENERTER

EERMZHMANEMNEBIRNT A, f aptitude®) (258 2.2.6) EAEMRKEN"~Guse: :converting””
REYIN T HIERIZEL,

#RHEE ITE XV | BA#EEE an BR
alien V:1,1:20 163 rpm/tgz — deb | IBIF REVERFE RIEIR A Debian EXFER]
- . LB EFE EHERT) ERE—/ JIS X 4081
freepwing V:0, I:0 424 EB - EPWING 15 ¢ (EPWING V1 {97 )
calibre V:6, 1:28 62167 | any»EPUB | EFEERBMEZIE

Table 11.18: NEIFEIEREMEIR T BYIR

{REEZDEIBUN T 935S RPM ISR ELRIRENE M,

$ rpm2cpio file.src.rpm | cpio --extract



https://zh.wikipedia.org/wiki/Exchangeable_image_file_format
https://zh.wikipedia.org/wiki/JPEG
https://zh.wikipedia.org/wiki/Lempel-Ziv-Welch
https://zh.wikipedia.org/wiki/Graphics_Interchange_Format
https://zh.wikipedia.org/wiki/USB_flash_drive
https://zh.wikipedia.org/wiki/Design_rule_for_Camera_File_system
https://zh.wikipedia.org/wiki/Design_rule_for_Camera_File_system
https://zh.wikipedia.org/wiki/File_Allocation_Table
http://packages.debian.org/sid/alien
http://qa.debian.org/popcon-graph.php?packages=alien
http://packages.qa.debian.org/a/alien.html
http://packages.debian.org/sid/freepwing
http://qa.debian.org/popcon-graph.php?packages=freepwing
http://packages.qa.debian.org/f/freepwing.html
https://ja.wikipedia.org/wiki/JIS_X_4081
https://ja.wikipedia.org/wiki/EPWING
http://packages.debian.org/sid/calibre
http://qa.debian.org/popcon-graph.php?packages=calibre
http://packages.qa.debian.org/c/calibre.html
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Chapter 12

AmTE

BEFLAH —LE Debian RAFHVE, EPE2EERLGTHAKBITEMERE, TEIESEIMEEaNE 2 ¥
FERISZ 1,

Z 8 manpages #l manpages-dev 82#%, pJLAE@IEIT “‘man B EEFMETHNSEEN, TETGNUTL
BMEBXIES ZE, sTEIBET “info IEFR1E" EE2ENE, R GFDL HEMNIEH DFSG AR TS,
FRUARETBEEETE main BEEPE S contrib #l non-free A T LEEM,

wERERRAENRHEIE. 286 105

5 A
=25

AERA “test” FRAMITHARXMGNEF, EE shell FREE “test” L,

IR
@ {Re] IBIRIBER IS MRE B EIMNIEF EEME “/usr/local” = “/opt” Bi%k, EHRTITUBRHERKIER
EE,

B
“Breh: 99 HRMEE" BYESROIFI AAAIRIR M EIR S TEES TS,

12.1 Shell f{iZ

Shell {14 2IEBEE FEANF AT RITHIXEX M+,

#!/bin/sh
. command lines

5B —1TIE AR EEEN L B TIE (B S FHY shell fRFEER,

FE1E shell IESWBIRIFIHER LRI UNIX RAR T LIER, ERE —LE shell F2XNERETHIIRR. BE “Shell $§
52" ( https://www.greenend.org.uk/rjk/2001/04/shell.html ), B] AT $E:RAEY,

& shell REHE (L RET 1.5 FEF 1.6), shell WASIEEFERLSH. BREHNBEIRS,



https://www.99-bottles-of-beer.net/
https://zh.wikipedia.org/wiki/Shell_script
https://www.greenend.org.uk/rjk/2001/04/shell.html

Debian 2= F 212 /232

12.1.1 POSIX shell &4

RIFPEF SIS EER I LUEIBIEE POSIX shell (2B R 1.13) R#A1T,
¥E:%H9IEE BN POSIX shell ”/usr/bin/sh” @ —1{@E1E[EZE] /usr/bin/dash BIfFIEELS, WS RGENEA,
- FEERIE E)T POSIX shell  /usr/bin/bash,

B H4RE BB bashisms ( bash 1t ) 3(# zshisms ( zsh 1t ) FEiEHY shell 15§$15, ERIESIBERTE POSIX shell ZEE
BrIBtEM, {Re]UAER checkbashisms(1) #EETIRE,

¥ : POSIX Bz A7 : bashism

if [ "$foo” = "$bar” ] ; then .. | if [ "$fo0” == "$bar” ] ; then ..
diff -u file.c.orig file.c diff -u file.c{.orig,}

mkdir /foobar /foobaz mkdir /foo{bar,baz}

funcname() { ..} function funcname() { ..}
JGERIFHIIEIN: "\377” FREMFIFER : "\xff”

Table 12.1: Bi%Y bashism 35/£5IZR

{EM”echo” IHESMIHEFEIEUTXESE, ERRIBAE shell FIMBIELHIANE, ENERBEER,
< BRMEMARR “-n” BIMERIES RIS,
- BREEFHPERERRFT, ABRIE shel RE, 5AERNGERBR—K,

E
BE “-n” BIELARRE POSIX iBi%, EEEREZES,

N
MRMFEBEEHEFEPRAERFY, Bprintf” 1§58 "echo” i8S,

12.1.2 Shell 2%
$EUREY shell 2848 E7E shell A E @4 A2,

shell 28§ [

30 shell 3%, shell F5 L IBRYIEHE
$1 E—1El shell Z&

$9 28 9 (B shell ZE

$# ESEH=E

TeE "$1 $2 $3 $4 ..”

"$Q” "$1" "$27 "$3" "$4” ..
$? H‘L RSB T IRERS
$$ 1@ shell F§ £ #5R7 PID

$! RIDFIRFEEEE PID

Table 12.2: shell 28%1&
MNTARREECCENELANSEERM,
BA EELEiREAR  BRR LE R HERN,
« B ERAEE var BREFERIESR
« 8B SRR var BREFERN, PIUASE



https://zh.wikipedia.org/wiki/POSIX
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SHRTIAEN WR var EHERERBEES | R var EEUS B EAREER
${var:-string} ”$var” ’string”
${var:+string} ”string” “null”
${var:=string} “$var” ”string” (EE{T var=string”)
${var:?string} “$var” 7E stderr FEE/R’string” (BEEHE)

Table 12.3: shell 2@ R7IR

SHEREN “R

${var%suffix} BRAIAS var ZZEERY suffix F/NLECFRZV
${var¥%suffix} PBRALIAS var ZZEERY suffix R AILACFR TV
${var#prefix} BRGIRS var FHEERY prefix FR/NLEIER
${var##prefix} fRFRGIAS var BHFERY prefix sx ALACIRTC

Table 12.4: EEEHY shell 2E1E TR
12.1.3 Shell &38R

BEESHEOE RERE, ETMEIRHEDER,

« BIN: 0 ("True”)
« 5LBY: 3E 0 (False”)

E
"0” #£ shell {ZFERHHIREBR True”, AM"0" £ C FHEERRIEZ E A False’,

=
"[7IR test IHLRFEN, BFHMER] ZBNS RIS —ERERTI.

T RREECIBIER RFEEE,

« »command && if_success_run_this_command_too || true”
« »command || if_not_success_run_this_command_too || true”

« WTFAREZITIRSBAER

if [ conditional _expression ]; then
if_success_run_this_command

else
1if_not_success_run_this_command
fi

BEKREN “|| true” BREEM, EFJUMREEME shell HSWBARINMERT “-e” BIBMBIFIURBRSEZIT

BIMBER L,
BERERNLEBRERERTTR”-eq”, ”-ne”, 7-1t”, 7-le”, ”-gt” #”-ge”,




Debian 2= F 214 /232

E " C{EEE B A= ARG

-e file file F1E

-d file file FEN HE —EE #%

-f file file FEN HE —EE@IER

-w file file N Hr] &

-x file file F7ENE HRTFATT

filel -nt file2 filel Z&EE file2

filel -ot file2 filel ZAEE file2 &

filel -ef filez file1 0 file2 IR AEREIHYEE it HBHEERY inode #w5R

Table 12.5: FEIRHRRIPETERLLR

T C{EEEEMEIRG

-z str str IREAE

-n str sir IREAAE

strl = str2 strl ¥ str2 1HEE

strl 1= str2 strl ¥l str2 ANBZE

stri < str2 str1 HEFITE str2 Z 81 (BURIRBESIRE )
stri > str2 strl HEPTE str2 Z1& (BURIRESIRIER )

Table 12.6: FEMFHRRINPETFHILER

12.1.4 shell J@E
EEBLIERT AR POSIX shell FIEE I,

« ”for x in fool foo2 ..; do command ; done”,:%EEEHS"fool foo2 ..” L FEE”x” WH T command”,
« "while condition ; do command ; done”, &E”condition” AERs, EEE#H T command”,

« »until condition ; do command ; done”, E”condition” Af{REE, EEE#HIT command”,

« ”break” BAAFRIEHEHE,

- >continue” FJLARIZREFHIE T —XEE,

B
C EESHHEUEENRFIUAA seq(l) BIRK LR fool foo2 ...7%

BR
288 9.4.9,

12.15 Shell BiEg
LB shell HLTRT TN —LHRIBERY, FEARIIESBIMNTRBNRIAE,

« ¥HA”SUSER”, EEA”$(1id -un)”
- #HY”$UID”, fEA”$(id -u)”
- Ej2”$HOME”, {EM”$(getent passwd ”"$(id -u)”|cut -d ”:” -f 6)” GEEHEE 4.5.2 FLE)



https://zh.wikipedia.org/wiki/C_(programming_language)
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12.1.6 shell 55 7IMEIEIEF
shell K2 LA T FIBIER 3R 12 —(EIE S F8.,

* shell %gﬂy - 1?0

- MRZITEEE"..” I .. , shell HIRZITEE D EITHHEIES —(E1Z:H (one token ) (FZ5E: one token 215 shell 7
RIR—E4EET ) .

+ shell BB F A XAGITHMEEER S 2 IEE 1258 (tokens ),
- THFEIT: TN tab BITH
-JTFT: <> | ; & ()
+ shell EEE—EARMNR ”..” 2% ' ... Y token FHY REBFRFALEECHIITAE,
— {REB=F: if then elif else fi for in while unless do done case esac
o shell BRAAQMIFR 7.7 8 /...  FH AR,
o shell BRI 7.7 8% ' ... BB R4,
-~ BRERAENXRE
- ’~yser” - user MZxRB &
+ shell AR ...  Hf SEREHATHE,
- #8: "$PARAMETER” B{”${PARAMETER}”
 shell BREAQMIRR /... HHY 1858,
- ”$( command )” - ”"command” FV#
—” " command ” - ”command” HYE&H
« shell AR 7.." 3K ' ... R glob BBEEMALENIER,
- * L EEFET
-? - —@Fx
- [..] - EEMIR”..” FEFETT
+ shell ¢ FIEHEER IBSIEIT,
- RAAEE
- AEES
— “$PATH” FREYRTEAITIESR

« shell BIETF—17, WIRBEEIEFEERRXETRIE.

L35 RPRIEESIRRIZ BRI,

7E shell R#IT “set -x" fEMA “-x" ZEIERREN shell FTLAGE shell BEREFIBHITIIES., EHRERBRIEERS
&,

>
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74 1) mITE KAV | ZREA

dash V:886, 1:996 | 191 INFIBREY POSIX A shell, FIAR sh
coreutils V:883,1:999 | 18306 | GNU &b LHE

grep V:787,1:999 | 1267 GNU grep. egrep #l fgrep

sed V:792,1:.999 | 987 GNU sed

mawk V:431,1:997 | 285 INFOBRAT awk

debianutils V:909, 1999 | 224 FHHR Debian IEFELHE

bsdutils V:513,1:999 | 356 KEH 4.4BSD-Lite WE®R T E
bsdextrautils V:573,1:687 | 339 KH 4.4BSD-Lite MZBINI T E
moreutils V:15, 1:38 244 EHYMEY Unix TH

12.1.7 Fi? shell 1§

« Yaptitude search

Table 12.7: B1& FH2 shell #§

____E”

i B EVERE

- ”dpkg -L package_name |grep ’‘/man/man.*/’”,

SHEMNERIER
% T {E{RRY shell ¥2T7E Debian £ 4t EEPJREM B B o] BEM, REZ

LB NEERENNEESR

RER L ENREEFEHIIEREL,

5|4 package_name EXEE BLATIZ LAY man S,

YN

s
TIJ\MEEI_ REVRER

, EBIEIFA.

moreutils—f EANTETE Debian 24, BEERH T —LFEBAI/NER, RESEIEN—ER sponge(8), &

:I:

288 1.6 BIfBIF,

.\.E_l_

12.2 REFEMS

F[==]

REVIESHS

EREEE ATE NI
dash V:886,1:996 | 191 sh: /NFITRAY POSIX FHEHY shell, ARR sh
bash V:836,1:999 | 7175 | sh: i bash-doc M) “info bash”
mawk V:431,1:997 | 285 AWK: /NFIERET awk
gawk V:289,1:356 | 2906 | AWK: H gawk-doc BIIEHEY “info gawk”
perl Vi701, 1:988 | 670 Perl: per 1(1) AJ%i&E@ per 1-doc # per 1-doc-htm1 IEEHEY
html 34
tibterm-readline-giiipErl | 579 | GNU ReadLine/History B Perl HEZEEM: perlsh(l)
Tibreply-perl V:0, I:0 171 Perl BJ REPL : reply(1)
libdevel-repl-pery., ., 237 | Perl ®JREPL: re.pl(1)
oython3 V712, 1:950 | 81 }?:zthon python3(1) EA&%iE® python3-doc B AR html XX
tcl V26, 1:227 20 Tcl: tc1(3) M&iBE® tcl-doc BIREMEFANFHEXXH
tk V:21, 1:220 20 Tk:tk(3) A&EB tk-doc BIRHEMEFANFMEXHF
ruby V:82, 1:215 29 Ruby: ruby(1), erb(1), irb(1), rdoc(1), ri(1)
Table 12.8: EHZa3HRAEEEE1TIR
= {RAHEME Debian EBENMUMIT—EETS, (MEEELEERRELESHESN. EEFEMESNELR:



http://packages.debian.org/sid/dash
http://qa.debian.org/popcon-graph.php?packages=dash
http://packages.qa.debian.org/d/dash.html
http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/grep
http://qa.debian.org/popcon-graph.php?packages=grep
http://packages.qa.debian.org/g/grep.html
http://packages.debian.org/sid/sed
http://qa.debian.org/popcon-graph.php?packages=sed
http://packages.qa.debian.org/s/sed.html
http://packages.debian.org/sid/mawk
http://qa.debian.org/popcon-graph.php?packages=mawk
http://packages.qa.debian.org/m/mawk.html
http://packages.debian.org/sid/debianutils
http://qa.debian.org/popcon-graph.php?packages=debianutils
http://packages.qa.debian.org/d/debianutils.html
http://packages.debian.org/sid/bsdutils
http://qa.debian.org/popcon-graph.php?packages=bsdutils
http://packages.qa.debian.org/b/bsdutils.html
http://packages.debian.org/sid/bsdextrautils
http://qa.debian.org/popcon-graph.php?packages=bsdextrautils
http://packages.qa.debian.org/b/bsdextrautils.html
http://packages.debian.org/sid/moreutils
http://qa.debian.org/popcon-graph.php?packages=moreutils
http://packages.qa.debian.org/m/moreutils.html
http://packages.debian.org/sid/dash
http://qa.debian.org/popcon-graph.php?packages=dash
http://packages.qa.debian.org/d/dash.html
https://zh.wikipedia.org/wiki/Unix_shell
http://packages.debian.org/sid/bash
http://qa.debian.org/popcon-graph.php?packages=bash
http://packages.qa.debian.org/b/bash.html
https://zh.wikipedia.org/wiki/Unix_shell
http://packages.debian.org/sid/mawk
http://qa.debian.org/popcon-graph.php?packages=mawk
http://packages.qa.debian.org/m/mawk.html
https://zh.wikipedia.org/wiki/AWK
http://packages.debian.org/sid/gawk
http://qa.debian.org/popcon-graph.php?packages=gawk
http://packages.qa.debian.org/g/gawk.html
https://zh.wikipedia.org/wiki/AWK
http://packages.debian.org/sid/perl
http://qa.debian.org/popcon-graph.php?packages=perl
http://packages.qa.debian.org/p/perl.html
https://zh.wikipedia.org/wiki/Perl
http://packages.debian.org/sid/libterm-readline-gnu-perl
http://qa.debian.org/popcon-graph.php?packages=libterm-readline-gnu-perl
http://packages.qa.debian.org/libt/libterm-readline-gnu-perl.html
http://packages.debian.org/sid/libreply-perl
http://qa.debian.org/popcon-graph.php?packages=libreply-perl
http://packages.qa.debian.org/libr/libreply-perl.html
http://packages.debian.org/sid/libdevel-repl-perl
http://qa.debian.org/popcon-graph.php?packages=libdevel-repl-perl
http://packages.qa.debian.org/libd/libdevel-repl-perl.html
http://packages.debian.org/sid/python3
http://qa.debian.org/popcon-graph.php?packages=python3
http://packages.qa.debian.org/p/python3.html
https://zh.wikipedia.org/wiki/Python_(programming_language)
http://packages.debian.org/sid/tcl
http://qa.debian.org/popcon-graph.php?packages=tcl
http://packages.qa.debian.org/t/tcl.html
https://zh.wikipedia.org/wiki/Tcl
http://packages.debian.org/sid/tk
http://qa.debian.org/popcon-graph.php?packages=tk
http://packages.qa.debian.org/t/tk.html
https://zh.wikipedia.org/wiki/Tk_(software)
http://packages.debian.org/sid/ruby
http://qa.debian.org/popcon-graph.php?packages=ruby
http://packages.qa.debian.org/r/ruby.html
https://zh.wikipedia.org/wiki/Ruby_(programming_language)
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« {£F dash, MFREFERMER, (£ shell :IZNBIS CLI &L FITER,
- £/ python3, MREHBAREEN, FIETHRER.
 {EM perl. tcl, ruby---, SARTE Debian EEAIELESHHNIRFENE, FTERTMEIBETHE

MRREIENBANE, BEAPITER, (ReIARRZEEE

mll

ERmET, EEEEESITY,

12.2.1 [REIBEREUESIENS
AR5 E R IR E AN EE SR B FE SR M A,

“dash -n script.sh” - Shell #§<$ 15551868

“dash -x script.sh” - BRH#t—{El Shell 5515

“python -m py_compile script.py” - Python 3§68 5188
« “python -mtrace -trace script.py” - iR¥t—18 Python 35515
« “perl -1 ../libpath -c script.pl” - Perl 3§ S 1555188

« “perl -d:Trace script.pl” - IR¥t—{E Perl $§%15

Ziflst dash 12058, ETE 9.1.4, EEMTH bash NN EEXIRIE,

A&7 AI per LI2XN85, E5T Perl B REPL IRIE, EZA Perl 247 Python #8{l{#Y REPL (=READ + EVAL + PRINT +
LOOP) IB1%,

12.2.2 {FF shell #1569 GUI 12T

shell S MSRELOH OE R REE—EIRS|I AL GUI (BRERENTE ) 12X, FRI5EA—(EBINEEERRAEE
H echo # read S HIZKEE],

g]ES TTE XAV T EREE
x11-utils V:195, [:565 | 651 xmessage(l) E—EREPEN— Rk (X)
whiptail V:271,1:996 | 57 i€ shell ISR RERAERIFRIEEESIR (newt )
dialog V:11, 1:102 1224 ﬁé shell FES PR RERERIFIVEE SR (ncurses )
zenity V:74,1:363 179 i shell IS B PEERE E: ¢ (GTK)
B 7N “_l-.\.u.: E. v n FHE F n

ssft V:0, 1:0 75 2?%1)?5 SHRERIIm L H (zenity, kdialog, and F5 8 gettext AY dialog

£
gettext V:56, 1:262 5817 “/usr/bin/gettext.sh”: EN:E&:M

Table 12.9: ¥15& ( dialog ) FE IR

i

EER—EARERN GUI F2XX8FF, EFER—E shell 5SS EES.
EETESHEER zenity RKEEZE—(EHEE (FERR /etc/motd) MRERE,
EEHE S5 GUI R ENZ38E5AF&ET 9.4.10 1L,

#!/bin/sh -e
# Copyright (C) 2021 Osamu Aoki <osamu@debian.org>, Public Domain
# vim:set sw=2 sts=2 et:
DATA_FILE=$(zenity --file-selection --filename="/etc/motd” --title="Select a file to check «
") 11N
( echo "E: File selection error” >&2 ; exit 1 )
# Check size of archive

i [



https://zh.wikipedia.org/wiki/Perl
https://zh.wikipedia.org/wiki/Python_(programming_language)
https://zh.wikipedia.org/wiki/Read–eval–print_loop
https://zh.wikipedia.org/wiki/Read–eval–print_loop
http://packages.debian.org/sid/x11-utils
http://qa.debian.org/popcon-graph.php?packages=x11-utils
http://packages.qa.debian.org/x/x11-utils.html
http://packages.debian.org/sid/whiptail
http://qa.debian.org/popcon-graph.php?packages=whiptail
http://packages.qa.debian.org/w/whiptail.html
http://packages.debian.org/sid/dialog
http://qa.debian.org/popcon-graph.php?packages=dialog
http://packages.qa.debian.org/d/dialog.html
http://packages.debian.org/sid/zenity
http://qa.debian.org/popcon-graph.php?packages=zenity
http://packages.qa.debian.org/z/zenity.html
http://packages.debian.org/sid/ssft
http://qa.debian.org/popcon-graph.php?packages=ssft
http://packages.qa.debian.org/s/ssft.html
http://packages.debian.org/sid/gettext
http://qa.debian.org/popcon-graph.php?packages=gettext
http://packages.qa.debian.org/g/gettext.html
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if ( file -ib "$DATA_FILE” | grep -ge ’'Atext/’ ) ; then
zenity --info --title="Check file: $DATA_FILE” --width 640 --height 400 \
--text="$(head -n 20 "$DATA_FILE")"”
else
zenity --info --title="Check file: $DATA_FILE” --width 640 --height 400 \
--text="The data is MIME=$(file -ib "$DATA_FILE")"”
fi

IEFE(EA shell FESHBH GUI BN ARRAHMERENEREA, MRGE—EHEEEMAEMNER, FEEBEINE
FENTELR,

12.2.3 THE GUI (BRZERENE ) EBREERNITES

GUI (BIAERENH ) BREERERENERL, SARANMNNEXAEHFRERRBERZEARNIT LERITA.
EBEINGENESE, EfEEHARERNITIEERKRNITR.

- ¥2 GNOME, £ R NautilusScriptsHowto,
- ¥R KDE, 2R Creating Dolphin Service Menus,
« #58 Xfce, £ R Thunar - Custom Actions [ https://help.ubuntu.com/community/ThunarCustomAdctions,

« #52 LXDE, £ & Custom Actions,

12.2.4 Perl 5EIESBIRIT

R TRIEEN, shEZEMFEFHIT cut, grep, sed F, I8N, ®BIN—EFHE, perl EREEIEENIEE
2'REY. FTLA Debian ERIFFZ RFMRETESTEMER per L,

EHMEETE—1T AWK 5L R ERFIETE Perl FRIEHEY),
awk ’($2=="1957") { print $3 }’ |

EFERTINEE—1T.

perl -ne '@f=split; if ($f[1] eq "1957”) { print "$f[2]\n"}" |
perl -ne ’'if ((@f=split)[1] eq "1957”) { print "$f[2]\n"}’ |
perl -ne ’'@f=split; print $f[2] if ( $f[1]==1957 )’ |

perl -lane ’print $F[2] if $F[1] eq "1957"" |

perl -lane ’'print$F[2]if$F[1]eq+1957" |

RE—ESEMEEX,. ERLT TESHANSLE Perl A4,

- ERAELEIE,
- FERHFIFROEENER,
- EBFSTEIE: perlrun(l) B Perl #ITHIG

« Perl $5EE8(: perlvar(l)

BIEMR Perl BU3RIE, EAULREIRS, BAFRMBEILS AEBMEBLENE. ATAGE/ID,



https://help.ubuntu.com/community/NautilusScriptsHowto
https://develop.kde.org/docs/dolphin/service-menus/
https://docs.xfce.org/xfce/thunar/custom-actions
https://help.ubuntu.com/community/ThunarCustomActions
https://manual.lubuntu.me/stable/2/2.4/2.4.4/pcmanfm-qt.html#custom-actions
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7] ATE P NINBELE

gcc V:150, 1:553 | 47 GNU C #meZzs

1ibc6-dev V:254,1:572 | 12051 | GNUC [&: FEZEEFMIZaE =

g++ V:55,1:502 | 14 GNU C++ #miZas

Uibstde++-10-devi v 17 11g3 | 17537 | GNU #83 Gt BERRA 3 (BIEEIEE )

cpp V:328,1:728 | 30 GNU C FEEHE

gettext V:56, 1:262 5817 | GNU BE{EITE

glade V1, 15 1209 | GTK EAEENEBES

valac V0, [:4 724 M GObject AARFEL C# BIRES

flex V:8, 1:74 1241 | LEX #HZHY fast lexical analyzer generator

bison V:8,1:80 3116 | YACC tHEHRY BEiresEmkas

susv2 I.0 16 Bl “E— UNIX iR&n (fRA&2) 7 &H (REXE)
susv3 1.0 16 Wil “E— UNIX & (hRE3) 7 BE (REXRE)
susv4 I.0 16 FEB “E— UNIX #R&0 (FRA 4) 7 EE (=EXH)
golang 1:20 11 Go 12T\ 5B = Amaz on

rustc V3, 1:14 8860 | Rust AMIZT\aa S

haskell-platform ., 12| @K Haskell BFIT A

gfortran V:7, 1:64 16 GNU Fortran 95 #z= 23

fpc I:2 102 B A Pascal

Table 12.10: #R:=tERAREE R IR

12.3 #R:=BiZESTENS

A
=]

B4, BETH 123380 12.3.4, ARG URZRVENERE CESRER, BEBREESMEIEARE C

it

1231 C

RE] BAIEIE T 517575 E B E MWIRIB R mZER C EESMRREN,

# apt-get install glibc-doc manpages-dev libc6-dev gcc build-essential

libc6-dev 2REEE, BIGNUC &, RHtT C12%E, EEE7T C BEXEBS I ERNIZEEERMEGFZ,
2EEMNT,

« “info libc” (CERREE)
« gcc() # “info gcc”
« each_C_library_function_name(3)

+ Kernighan & Ritchie, “C f2xVi&515ES", % _HR ( Prentice Hall )

12.3.2 FHER C #23{ (gee)

—EAfSENEIF “example.c” FILUBEBMITAXF “libm” E—R4RELATHITIER “run_example”,

$ cat > example.c << EOF
#include <stdio.h>
#include <math.h>
#include <string.h>



http://packages.debian.org/sid/gcc
http://qa.debian.org/popcon-graph.php?packages=gcc
http://packages.qa.debian.org/g/gcc.html
http://packages.debian.org/sid/libc6-dev
http://qa.debian.org/popcon-graph.php?packages=libc6-dev
http://packages.qa.debian.org/libc/libc6-dev.html
http://packages.debian.org/sid/g++
http://qa.debian.org/popcon-graph.php?packages=g++
http://packages.qa.debian.org/g/g++.html
http://packages.debian.org/sid/libstdc++-10-dev
http://qa.debian.org/popcon-graph.php?packages=libstdc++-10-dev
http://packages.qa.debian.org/libs/libstdc++-10-dev.html
http://packages.debian.org/sid/cpp
http://qa.debian.org/popcon-graph.php?packages=cpp
http://packages.qa.debian.org/c/cpp.html
http://packages.debian.org/sid/gettext
http://qa.debian.org/popcon-graph.php?packages=gettext
http://packages.qa.debian.org/g/gettext.html
http://packages.debian.org/sid/glade
http://qa.debian.org/popcon-graph.php?packages=glade
http://packages.qa.debian.org/g/glade.html
http://packages.debian.org/sid/valac
http://qa.debian.org/popcon-graph.php?packages=valac
http://packages.qa.debian.org/v/valac.html
http://packages.debian.org/sid/flex
http://qa.debian.org/popcon-graph.php?packages=flex
http://packages.qa.debian.org/f/flex.html
https://zh.wikipedia.org/wiki/Lex_(software)
https://zh.wikipedia.org/wiki/Flex_(lexical_analyser_generator)
http://packages.debian.org/sid/bison
http://qa.debian.org/popcon-graph.php?packages=bison
http://packages.qa.debian.org/b/bison.html
https://zh.wikipedia.org/wiki/Yacc
https://zh.wikipedia.org/wiki/GNU_Bison
http://packages.debian.org/sid/susv2
http://qa.debian.org/popcon-graph.php?packages=susv2
http://packages.qa.debian.org/s/susv2.html
https://unix.org/version2/
http://packages.debian.org/sid/susv3
http://qa.debian.org/popcon-graph.php?packages=susv3
http://packages.qa.debian.org/s/susv3.html
https://unix.org/version3/
http://packages.debian.org/sid/susv4
http://qa.debian.org/popcon-graph.php?packages=susv4
http://packages.qa.debian.org/s/susv4.html
https://unix.org/version4/
http://packages.debian.org/sid/golang
http://qa.debian.org/popcon-graph.php?packages=golang
http://packages.qa.debian.org/g/golang.html
http://packages.debian.org/sid/rustc
http://qa.debian.org/popcon-graph.php?packages=rustc
http://packages.qa.debian.org/r/rustc.html
http://packages.debian.org/sid/haskell-platform
http://qa.debian.org/popcon-graph.php?packages=haskell-platform
http://packages.qa.debian.org/h/haskell-platform.html
https://zh.wikipedia.org/wiki/Haskell_(programming_language)
http://packages.debian.org/sid/gfortran
http://qa.debian.org/popcon-graph.php?packages=gfortran
http://packages.qa.debian.org/g/gfortran.html
http://packages.debian.org/sid/fpc
http://qa.debian.org/popcon-graph.php?packages=fpc
http://packages.qa.debian.org/f/fpc.html
https://zh.wikipedia.org/wiki/C_(programming_language)
https://zh.wikipedia.org/wiki/C_standard_library
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int main(int argc, char **argv, char **envp){
double x;
char y[11];
x=sqrt(argc+7.5);
strncpy(y, argv[0], 10); /* prevent buffer overflow */
y[10] = '\@’; /* fill to make sure string ends with '\@’ */
printf(”%5i, %5.3f, %10s, %10s\n”, argc, x, y, argv[1]);
return 0;

Iy
EOF

$ gcc -Wall -g -o run_example example.c -1lm
$ ./run_example
1, 2.915, ./run_exam, (null)
$ ./run_example 1234567890qwerty
2, 3.082, ./run_exam, 1234567890qwerty

AT sqrt3), HAEFER “-Wn” i_..nJKﬁ libc6 EAE‘“@E’JE “/usr/llb/llbm so” , BERMEERMIR
“/1ib/”, 8% “libm.so.6”, BEREME “libm-2.7.s0” HW—EEL.
BE-THENFNRE . BEEET “vl0s”, EMEBET 10 BFT.

FREERRMENIEIECIERIEFERR, bl sprintf3) # strepy3), EAEEER, EAMILREURLRE
B3 FERGRAIRRE, 3R snprintf(3) # strncpy(3) KEBX.

12.3.3 Flex —{EE{FHI Lex

Flex @A Lex MPRIEEEZNITIE N LR EE
BJUAER “info flex” 148 flex(1) E’J?ﬁ;o
Many simple examples can be found under /usr/share/doc/flex/examples/”. 1

12.3.4 Bison —{EE I Yacc

£ Debian ¥, BEEFIZEIR M YacclBERIBIMEIERY LR ##4T 5L LALR SRATAYERES,

NEe TE XAV | ZREA

bison V:8,1:80 3116 | GNU LALR f#ffres £ Rk 28

byacc V0, I:4 258 {B5E ] (Berkeley ) LALR fEMTES Y 28
btyacc V-0, 1:0 243 Eh? byacc BIEMREITEREE

Table 12.11: F8% Yacc B9 LALR fRAT2S £ AR 221K

BILAMERA “info bison” 1%%8 bison(1) HZH2

REZRMME SR main()” %D”yyerror()” BE, Flex B3 M"main()” BEI”yyparse()”, & XY
Tryylex()”.

Here is an example to create a simple terminal calculator program.
Let’s create example.y:

/* calculator source for bison */
%{

#include <stdio.h>

extern int yylex(void);

extern int yyerror(char *);

%3

1Some tweaks may be required to get them work under the current system.



https://zh.wikipedia.org/wiki/Flex_(lexical_analyser_generator)
https://zh.wikipedia.org/wiki/Lex_(software)
https://zh.wikipedia.org/wiki/Lexical_analysis
https://zh.wikipedia.org/wiki/Yacc
https://zh.wikipedia.org/wiki/LR_parser
https://zh.wikipedia.org/wiki/LALR_parser
http://packages.debian.org/sid/bison
http://qa.debian.org/popcon-graph.php?packages=bison
http://packages.qa.debian.org/b/bison.html
https://zh.wikipedia.org/wiki/GNU_bison
http://packages.debian.org/sid/byacc
http://qa.debian.org/popcon-graph.php?packages=byacc
http://packages.qa.debian.org/b/byacc.html
http://packages.debian.org/sid/btyacc
http://qa.debian.org/popcon-graph.php?packages=btyacc
http://packages.qa.debian.org/b/btyacc.html
https://bugs.debian.org/1055082
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/* declare tokens */
%token NUMBER
%token OP_ADD OP_SUB OP_MUL OP_RGT OP_LFT OP_EQU

%%
calc:
| calc exp OP_EQU { printf(”Y: RESULT = %d\n”, $2); }

4

exp: factor

| exp OP_ADD factor { $$ = $1 + $3; }

| exp OP_SUB factor { $$ = $1 - $3; }
factor: term

| factor OP_MUL term { $$ = $1 * $3; }
term: NUMBER

| OP_LFT exp OP_RGT { $$ = $2; }

’
%%

int main(int argc, char **argv)
{

yyparse();
}

int yyerror(char *s)

fprintf(stderr, "error: '%s’\n”, s);

}

Let’s create, example. 1:

/* calculator source for flex */
%{

#include "example.tab.h”

%}

%%
[0-9]+
"yn

{ printf(”L: NUMBER = %s\n”, yytext); yylval = atoi(yytext); return NUMBER; }
{ printf(”L: OP_ADD\n"”); return OP_ADD; }
{ printf(”L: OP_SUB\n"”); return OP_SUB;
{ printf(”L: OP_MUL\N"”); return OP_MUL;
T { printf(”L: OP_LFT\n"”); return OP_LFT;
{
{
{
{

m_n

"

SR N U]

" printf(”L: OP_RGT\n”); return OP_RGT;
=" printf(”L: OP_EQU\n"”); return OP_EQU; }

printf(”L: exit\n”); return YYEOF; } /* YYEOF = 0 */
/* ignore all other */ }

"exit"

%%

Then execute as follows from the shell prompt to try this:

bison -d example.y

flex example.l

gcc -1fl example.tab.c lex.yy.c -o example
./example

./example

+2* (3+1) =

R 8888 e
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NUMBER = 1
OP_ADD
NUMBER = 2
OP_MUL
OP_LFT
NUMBER = 3
OP_ADD
NUMBER = 1
OP_RGT
OP_EQU
RESULT = 9

<rrrrrrrrrrrr

exit
L: exit

12.4 BFREFERNESFIE

AL lint (I TR EESAEBNETEENME FREENBD .
R Indent T HEESMHB AEITIERNBIRE, SB—BUNEMBIVLFRERE.
$RfI Ctags MY T HEEAEBAEITIEIVBRE, EBNARWBBPERNBZFEMRS| (FFH) EE,

BR

L EMMEEM4REEEE (emacs 3% vim) EHRIEFRT lint SIZMHEBROENBE/E, SLIIMENERT ST B
Language Server Protocol BY{BEL, EE2EBIEEBRA, HEMEREMSE, FHAEMLRINZENENXE Debian X
e, B—(EFRE,

12.5 [&iE

PRIFRIENPREZN D, METHREREBREN, ERRMAR—EIFE Debian ERAE, ML BERMER
=R

12.5.1 EAR) gdb FHES

Debian F[RIFREEEIZIVE gdb(1), ERERMREENMITHIRHRIRETZI,
FERFIEBU TAARAIESREE gdb REARMIER,
# apt-get install gdb gdb-doc build-essential devscripts

¥FHY gdb FFZEES MR ZEIR

« “info gdb”
« £ /usr/share/doc/gdb-doc/html/gdb/index.html & “Debugging with GDB”

« “tutorial on the web”

fai

BR—(EJHEMIIF, B gdb(l) E” BN wE”-g” BIBMRZIIHRRELIREEN.



https://zh.wikipedia.org/wiki/Lint_programming_tool
https://zh.wikipedia.org/wiki/List_of_tools_for_static_code_analysis
https://zh.wikipedia.org/wiki/Indent_(Unix)
https://zh.wikipedia.org/wiki/Ctags
https://zh.wikipedia.org/wiki/Language_Server_Protocol
https://zh.wikipedia.org/wiki/Debugger
https://developers.redhat.com/blog/2021/04/30/the-gdb-developers-gnu-debugger-tutorial-part-1-getting-started-with-the-debugger
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7] ATE AN | EREA
vim-ale .0 2591 AR Vim 8 1 NeoVim FJJE[EF Lint 5|2
vim-syntastic I:3 1379 | vim EBIEEEFIEE
elpa-flycheck V0, .1 808 Emacs IR ERFE £188
elpa-relint V:0, .0 147 Emacs Lisp IFRISE% 52 Fa o5
cppcheck-gui V0, I'1 6941 | FFEE C/C++ EERNEAMTLE (GUID)
shellcheck V2, .12 18987 | shell F§ 2 #5RY lint TH
pyflakes3 V:2, 115 20 Python 3 TR HR BN E 28
pylint V4, T:19 2047 | Python FE\iERrRElG B on
perl V:701,1:988 | 670 AN REIE TS JEG&=ss: B::Lint(3perl)
rubocop V:0, I:0 3247 | Ruby SFREFETVAES ‘*ﬁa%
clang-tidy V1, L11 21 Eh? clang B9 C++ IRAIBXRETE
splint V0, .2 2320 | FERECEXbgIE
flawfinder V:0, 1.0 205 RE C/C++ [RBBMEREZE R A TR
black V:3,1:13 639 BAER Python FEVIBIR LSS
perltidy V:0, I:4 2493 | Perl IESTBMRHEFEFIZNE
indent V1,18 431 C B = RN IER
astyle V:0, 1:2 785 C. C++, Objective-C, C# Fll Java FIJR IS5 HEHERS
bcpp V:0, I:0 111 =t cH+H
xmlindent V0, I:1 53 XML REFIERL
global V0, I:2 1895 | [RIRMBIRZEILAE LE
exuberant-ctags | v3 1n1 |41 | MERRAETENEHEESS
universal-ctags |y, 1.4 3386 | LB EMNIERERSD

Table 12.12: FBREENIBENT TEMTIR
NEe ATE X |8
gdb V:15, 1:97 11637 | H gdb-doc BIIRHR “info gdb”
ddd Vi1, 1.7 4105 | H ddd-doc B1iRfHREY “info ddd”

Table 12.13: fREEEREEE)

LZIES



http://packages.debian.org/sid/vim-ale
http://qa.debian.org/popcon-graph.php?packages=vim-ale
http://packages.qa.debian.org/v/vim-ale.html
http://packages.debian.org/sid/vim-syntastic
http://qa.debian.org/popcon-graph.php?packages=vim-syntastic
http://packages.qa.debian.org/v/vim-syntastic.html
http://packages.debian.org/sid/elpa-flycheck
http://qa.debian.org/popcon-graph.php?packages=elpa-flycheck
http://packages.qa.debian.org/e/elpa-flycheck.html
http://packages.debian.org/sid/elpa-relint
http://qa.debian.org/popcon-graph.php?packages=elpa-relint
http://packages.qa.debian.org/e/elpa-relint.html
http://packages.debian.org/sid/cppcheck-gui
http://qa.debian.org/popcon-graph.php?packages=cppcheck-gui
http://packages.qa.debian.org/c/cppcheck-gui.html
http://packages.debian.org/sid/shellcheck
http://qa.debian.org/popcon-graph.php?packages=shellcheck
http://packages.qa.debian.org/s/shellcheck.html
http://packages.debian.org/sid/pyflakes3
http://qa.debian.org/popcon-graph.php?packages=pyflakes3
http://packages.qa.debian.org/p/pyflakes3.html
http://packages.debian.org/sid/pylint
http://qa.debian.org/popcon-graph.php?packages=pylint
http://packages.qa.debian.org/p/pylint.html
http://packages.debian.org/sid/perl
http://qa.debian.org/popcon-graph.php?packages=perl
http://packages.qa.debian.org/p/perl.html
http://packages.debian.org/sid/rubocop
http://qa.debian.org/popcon-graph.php?packages=rubocop
http://packages.qa.debian.org/r/rubocop.html
http://packages.debian.org/sid/clang-tidy
http://qa.debian.org/popcon-graph.php?packages=clang-tidy
http://packages.qa.debian.org/c/clang-tidy.html
http://packages.debian.org/sid/splint
http://qa.debian.org/popcon-graph.php?packages=splint
http://packages.qa.debian.org/s/splint.html
http://packages.debian.org/sid/flawfinder
http://qa.debian.org/popcon-graph.php?packages=flawfinder
http://packages.qa.debian.org/f/flawfinder.html
http://packages.debian.org/sid/black
http://qa.debian.org/popcon-graph.php?packages=black
http://packages.qa.debian.org/b/black.html
http://packages.debian.org/sid/perltidy
http://qa.debian.org/popcon-graph.php?packages=perltidy
http://packages.qa.debian.org/p/perltidy.html
http://packages.debian.org/sid/indent
http://qa.debian.org/popcon-graph.php?packages=indent
http://packages.qa.debian.org/i/indent.html
http://packages.debian.org/sid/astyle
http://qa.debian.org/popcon-graph.php?packages=astyle
http://packages.qa.debian.org/a/astyle.html
http://packages.debian.org/sid/bcpp
http://qa.debian.org/popcon-graph.php?packages=bcpp
http://packages.qa.debian.org/b/bcpp.html
http://packages.debian.org/sid/xmlindent
http://qa.debian.org/popcon-graph.php?packages=xmlindent
http://packages.qa.debian.org/x/xmlindent.html
http://packages.debian.org/sid/global
http://qa.debian.org/popcon-graph.php?packages=global
http://packages.qa.debian.org/g/global.html
http://packages.debian.org/sid/exuberant-ctags
http://qa.debian.org/popcon-graph.php?packages=exuberant-ctags
http://packages.qa.debian.org/e/exuberant-ctags.html
http://packages.debian.org/sid/universal-ctags
http://qa.debian.org/popcon-graph.php?packages=universal-ctags
http://packages.qa.debian.org/u/universal-ctags.html
http://packages.debian.org/sid/gdb
http://qa.debian.org/popcon-graph.php?packages=gdb
http://packages.qa.debian.org/g/gdb.html
http://packages.debian.org/sid/ddd
http://qa.debian.org/popcon-graph.php?packages=ddd
http://packages.qa.debian.org/d/ddd.html
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$ gdb program

(gdb) b 1 # set break point at line 1
(gdb) run args # run program with args
(gdb) next # next line
(gdb) step # step forward
(gdb) p parm # print parm
(gdb) p parm=12 # set value to 12
(gdb) quit
7N

12 gdb(1) 5L EREMMER, Tab HERIRTE shell —#RERRELIE,

12.5.2 [4$E Debian EX3EE)

Debian RFEETERIBRT, FIETEN T EMFIFEX T stripped, FLL KB FREERTFIE ( debugging symbols ) 7£
BENRECEESHBIR, A TR gdb(1) FR#E Debian #8288, *-dbgsym MESEEWRE, (Hlw, T
coreutils-dbgsym, FAIRFREE coreutils) [RIARSERIEBIFNE BRI M FIEIEE —CEHENERL *-dbgsym &R
BB, APLEFREEERIE BAG MBI IIAE debian-debug IERE, £ S &AL Debian Wiki X4

MR —EFEWREVEIEELFREE * -dbgsym HEER, (RBERWFARMRKFEBBHERLERZEE.

mkdir /path/new ; cd /path/new

sudo apt-get update

sudo apt-get dist-upgrade

sudo apt-get install fakeroot devscripts build-essential
apt-get source package_name

cd package_name*

sudo apt-get build-dep ./

@B BH B BH R LR

RFEY bug,

REEIREEIR AR ERIE 73 Debian (RERNER, FIMIEEHMEFCFENZRIEBIREEELRN +debugl” FE, WMTF
PR R ARZARE TR ERAEEN ~prel” F&E,

$ dch -i

ONF Pt R 2l 2 A B PR ER T SRRV ERBE BL,

$ export DEB_BUILD_OPTIONS="nostrip noopt”
$ debuild

$cd ..

$ sudo debi package_name*.changes

REERENEENBETESHBIL M RREE EMGIFIRHRER T CFLAGS=-g -Wall” #IE,

12.5.3 JE5iENE

ERREEIFETVERIERIAR, ]S bug BFMY EEISEMREANERLER.
ERWMTARZ—, AJER gdb(l) ENSEIRE:

« £ GDB BB A R:



http://deb.debian.org/debian-debug/
https://wiki.debian.org/DebugPackage
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— 1% GDB #1752\,
- FERER,
— 1£ GDB B/RFHA"bt”,
. ERENAR:
— EFf “/etc/security/limits.conf” {EX, BETEASR:

* soft core unlimited

shell 2 RAF F8#IA”ulimit -c unlimited”,

#1E1& shell IRRFFHITIER.

BERIFEINE S —1Bl core dump HEZR,

— EA core dump #¥£3%| GDB, F”gdb gdb ./program_binary core”,
- £ GDB RRHF#HA"bL”,

R B s E B ERRANER, fReTUEBIZ Ctr1-\ K Ctr1-C E#MIT “kill -ABRT PID” &HIFEEE
X, (BRE 9.4.12)

R’R

BE, (FEEIIEBERE—THESITE malloc()” 5’g_malloc()”. EEELIRMIHR, (RIEEREEE
BAMN, K- LCEREMN—EHER ERRTERITEESMALLOC_CHECK " B{E%A 2 (malloc(3)). fRETLAE
BT EMFNERIT gdb BFRTE,

$ MALLOC_CHECK_=2 gdb hello

1254 SP% gdb 155

S ELREENEAR
(gdb) thread apply all bt BRI ZHTREENBRMBERTERER
(gdb) bt full SR KRR 2 8E&ES

(gdb) thread apply all bt full M EEE—EFEEENZE
(gdb) thread apply all bt full

10 B350 10 EMFIRRISFI S BEN, CALLREFRAERAE® S
(gdb) set logging on 1€ gdb R HEE L Z1FE3E (FERRRIZE"gdb . txt”)

Table 12.14: 5% gdb LT

12.5.5 IEEEAGEM

AT AR EER 1dd(1) REHIZRBIERFEME,

$ 1dd /usr/bin/1s
librt.so.1 => /1lib/librt.so.1 (0x4001e000)
libc.so0.6 => /1ib/1libc.s0.6 (0x40030000)
libpthread.so.0 => /1lib/libpthread.so.0 (0x40153000)
/1lib/1d-1linux.s0.2 => /1ib/1d-1inux.so0.2 (0x40000000)

E% 1s(1) $1TE chroot ed 3R1E, UA_EAYEEFE chroot ed IRIEth B R AT B,
288 9.4.6,



https://zh.wikipedia.org/wiki/Core_dump
https://zh.wikipedia.org/wiki/Core_dump
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12.5.6 ENREMFAUERIMET B

£ Debian H1, BRESEIFIURM TEFE. 2860 94,

12.5.7 FREBEE X HEHREARVERER

gAR—1E GNOME 2=\ previewl 2T —fE X iR, BEREBR—HTEERNE.

The program ’'previewl’ received an X Window System error.

SEmE.

12.5.8 CiEfERmEATH

Debian EH—LER] B IEERIRIEATE,

74 mITE KAV | ZREH
libc6-dev V:254,1:572 | 12051 | mtrace(1): F&E8 glibc FFAY malloc
valgrind V:6, 1:37 78187 | sclERElEEEIZE M D fTes
electric-fence | V:0,1:3 73 malloc(e) IEERTZTN
Tibdmalloc5 V0, 1:2 393 BN EEERE
= NN AR U N
duma V0, 10 205 ?’)EE(’ZJ ;ﬂ C++ T2 PIg A REGEAIATREXR 8, (buffer under-runs
leaktracer V0, I:2 56 C++ ENaC B e /R e I e B

Table 12.15: ;IR EE R IRIERI TRRFIR

12.5.9 =i _EMFIFERN

{RE] AfER TEA A NiER objdump(l) RAR:E ZHEMIHIFE VRS,
$ objdump -m i386 -b binary -D /usr/lib/grub/x86_64-pc/stagel

iE
gdb(1) FTLARRE BN R ERIZNE,

12.6 #miEz1 2

12.6.1 make

Make B —E4EENANTH, —B#1T make(1), make EEERAIESR vakefile, Bt LR BFIERWIIENE,
RBFERBVERERZEE TNE, BENSEMBIFER, NEERERNTE, BEESLEEREHNITED
ERFEEE,

HMAERIFEZWN T AR,



http://packages.debian.org/sid/libc6-dev
http://qa.debian.org/popcon-graph.php?packages=libc6-dev
http://packages.qa.debian.org/libc/libc6-dev.html
http://packages.debian.org/sid/valgrind
http://qa.debian.org/popcon-graph.php?packages=valgrind
http://packages.qa.debian.org/v/valgrind.html
http://packages.debian.org/sid/electric-fence
http://qa.debian.org/popcon-graph.php?packages=electric-fence
http://packages.qa.debian.org/e/electric-fence.html
http://packages.debian.org/sid/libdmalloc5
http://qa.debian.org/popcon-graph.php?packages=libdmalloc5
http://packages.qa.debian.org/libd/libdmalloc5.html
http://packages.debian.org/sid/duma
http://qa.debian.org/popcon-graph.php?packages=duma
http://packages.qa.debian.org/d/duma.html
http://packages.debian.org/sid/leaktracer
http://qa.debian.org/popcon-graph.php?packages=leaktracer
http://packages.qa.debian.org/l/leaktracer.html
https://zh.wikipedia.org/wiki/Make_(software)
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74 1) mITE KN [ &

make V:133,1:559 | 1592 | &8 make-doc BIEHERT “info make”

autoconf V:32, 1:233 2025 i autoconf-doc BIEHERE) “info autoconf”
automake V:32, 1:232 1837 M automakel.10-doc BRE#HAE “info automake”
Tibtool V:27,1:216 1213 i libtool-doc B f#”info libtool”

cmake V:16, [:115 36695 | cmake(l) B¥E. FHENIRE R4t

ninja-build V:6, 1:39 428 ninja(l) BOl Make e e/ NiRaE R 40

meson V:3,1:21 3741 | meson(l) E ninja 2 ENSEENINBER G
xutils-dev V:1,1:9 1484 | imake(1), xmkmf(1) &,

Table 12.16: #rzE T EERESBIVIR

target: [ prerequisites ... ]

[TAB] commandil

[TAB] -command2 # ignore errors
[TAB] @command3 # suppress echoing

EEME’[TAB]” @ —fB TAB 121018, B —1TEEITEEBIRNEEH shell BB, TITRER"\” REEFLLIESE.
ER$$” BN "$” RIETS shell I5LSIERHIIRIBEEUE,

BiZIRERER LI LUBBE N RAAS H, Fla0, NTFATR,

%.0: %.c header.h

TER, BREET % Fu (RREMPHEIINE—E), "% FrefLiBRNBERERTEE—EIEZNTFH,
HEMEREIRER %" RRBEMZERER RERE BN,

BENEE &

$@ EREE

$< iR EES

$? FrERIMIIERERE R

$A R ES

$* BEERF, $* BRILER%" ILEFIES

Table 12.17: BEIEEIHITIR

EBHiER BT
fool := bar —REER
foo2 = bar ETER
foo3 += bar EH0

Table 12.18: EEEREITITR

#MiT'make -p -f/dev/null” 15 RigMAZEEMLEIFRR,

12.6.2 Autotools ( BENftTH)
Autotools B2—ERERIBEH TR, #WiREHEARBSEKSREARETIZZ 58 Unix B4,

« Autoconf @ —1{E{#”configure.ac” 4 shell #§$ 1 configure” T A,
- »configure” fE& AR "Makefile. in” EIR4EM "Makefile”,
« Automake 2—{E{¢"Makefile.am” £h{"Makefile.in” T H,
» Libtool @—1@ shell #5185, ERRRSMELZER, AREMERIENBZEMLEREE,



http://packages.debian.org/sid/make
http://qa.debian.org/popcon-graph.php?packages=make
http://packages.qa.debian.org/m/make.html
http://packages.debian.org/sid/autoconf
http://qa.debian.org/popcon-graph.php?packages=autoconf
http://packages.qa.debian.org/a/autoconf.html
http://packages.debian.org/sid/automake
http://qa.debian.org/popcon-graph.php?packages=automake
http://packages.qa.debian.org/a/automake.html
http://packages.debian.org/sid/libtool
http://qa.debian.org/popcon-graph.php?packages=libtool
http://packages.qa.debian.org/libt/libtool.html
http://packages.debian.org/sid/cmake
http://qa.debian.org/popcon-graph.php?packages=cmake
http://packages.qa.debian.org/c/cmake.html
http://packages.debian.org/sid/ninja-build
http://qa.debian.org/popcon-graph.php?packages=ninja-build
http://packages.qa.debian.org/n/ninja-build.html
http://packages.debian.org/sid/meson
http://qa.debian.org/popcon-graph.php?packages=meson
http://packages.qa.debian.org/m/meson.html
http://packages.debian.org/sid/xutils-dev
http://qa.debian.org/popcon-graph.php?packages=xutils-dev
http://packages.qa.debian.org/x/xutils-dev.html
https://en.wikipedia.org/wiki/GNU_Autotools
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/Autoconf
https://zh.wikipedia.org/wiki/Automake
https://zh.wikipedia.org/wiki/GNU_Libtool
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12.6.2.1 #RiEENLEREN
D s

Debian NE7E”/usr/local” 8y”/opt” Bk FEIUIER, NRMBEREBHEERN, EELEE]"/usr/local/”
Hig T, EAELAEHESR Debian,

$ cd src

$ ./configure --prefix=/usr/local

$ make # this compiles program

$ sudo make install # this installs the files in the system

12.6.2.2 fRIALHEREDR

MRIFERIAEL B EERA autoconf(l)automake(l), MRIFEELFIIR ERBEETHIGE, T TAIIES RERR
LEEN,

$ ./configure all-of-the-options-you-gave-it
$ sudo make uninstall

HE, MRMFRTHBRELREEFEEREMET/usr/local/” Tt BiS@RTEEEMNRA, RoTUEBRINTH
BLRBREMBIAA.

# find /usr/local -type f -print® | xargs -0 rm -f

WMRIRREEIERERIRE TR, ReIAEEEEM checkinstall BRE2EIHRY checkinstall(8), EXERHE—
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